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Binary Image Authentication Watermarking Scheme Against Collage Attack

QIN Yao!  HE Hong-Jie! = CHEN Fan'

Abstract
proposed by introducing dependence of blocks in this paper.

To improve the ability against collage attack, a watermarking scheme for binary image authentication is
In the proposed algorithm, all pixels in each block are
divided into the flipped pixels and the unflipped ones. The watermark information of each block is generated by hashing
the unflipped pixels of it, and embedded in the flipped pixels of the corresponding mapping block. The authenticity of
each block is detected by comparing the consistency between the reconstructed watermark and the extracted one. The
neighborhood tampering feature is used to improve the tamper detection performance. Experimental results show that the
proposed algorithm can not only improve the performance of tamper detection in the general tampering such as replace,

add, delete, etc., but also effectively resist collage attack.
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Table 1 ~ Comparison of authentication performance with existing algorithms
ik Pyo (%) Py (%)
J7 3k Proposed Li's 5 Li's 4 Kwon Proposed Li's 5 Li's 4 Kwon
PR 4.17 12.50 8.33 0.00 0.00 0.00 2.59 6.90
R PG 4.00 68.00 40.00 36.00 0.00 0.00 3.90 6.06
Z X P 0.00 90.91 81.82 77.27 0.00 0.00 1.71 2.56
A Bk 0.00 59.38 31.25 12.50 0.00 0.00 4.46 8.93
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