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 4 � ACTA AUTOMATICA SINICA April, 2012&EÔnKÜXÚ§µN 1 É;� 1 �µǑ 2Á � &EÔnKÜXÚ (Cyber-physical system, CPS) ´O�!Ï&ÚÔnL§pÝ8¤�XÚ, ÏL3Ôn��¥i\a�!Ï&ÚO�Uå, ¢yé	Ü�¸�©Ùªa�!��êâDÑ!�U&E?n,¿ÏL�"Å�¢yéÔnL§�¢���. ©Û
 CPS �Ä�VgÚAÆ, é CPS �NXe�!¥m�XÚ!¢�5!S�ÚÛh�'�Eâ�ykïÄ¤J?1nã, ¿JÑ
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yk� CPS �.XÚÚ¢~, NyÑ CPS �`�5; ��é CPSÚDaì�ä (Wireless sensor network, WSN)!Ôé� (The internet of things, IOT)!�ä��XÚ (Networked control
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é'©Û, o(
 CPS ykïÄ¥�3�¯K, ¿�"
 CPS �u���.'�
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Cyber-physical System

WEN Jing-Rong1 WU Mu-Qing1 SU Jing-Fang2

Abstract Cyber-physical system (CPS) represents a system which tightly integrates computation, communication and

physical processes. Perception, communication, and computing capabilities are embedded into the physical device, in

order to realize distributed sensing, reliable data transfer, intelligent information processing, real-time feedback and

control. This paper summarizes the basic concepts and characteristics of CPS firstly, and then gives a systemic review of

recent progress on some key technologies, such as architecture, middleware system, real-time feature, security and privacy,

and also puts forward some related research ideas. Some prototype systems and practical examples are also described to

show the advantages of CPS. Finally, CPS is compared with wireless sensor network (WSN), the internet of things (IOT),

networked control systems (NCSs), and some existing deficiencies are summarized, and the future research directions of

CPS are proposed.
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ÜO�?n, ¿|^�"Ì�¢yéÔnL§�k���, ��L§�gÄ�¤, <?u9Ï/ .

CPS �9O��Æ!�äÏ&!��nØ�õ�Æ�[1], 2�A^uõ«¢SXÚ, �)�´�Ï!Ê�ÊU!�§��!U
ó�gÄz!I[>���.Ä:��XÚ[1−3], ±9°[à�!��ª>fS½º�ÛÜ½�.XÚ. CPS Eâ��\ïÄÚ¤JA^òUC&E­.ÚÔn­.�&E�p�ª[2], KǑ�5ÔnXÚ��ï�ª, ¿kÏu¢y#����UXÚ.8
, CPS ®²Úå
IS	ÆöÚïÄÅ��2�'5, 9�I[�¡�­À. 2006 
 2 �,{IuÙ5{I¿�åOy6, ò CPS �Ǒ­�ïÄ�8; 2007 
, {IoÚ�á�E�¯�
¬ò
CPS �Ǒ`ku��l�'�&EEâ�Ä; 2008
, {I CPS ���|ò CPS A^uU
!�Ï!I�!��!à���¡; �� 2010 
 3 �, {II[�ÆÄ7¬®1O 130 õ� CPS ïÄ�8. î�



508 g Ä z Æ � 38òOy3 2007 
� 2013 
Ý\�L 70 ·{�?1�U>fXÚÚ CPS �¡�ïÄ, ±(�Ù+k/ ; F�!¸IǑ3?1aq�ïÄ[4] ; 3Æâ., IEEE Ú ACM �|�l 2008 
m©, z
ÑÞ� CPS Week[5] �Æâ¹ÄÚ¬Æ, é CPS �'�Eâ!A^±9�5�u�?1?Ø; ,	Ǒk�
ïÄ|�ÚÅ�, ~X CPS J[|� CPS-

VO[6]!MIT � CSAIL ¢�¿[7]!kSÄr��Æ� SLD �|[8] �, 3 CPS ��'EâÚA^²��¡Ñ?1X��\�ïÄ; 3IS, CPS ǑÅìÚå;[Æö�­À, ÛÈ´�õ �¬3Æâ�w¬Æ¥õgJÑ CPS �'ïÄ, �ënó�Æ�g¸Æ¬u 2009 
¤á
 CPS ïÄ�|[9], ·I�?Ǒm©é CPS ïÄ?1­:�8℄Ï[10] .�ly�ãIS	ïÄ¤Jþw, 'u CPS �ïÄE?u�?�ã, �3�õI�)û�nØÚEâJK, Ü©VgE'��
. ÓL�Æ��¥#�Ç��CuL
&EÔnKÜXÚ�ïÄnã[11], 0�
 CPS �VgÚXÚ�¤, ©Û
 CPS�A^Úu�, Ó�ò CPS Úõ��'XÚ?1é'©Û, äk�p�ïÄd�, �Ù¿vké CPSäN�9�¢�5!S�ÚÛh�Eâyk�ïÄG¹?1�\©Û. �©�é CPS �XÚe�!¢�5!S�ÚÛh�õ�'�Eâ�
ÏïÄ¤J?1nãÚo(, ¿éÙ�5�u�?1�", äk�­��ë�d�Ú¿Â.

1 CPSÄ�VgÚAÆ
CPS �äNVg8
�vkÚ��²(½Â,�ÙÌ�´�Ôn­.Ú&E­.pÝKÜ�XÚ.Ù¥KÜÌ�´�3 CPS ¥, Ôn�¸Ú&E?nk�����p, Ôn��òi\O�!Ï&Uå,
ÏL?n��&Eqò��^uÔn�¸, �ª/¤���äz�Ôn��XÚ.

Lee ½Â CPS ´O�L§ÚÔnL§�8¤XÚ, |^i\ªO�ÅÚ�äéÔnL§?1iÿÚ��, ¿ÏL�"�¢yO�ÚÔnL§��pKǑ[12].

Poovendran ½Â CPS ´=òÑy��a#XÚ, ÏLò�äÏ&Uåi\Ôn­., XÄ:��!ó�²�, $�<ag�, ¢yÚÔn­.�&E�p. ÙÌ�A:´Ôn�¸Ú�ä­.m;��&E�p[13].

Tabuada �Ǒ CPS ´d�
äkÏ&ÚO�õU�DaìÚ�1ì|¤�©Ùª�ä, !:�±éÔn�¸?1iÿÚ+�, ¿��p�ÆN�¤�Ǒr��õU[14] .ÛÈ´�¬KJÑ�Ǒ2Â�Vg: CPS Ò´

3�¸a��Ä:þ, �ÝKÜO�!Ï&Ú��Uå���!�&!�*���äzÔn��XÚ, ÏLO�?§ÚÔn?§�pKǑ��"Ì�¢y�ÝKÜÚ¢��p5O\½*�#�õU, ±S�!��!p�Ú¢���ªiÿ½����Ôn¢N,�ª¢y&E­.ÚÔn­.���KÜ, l��þUC<a�ïó§ÔnXÚ��ª[15] .é'þãØÓ� CPS ½Â, Xã 1 ¤«, �©�Ǒ: 3 CPS ¥, ÏLòa�Uå!Ï&UåÚO�Uåi\�Ôn��¥, é	Ü�¸½℄
?1©Ùªa�!��êâDÑ!nÜ&E?n, ¿ÏL�"Ì�¢yéÔnL§�¢���. 3�¸Cz�, XÚ�±Ä�/g·N�±÷v^rI�, 
<?u9Ï/ . ��XÚ�±´÷*þª/���.E,XÚ, XI[>��; Ǒ�±´�*þ��.i\ªXÚ, X��ª>fS½º�.

ã 1 CPS XÚ�.
Fig. 1 Model of CPSo
ó�, �� CPS XÚ´��ïá3Ôn�¸Ä:þ, nÜ|^O�!Ï&Ú���ã�kÅKÜÚ�ÝÆ�, ¢yé�.õ�E,XÚ�¢�a�ÚÄ���. ÙÄ�AÆk[1, 12, 16]:

1) ¢�5. 3 CPS ¥, duÚ\a�!DÑ!����"Ì�, &E�DÑÚ?n�5�ò, 
°(��I��â���æ�êâ?1, ùÒéXÚ�¢�5JÑ
�p��; ¿�du CPS ¥�3õ�XÚü�, §��m��mÓÚǑ�©­�, AO´ CPS õ^uÊ�ÊU!ó����'�+�, ¢�5w�
Ǒ­�.

2) ©Ùª. CPS ¥  �3õ�ü�, ¿ÏL�pÆ��¤E,?Ö, z�ü�æ8Ú?nÜ©&E, ¿ÏLuÙ/¾��ª, ò©Ùª�&E?1®o©Û, ÆN��ü��?Ö©�, ¢yE,�O�?nõU.

3) p��5. ØÓuDÚ���XÚ, du
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CPS ¥Ú\
Ï&L§, ¬�5êâ�ý, ¿�ÔnL§�Ø(½5Ǒ¬Ú\,
É~Ï�, 
3
CPS XÚA^¥, 7L�äk�½�N�5, âU�yæ8&EÚ�"&E�ý¢��, ¢yXÚ��~­½ó�.

4) rS�5. du CPS XÚ�A^�9õ«­�|Ü, Ù��L§òéÔn�¸�)���^,é CPSXÚ�»�ò�)Ø��þ��J, � CPSXÚ�S�57L���y.

5) õ�5. CPS XÚ¤ë����õ«õ�,5�����, ¿�U�^ØÓ�IOÚÆÆ, �ä�¤äkõ�5. Ó�l÷*þ, CPS �±´��;k�XÚ, Ǒ�±´�¥pé�
�XÚ, äkõa.!õºÝ�A:.

6) g£5. 3 CPS XÚ¥, <?u9Ï/ ,��XÚ�±gÄ?1éÔn�¸�a�!&ED4!O�?nÚ�"��L§. �«℄
U
�â?ÖI�gÄ­|Ú­��. g£5´ CPS XÚkOuÙ�XÚ���A:.

2 CPS�NXe�NXe�´XÚ�O¥�Ä�¯K, du CPSXÚE,!A^|µ2�, Ïdïá��äkÏ^5!å| �^�NXe�äk�©­��¿Â. 'u CPS �XÚe�, IS	®kÜ©ïÄ¤J.�Ü©Æö�Ǒ�±æ^©�(�, ò CPS ©Ǒ.��a��¬Ú�1�¬!¥m�Ï&�äÚþ��O�ûü�¬. Tan ��Ǒ CPS ´��e���ätÑë��©Ùª&EXÚÚÔnXÚ, ÙÉ^r½Â��Â5K��. �ö3dÄ:þ, JÑ
���.e�: Daü�Ú�1ü����^uÔn­., ¥m��e���ä?1&EDÑ, �^S�êâ¥ÑÖì?1LÏêâ�+n, ¢�&EÏLuÙ/¾���ª, ���d CPS ü�?1?n, ^rý½Â CPS ü��O�5K[16] .

Wang �JÑ
�«¡�ÑÖ� CPS NXe�[17]. ÏLòXÚ©Ǒ!:�!�ä�!℄
�ÚÑÖ�, z��^M�℄
µCǑÑÖ, �éØÓ?Ö©�ØÓ�ÑÖ. !:�KIÔnL§ÚO�L§��p, �¹DaìEâ!i\ªXÚEâ!��ë�!��Eâ�; �ä�´ CPS ¢y©ÙªO�Ú℄
���Ä:, �¤&EDÑÚ��, �¹�ä�\!́ d!êâDÑ!uÙ/¾��Eâ; ℄
�´Ä��, òM�Jø�&E?nUå£ã¤℄
, ,�éêâ℄
!�.℄
!�;℄
�?1|Ü!½ Ú�o, ¢yk��℄
+n. ÑÖ�é℄
�Uå?1Ä�, ¿òÙ�C¤ÑÖJø�^r. T©Ǒ½Â
 CPS �ó�6§: Ù!:�ÚÔn�¸?1

¢��p, ÏLDaìa��¸Cz, òa�&ED�O�ü�, O�ü�N^Ï&ü�ÚÙ�!:?1êâ��, ,�ò¼��&E?1KÜ, l
�)�(�û, ¿òûü�"���ü�, ¢yéÔnL§�KǑ. *7�JÑ
dDaì�ä!&E¥%!��¥%!�1ì�ä!̂ rªàÚ CPS ¢��ä|¤� CPS NX(�[18]. Daì�äa�Ôn&E,¿²®à!:KÜ�Dx; &E¥%KIêâ�;Ú^r��; ��¥%KIêâ?n©Û, �)ûü, ¿òÜ{^r���·-=u��1ì�ä¥���!:; �1ì�ädeZ�1ü�Ú��!:|¤, �â��·-UCÔnL§. ^rªà¢y<Ú&E­.��p; CPS ¢��äë��Ü©|�, ¿Jø¢�ÄO.d	, 3äN� CPS A^|µ¥, I�(ÜTA^�A:, é CPS �e�?1·�U?.©z [19−20] ©OlnØÚ¢��ÆÝé CPS3>åXÚ¥�A^e�?1
©Û. Ilic ��ée���U>�℄
©ÙªÚÄ�Cz�A:, JÑêÆ�.e�5©Û©Ùªu>Å|ÚÄ�K1Cz�¹, ¿éDÑ�ä�5U?1
¢~©Û[19] .ëdu�Áã�E¢S>å CPS �NX(�, 0�
��¥%!©ÙªO���!Ï&�ä!Ñ>/�>�ä!>
ÚKÖ�|�, ¿éÙ¥�&E6ÄÚ>U6Ä?1
©Û, é CPS Ï&ÆÆ!©ÙªO��>å CPS '�EâÚ℄Ô?1o(, Ǒ>å
CPS XÚ�ïáJø
ë�[20] .

Koubaa �(Ü Internet ª/�péÚi\ª���A:, JÑ&EÔnpé� (Cyber-physical

internet, CPI) �Vg, ±¢y?Û�mÚ/:��3��[21]. CPI �¹õ«ØÓ��ä, X��Daì�ä WSNs!RFID XÚ!£Ä�Å�. Xã
2 ¤«, CPI �ÆÆÒò3�kO�Å�äÊ�NX(��Ä:þO\ CY-PHY � (Cyber-physical

layer), ±Ú��(�z�ªL«êâ, ¿�|±k��ª��O, Ù��ò�â CY-PHY �&EN�gC�1Ǒ. ~XÔn��â CY-PHY �&EUC&�ÚN��ª; MAC �Ǒ·A CY-PHY �êâN�ÓÚ/ÉÚ�ª!Ó�'�ëê; �ä�(½·��´düÑÚêâKÜÅ��.

2011 
� ICCPS ¬Æþ, kFÄr��Æ�
Bogdan �JÑæ^ÚOÔnÆ¥©.Ì�§5©ÛÔn�¸, ý­|^ý¢­.¥�g�q5Ú�²­5?1&EJ�, ¿òù
&E²LKÜ�, |^Ï&ÆÆD�êâ¥%?1?n[22−23] . 3XÚ����å^�e, ò!:�è��Ý!Ï&�°��ǑÌ�§�`zëê, ���`���üÑ, �)ÿ
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�©�!NÝÚ´düÑ�, ���^uÔn�¸. XÚ�)éÔn�¸�a�, Ù�±|^�¸�A:Ú{¤êâ��q5�Ñ�°(�&E; ,�òù
&E²LÏ&�ä?1DÑ®à, ù�L§¬Ú\�òÚ¿�y�; &E®à�,UìØÓA^�Ö���^�Ú&E��ªÚOA5, ÀJ�5½��5�Ì�§�.?1`zûü;��òûü(J�"�^r, ¿é�ä��ò!è��Ý?1`z.

ã 2 CPI ÆÆÒ
Fig. 2 Protocol stack architecture for CPI�¥#�l CPS �Ä�(�!$1�ª!Ôn�¤Ú¢ye�o��¡é CPS �e�|¤?1
o(©Û, òXÚÄ�Ǒ�ä�ÚÔn�, ü��m?1&ED4, �p�^[11]. Ù¥��­�AÆ´ “<” �ǑXÚ�|¤Ü©ë��pL§.

ã 3 CPS �g(��.
Fig. 3 Layering model of CPSnÜ±þé CPS NX(��ïÄ¤J, (Ü

CPS �4�AÆ, �©�Ǒ: l&E�D4L§w,�±ò CPS ©ǑKI&Ea��Da�ä!KI&EDÑ�Ï&�ä!KI&E?n�O��¬, ±9

KI�"����1�ä. l�g(�þ, Xã 3 ¤«, �±ò CPS ©Ǒa��!�ä�!&E�, a��Ì��)Da��Ú����, KIæ8Ôn�¸&E, ±9|^��&EéÔn�¸?1�"��; �ä�Ì��)Ï&DÑ�ä, ?1&E�¢���D4; &E�Ì��)O�?nü�, éæ8�êâ?1?nÚ�U�û, �Ñ��ûü, ¿òe�℄
Ä�ǑÑÖ�þ�^rJø. �é©z [11], �©JÑ�e��.�g�\�ßÚ(¹, <3T�.¥áu�À|�, �ë�XÚ�p, Ǒ�dXÚgC?1�U��.

3 CPS¥m�
CPS �¥m�´�ò CPS �|�kÅ(Ü3�å�^�XÚ. ÏLé�Ü©?1Ä�, �ï^��., ¢y�Ü©gkõUÚ&E�p, ��éÜ¤Ǒ�� CPS 4�XÚ.'u CPS ¥m��ïÄ, �3 2004 
, {I�|ì��Æ� Hill �Ò�ï
��É��&�&E�æNX¥m� HESTIA[24], �±Ǒ�U�fÚÙ�aq CPS XÚJøS�ÑÖ, �)�\��!\�uÿ!℄¶�o!K1þï�. Hill �3�|ì��Æ�nB�³©��l��¥%Ù�
¢SXÚ, �)>f£!\9�e1���!Àªi�ÚÙ�DaìÚ�1ì, ¿|^ HESTIA+n��XÚ.��XÚ�±�Uó�, ¿��^rk��", Ù�^ Prolog �ï�Uín¥.CA
, 'u CPS ¥m��ïÄÌ�Äu¡�ÑÖ�. (Service-oriented architecture, SOA), ÏLòXÚ©�Ú�¬z�, ØÓ�m±JøÑÖ��ª?1�p, ù��±¶-�|�XÚm��É,´�«���¥m��Og´.

Lin ��é CPS JÑ
��Äu¢� SOA e��¥m�XÚ Llama[25], é?Ö��1�mÚ¤I℄
?1ýÿ, ¿�â^r��, |^�Û℄
+nì GRM é¢�?Ö6?1NÝ, 
|^ÛÜ℄
+nìé?Ö?1÷+¿(�� GRM 9�NÝ. T¥m�|^℄
ý3��{, �±Or
CPS ��*�5Ú�ýÿ5, é CPS XÚ¥�?Ö?1���+n. Huang �KJÑ
Äu PE

(Physical-entity) �¡�ÑÖ�. PE-SOA[26−27],æ^ü�|Üín��{, òL§©ǑÄ��¡ÚÔn�¡, nÜ�ÄÔn¢N�Jø�ÑÖ℄
, ¿òÔn¢Nm�õU'XN�Ǒa�U«'X. ÏL*� OWL (Ontology web language) �., ïá± Physical entity Ǒ¥%� PE-SOA �., Ôn¢NJøÑÖ�Ø(½5Ú�¸��, ÏLÄ��¡?1¶-, ù�3Ä�ín�û�ØI��ÄÔn
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dÔn�?1¢~z, ©��ª�±Jp?n�û�Ý.d	, �k�
Æö�é CPS ¥N�A5, JÑæ^�"���^��O�{, |^Ün�", JpXÚ�­½5Ú℄
|^�Ç[28]. Ó�Ǒ÷v
CPS ­è5Ú��5, ©z [29] JÑæ^g£O�Ì�ACCC (Autonomic computing cycle of CPS)Úg£O�i� ACS (Autonomic computing su-

pervisor) 5¢y�<�Å�¹e���ÑÖ, �)uÿ!©Û!£�!µd!��ÚÆS��!, æ^¢D�{! ²�ä��ï�£¥.l�Nþw, CPS �¥m��O¥��Ä�Ôn℄
ÚO�℄
�;�éX, �Ä�Ôn¢N�Jø�UåÚÛ�, ÏLæ^¡�ÑÖ�¥m��O�{, �±¶-.�[!, Jø���&Eæ8!?nÚ�p�ã, Ó�¥m��ïÄ¥, �Jø�½N�Å�, �y CPS ���5.

4 CPS¢�5
CPS é�m��î�, Da�¬I�¢�a��¸Cz, ûü���¬��â¢�êâ?1�û,¢yéÔnL§�¢���. �Ä� CPS ���"Ì�?nL§, ¢�5Ì�Ny3¢��äDÑÚ¢�?ÖNÝ?nü��¡. du CPS Ú\
Ï&L§, &E�DÑ�U�5Ø(½��ä�ò; ,	XÚE,5�O\Ǒ�?Ö�.C��\E,, ¢�ö�XÚÚ¢�?ÖNÝǑ´ CPS I�ïÄ�­:.Ë�|�Æ� Lee ½Â
 CtP (Cyberize the

physical) Ú PtC (Physical the cyber) �Vg[12],JÑ��·^u CPS �©Ùª½�^� PTIDES

(Programming temporally-integrated distributed

embedded systems), Ù5½
©Ùª^�|�m��p!pé�ä!DaìÚ�1ì�Ôn�¸��p�, �Ñ�3�(��m��(�¯�, 
Ø´��U/J
, ùǑ CPS ¢�5�ïÄJø
#���. T©Ùª^��
Jb�´�ä¥�¨ÓÚ½�3�½Ø�, ��äDÑ�òk�, ©¥|^Ï^>í� Vie control platform Ǒ~, )ºXÛ|^
IEEE 1588 IO�ï�¨ÓÚ�±��ä, ±�½�ä�DÑ�ò.

CPS XÚØ
?n�ò	, �Ì��´Ú\
V��DÑ�ò, ¿��X�òËÄ. Al-Omari ��Ä
 CPS ¥êâdDaì���ì, 2d��ì��1ì�L§¥�)��òËÄy�[30] , JÑÏLæ^ Play-back ����ªòËÄ=zǑ�½�ò, |^��ì��
�´»�ò�A:, °(ýÿ
Play-back �ò, ~�É~¸��Ñy. Xã 4 Úª

(1) ¤«, RTTpcp(i − 1) L«1 i − 1 ��� �DÑ�m, f̂pc(i) L«lDaì���ì
�DÑ�ò�Czþ, r̃cp(i) L«é��ì�Daì��DÑ�òCzþ��O�, du3 ki �Ǒ, ��ì��
RTTpcp(i − 1) Ú f̂pc(i) ��, 
 r̃cp(i) ���±ÏL±
�{¤êâíÿ��, ��íÿÑ1 i ����ò, Bu��ì�Ñûü.

τi = RTTpcp(i − 1) + f̂pc(i) + r̃cp(i) (1)

ã 4 NCS ���6§
Fig. 4 Packets exchange in NCS�éu�òËÄ��ºÝ`z, ��±é�E�DÑ6§?1`z, ~�êâDÑL§, ±~��ò. Kang �Ì�é CPS ¥�¢�êâÑÖ?1ïÄ, JÑ±&EǑ¥%��ª, ÙØÓuDÚ¢�êâ+nÚ��Daì�ä, 
´|^Äu�ä�¢�i\ªêâ¥ nRTEDBs (Network-enabled

real-time embedded databases) J�¯��'�k^&E, ¢yDa!:mS�!9��Ï&[31] .

nRTEDBs !:äk���Da!:�r��õU,Da!:ò�©êâD� nRTEDBs !:?1©Û, nRTEDBs !:méJ��&E?1��, ����G�. ÏLæ^ nRTEDBs !:�n��ª,;�
éDaì!:ö��êâ|8, ~�
�ò.Ó�, nRTEDBs !:�±�âJ���&E­�§Ý, æ^ØÓ�=u±Ï, ¢y'�¯��`kuÙ. 3¢�êâ?n�¡, nRTEDBs æ^g·A��"��êâÑÖ, ÏL�ò��ì²wØ(½�ò, ~��òËÄ.Ø
&E?nÚDÑ�¢�5ïÄ, xÔ'æ�Æ� Leonardi ��é¢S|µ¥�Ôn�¸��, ïÄXÛ¢y©Ùª�1ìm�ÓÚ¯K[32] .Äk�Äé!:3î¼�mp���?1`z, òI��p�þêâ�!:��U�C, ±~��äpé¤�Úà�à�òm�; 3dÄ:þ, Uì�



512 g Ä z Æ � 38ò�XÚé�ò!¿��I�Ú¢SÔn�¸��å,òÏ&XÚ�`z¯K=zǑ�ê�55y¯K,�)�`�!:mpé�ä, ¢yÏ&XÚ�ÓÚ;��3�½�O�I���e (X���1�m7L�u,���), 2|^�ê�55y, ¢y�1ìm�ÛÜO�ÓÚÚ�ÛÓÚ. ��L§l!:��!Ï&XÚÓÚ!O�XÚÓÚn��¡�y
CPS XÚ¢�5��.Ø
±þA��¡, CPS ¢�5ïÄ��9:¢�ö�XÚ[33−34]!¢��äDÑÆÆ[18, 21]!(½5�ò�y�{[30] ±9¢�êâæ8Å�[35] �A��¡, d	ǑkÆöl¡þXÚ�$��¡&?KǑ CPS ¢�5�Ï�[36].l�N5`, CPS �¢�5ïÄäk���℄Ô5, �9êâæ8�¢�5!êâ?n�¢�5!êâDÑ�¢�5!ûü���¢�5�õ��¡,¿���î�, &Eæ8Ú��Ø=��(, �I�3�½��m�½S, LÏ�&EØATéXÚ�)KǑ.

5 CPS�S�ÚÛhdu CPS   A^u�«'���.XÚ, �3õ«©ÙªÉ�|�, |�m�3XE,�&E�pL§, ��¡�UE¤&E��³, ��'�&E���; ,��¡¬E¤¾Ó\�
é CPS ?1�Â, �)J±�þ�/J5�J[37] , ù
Ï��� CPS �S��O¡����℄Ô[38] .

Pham �ïÄ
±<Ǒ¥%� CPS ¥Ûh�o¯K[39]. �5<±�ò�3�«�3� CPS ��, <�ÛhêâòØ�;�/;��³, 
�«k���o�{Ò´3êâ¥V\D(. ©¥JÑ
�«Äup&E�Ûh�o��, |^6Ä�{,�)��Ûh&E���þ., ¿ÏL�Ïêâ�S, k�/Ûõ^r&E, ¢yÛhÚ°(êâ­��þï. ~X GPS ;,ò�³��<�[Ì4�,��±ÏLV\D(, �^r�±��&E�©�þ, 3���½^��q�±O(¡E&E. ù«�{Ǒ�^uÙ� CPS A^, ±�o'�&EØ���. M��Æ� Chong ��Ǒ3 CPS XÚ¥, ^r�)�êâ&E�±�­#|^, ¿��±ÏL
Self-identifying data ��ª, éêâ&E?1IP,aquDÚ�Y<Eâ, ±¢yêâ�ý¢5. TIP&E�±¢yér�°�5, �±¢yõ«=�?n��O(5. Ǒ,ù«EâØUJøé&E�S�\�, �%�±é&E�5
?1O(J�, l
�y&E���5[40] .�éuCPS¥�^rÛh, CPS�S�¯K�

Ǒ­�. Cardenas �o(
 CPS ¥�S���¯K, �Ñ CPS ¥�S��9�E���5!k�5Ú��5�A��¡[41] . ÏLò CPS Ä�ǑÔnXÚÚ��öüÜ©, ïÄüöm&ED4���¢5�ÂÚ DoS �Â. ©¥©Û
ykÌÄ��!�ÄǑA�Å�3?n CPS &ES�¥�Û�, ±9�'�gÄ��nØ3 CPS S���¥�¯K,~XDÚ� Kalman ÈÅì3éØ(½¿��äG��O��¯K, ¿é CPS S���ïÄ¥�℄ÔÚ��?1
�ã, ~X|^Æ�ØïÄ\��.!�O#�ÌÄ/�Ä�{ÚNXé|\��.äN� CPS �A^¢~�¡, Xu �ò
MANETs �Ǒ CPS ��«AÏA^, JÑ�«�yÖ\¶�Y McCLS, �±k�é| Black hole�ÂÚ Rushing �Â, Ù��Ǒ CPS ©Ùª!:mÏ&\���«�ª[42] ; ©z [43] Ì��é CPSa�Ü©, =��Daì�äÜ©�S�¯K, ÏL ����±/�éõyk���Da�S�Å�ïÄ¤J; Thomas �0�
 CPS 3�ý�Ï¥�A^[44], Ì�ïÄ���¥XÛgÄ�±�ým�S�ål, ¿ÏL��{ü��²+nÅ�¢y�ým�S�Ï&; Hill �Ǒ�U�f�ï
��S��¥m�, �)S���\��!℄¶�o!\�uÿ�[24]; ©z [45] KÏL�^ SensorMap[46] �¢~ù)
�5±<Ǒ¥%� CPS ¥XÛ¢y�<Ûh��o.nþ¤ã, yké CPS S�ÚÛh�¡�ïÄE?u�?�ã, éêâa�Ü©æ^��Da�½g|��k�{, é&EDÑÜ©Ì�æ^yk�äDÑ¥�S�Å�, 
S���Ü©K/Ïu�k���nØ\\N�Å���ã, "yl�Né CPS S�5�ïÄ. 3�5�ïÄ¥, I�nÜùA�Ü©�ykS�Å�, ¿(Ü CPS ØÓA^|µ¥�A:, éÙS�ÚÛh5U?1ïÄÚ�O.

6 CPS�.XÚÚ¢~Ǒ,8
IS	'u CPS ��¡'�Eâ�nØïÄÿ?u�?�ã, �Ü©ïÄÅ�ÚÆö®²m©l¢��ýÚA^�y²��ÆÝé CPS?1ïÄ.du CPS ´É�8¤XÚ, dõ�äkØÓá5�ÔnfXÚ!O�fXÚÚÏ&fXÚ|¤, �ï���Ü��ýXÚÚ¢SA^XÚäk���JÝ. Lin �±©ÙªøY�ä (Water distribution

networks, WDN) Ǒ~, ïÄ
ÔnL§ÚO�L§�éÜ�ý[47−48]. Ùæ^m
� EPANET ^�[49] é©ÙªøY�ä�Ôn��?1�[, �)
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WDN ÿÀ!+�Y6þ!YØ!Y©�Y�!Y��; |^Matlab é¼��êâ?1©ÛÚ�û, ,�ò&E�"� EPANET,�[éÔn¢N���,ü�^�m�Ï&L«ÔnL§ÚO�L§�&E�p. ù��ýL§�":´ü��ýìm��p¿Ø´¢�?1�, 
´ÏL©��)¤ÚÖ��¤, 
y¢¥�õ CPS A^é¢�5���p, ��Ü�¢��ýXÚEI�?�ÚïÄ.Ø�ýXÚ	, Ü©Æöé CPS Eâ3¢S�.XÚ¥�A^Ǒ?1
��\�ïÄ.©z [50−52] é CPS 3�U>�¥�A^?1
ïÄ. Xie �|^Äu�¬��{, òXÚ©Ǒu>Ú�>�¬!�äDÑ�¬, ¿Äud�., JÑ��S���äÆÆ, ^u�¬ÚDÑ�äm�&E�p, ¿±��ºåu>XÚǑ~)º
dVg[50]. ©z [51] Ì�?Ø
 CPS >åXÚ¥, duÔnL§ÚO�L§�E,�p
�5��É, �Ñ>åXÚ�S�57L3ï���Ò?1¿©�Ä. Sun �K©Û
�U>�¥�|�ó��~, �duªÇZ6!ØÓÚ�¯K����XÚó�É~[52] ��¹. ©¥JÑ�±æ^ÉÚ�pÚ�.�y��{5)ûda¯K, Ì�´ÏL?1�.©), ò��.©)¤��.±)û�.�y¥�UÑy�G��¿¯K.Ó�, Ü©ÆöïÄ
 CPS 3��¥�A^.�X����#õU�O\Ú��mpéÏ&I��O\, CPS 3��¥�A^¤Ǒ¢ye�������â»:. Lee �o(
�
��Eâu��ª³Ú℄Ô[53], F��#�^�õU!O\�����pé5!�U�4�XÚ!Ømä�iÿon�ÑǑ�� CPS JÑ
℄Ô, �ù
��+�℄Ô�)ûǑUǑ CPS 3Ù�+��A^Jø/�. ©z [54] �O
�«��¥�Ï¾<�á�9Ï�áì�., �±�â¾<{¤êâÚ�
G¹gÄ��9ÏrÝ, ¢yS�!¢�����", ¿��§i�.d	, CPS ��±3�U�Ï�O¥��A^.e���ÏXÚò�¹��Ï&!O�Å���&EEâ, ±9$Ä�.!Da°Ä�ÔnL§, ÏL
CPS EâéÔnL§ÚO�L§�éÜ?nJp�ÏXÚ�S�5[55].Ø
±þ0��1�A^, CPS ��±A^u�
���¡. ©z [56] ¥�[ CPS Eâ�O
��Äu CPS �[ì�¿miZ CiberRato, æ^lÑ�m°Ä�., 3z��m¡S, �[ìòÅì<Daìêâux��n, ¿�Â�n·-, òÙ�"�Åì<, ¿O��#�©; Åì<�â·-$Ä, ¿òDaìêâ¢�D��[ì; �nK�â�

��Daìêâ?1O��û?n. ÏL CPS Eâ�Ú\, �±�iZäk���*�5.

CPS �éuDÚ��Daì�ä, �±Ú\�E,�©Ùª�{, �{3z�!:?�¤, 
ØI�¥%��!:, ù��±~��E�D4Ú!:UÑ, ò���XÚ�)��m, ¿~�
��Da�¥ Sink !:®à&E!l�?nÚ�"����ò. Bocca �|^ ISMO-2 !:�ï
(�èxiÿÁ�²�, 3z�!:��n�\�Ýì¢�æ8êâ, ¿��|^ Goertzel �{?1ª�©Û,,�2é©Û�(J?1DÑ, Ú8¥ª(��'�±~� 80 % ��ò, ¿ò� 52 % �XÚÆ·[57].

Wu �JÑÄuÜ6� SAN-Logic �., ¢y�©Ùªö�, ¿�ï[ÌgÄzA^XÚ, �) 9 �p�>
Daì!3 �$Ä&ÿì!5 ��¸ (§�Ý!1ì!�Ñ�) DaìÚ�� 802.11 �'. z�Daìæ^ Nano-RK ¢�ö�XÚ, ¿$1©Ùª� SAN-Logic �{. ¢�w«, ��XÚ�±~�
15 % �P{&EDÑ, l
ò�!:Æ·¿ü$�ä�Öþ[58].nþ��, lA^ÆÝ, CPS ò�»yk�Da�XÚ!Ï&�XÚ!��XÚ, ïá��õXÚpépö��Ä���E,XÚ. ÏLÔnL§!Ï&L§!O�L§Ú��L§�;�Ü�, �±÷võ«A^|µI�, ����ª>fS½º!�U[Ì, ���§��!Ê�ÊU!�U�Ï!I[>�.Ǒ,y�ãé CPS A^�ïÄÿ?u&¢�ã, ��X CPS ïÄó���\, òx)�þäkO�!Ï&!��Uå��U��Úg£XÚ, 9�íÄ��e��ó��u�.

7 CPS�Ù��ä�«O
CPS ´O�!Ï&!��ÚÔnL§;�(Ü�E,XÚ, ØÓuyk�Daì�äÚÔé�, äk�\E,�XÚ(�.yk���Daì�ä��=�uéÛÜ/«&E�Â8, I�Ù��þ�Daì!:, aÿ�êâÏL��õa�/ªDÑ�®à!:, ®à!:éêâ?1w«Ú?n, ø;��^r�^, /¤��µ4�;k�ä, Ì�8�´òÔn�¸�&ED4�<.Ôé�Áã�»Daì�ä�µ4, ÏLò¤kÔNë��pé�, l
/¤���¥ÔNpé��ä, ¢yª/��&Ea�!D4Ú��. l�N5`, Ôé�´��
��XÚ, ÏLæ^IOz�NXÚEâ, ò.����;kDaì�äa��&E?1�ålDÑÚ��. ~X, �
´ã��Ï�¹�±ÏL��Þ?1û�, ¿¢�D4�p



514 g Ä z Æ � 38òé�, ÑuiÅÚ�à^rÑ�±ÏL�\pé���¢��´¹&E. ,	, Ôé���±ÏL�^
RFID �Eâ�;ÚI£ÔN��'&E, ¢y “¬`{” �ÔN.�ä��XÚ´�,«�Daì!��ì!�1ìÚÏ&�ä�8Ü, ���m?1êâDÑÚÆNö�, ¢y©Ùª!�äz�¢��"XÚ. ÙÌ�ïÄ´3DÚ��XÚÄ:þ, �Ä��mé��êâDÑ��)��ò!¿�!ÏS�y�é��XÚ�O¤�)�KǑ. ��¡§�±ÏL~��ò!¿���U, Jp�ä��XÚ5U; ,��¡, ò�äÏ&�Ǒ®�^�, UCXÚ���üÑ�O.

CPS KÏLòÏ&Uå!O�Uå�Ýi\Ôn��, |^�"Ú��L§, ¢yéÔn��ÚL§�¢�!Ä��&E��ÚÑÖ. CPS �Ôé��«O3u, Ù¿ØI�¢y�¥5�pé, 
´�ý­,�XÚS�¢��"��; ÔNØ=äka�&EÚDÑ&E�Uå, Ó�äk�â&E?1,«ǑA�Uå; 
��XÚäk�U?nUå, �±/¤4�, ¿~�<Ǒë�. CPS �Daì�ä�«O3u, Ø==¢ylÔn�¸�<�a�, �\\
é&E��U�ûÚé�¸��"��L§;XÚC��\E,, ¿äk�½��U5, �±~�<�ë�. CPS ��ä��XÚäk�½��q5, �3 CPS ¥, !:�õU�\r�, !:��äkÜ©g£Uå, a�&E3DÑ�O�?nü�
�?1ý?n, ¿�±é�"�&E?1{ü�û.

8 CPSïÄ¡��¯KloNþ5w, CPS ÏLòO�!Ï&Uåi\Ôn��, ¢yÔn­.Ú&E?n��pKÜ,�±��/Jpé�¸�a�Ú��Uå. du
CPS ïÄ�9O�!Ï&Ú���Æ�õ�Æ��£, 8
IS	�ïÄǑ,��
���?�, �E�3X�õ�¯K, �
 CPS �VgÚïÄ��¿ØÚ�, �3�õ�¡I��\ïÄ�SN, �±o(Ǒ±eA��¡:

1) lïÄ�Æö+NÚ�\:5w, 8
Ì�kü�ª³, ��´lyk���Daì�äÑu,\\�1ì��"��Ü©, ïÄd«�¹e�5�#¯K, ~X�ä� QoS +n[59]; ,��ª³´l��nØÑu, 3Ù¥\\�äÜ©, ò�ä&ED4L§Ä�Ǒ�½��òÚ¿�Ç, ïÄdd�5�¢���¥Ñy�¯K. �ùü�ª³�ïÄ��Ñ´�ï��O�!Ï&!��pÝ8¤�XÚ, 3�5�ïÄ¥, I�éùü�¡?1��\�

�ÏÆS.

2) l CPS �A�'�Eâ5w, 3¥m��¡, CPS �¥m�XÚÏLæ^¡�ÑÖ��O�{, �|�½�gm±ÑÖ��ª?1�p, �±¶-.�[!, �XÛ3¥m�¥Jø�½�N�Å��y CPS ���5, ¿�ÄØÓXÚÔn���UåÚÛ�, ´¥m��O¥I�)û�Ì�¯K. éu CPS �¢�5, lXÚ�ÆÝ, du4�L§�Ú\, �éuDa�¥ü�êâDÑ7,O�
�ò, ùÒI�ò�ò�½3�½���S, ±�yXÚ��~ó�. ù¬�9¢��êâæ8!$�ò�Ï&DÑ!¢��êâ?nÚûü�"�L§, ÏLé��Ü©�`z, ü$��XÚ��ò.,	, l�.��ÆÝ, ¢�5�ö�XÚ!¢�5�?ÖNÝÚ�äDÑÆÆU� CPS �¢�5Jø����y. ù
�¡Ñ´ CPS �¢�5ïÄ¥I��Ä���.éu CPS �S�ÚÛh¯K, ´y�ãïÄ�Ǒ�f��!, äk���℄Ô5. ��¡, CPS �A^|µ, AO´3�
�.�ó�XÚ¥, ��
CPS 7Lä�ér�S�5; ,��¡, CPS ¥�|�E,�&Eêâ�pqN´E¤&E�³Ú�{�\, AO´3I�?1|�½^rmêâ����¹. éu��XÚ5`, êâa�Ü©�±/���Daì�ä�k�S�Å�, &EDÑÜ©Ì�æ^yk�ä�S�ÆÆ, S���Ü©KÏLé��&E?1��Ú\���ã5¢y, êâ����±æ^V\D(½Y<��ª¢yÛh. �5 CPS S�Ûh�¡�ïÄI�ò��L§��{(Üå5, ?1nÜ`z, ±¢y�p��S��o.

3) lyk CPS �A^ÆÝ5w, CPS �Ì�`³´�±æ^�\�UÚE,�©Ùª�{, ïáõXÚpépö��Ä�E,XÚ. ÏLòÏ&!O�Ú��Uå�Ýi\Ôn��, ÷võ«A^|µI�, l����S½º!>fiZ, ���Ê�ÊU!�U>�XÚ. Ǒ,y�ã CPS �A^�?u&¢�ã, ÿvk�.�¢~XÚ, ��Xé
CPS ¥��'�Eâ��\ïÄ, ò�)�þäkO�!Ï&Ú��Uå��U��Úg£XÚ, íÄ���¬, AO´e��ó��u�.

9 o(Ú�"y�ãIS	éu CPS �ïÄ�¹�N5`�?uu���Ï. 'u CPS �|¤Úe��.,ÊH�±�Ǒ©Ǒé	Ü�¸�a��¬!���



4Ï §µN�: &EÔnKÜXÚ 515êâDÑÏ&�¬!nÜ�&E?nO��¬!¢���"���¬. ÔN���±Ó�ä�a�Uå!Ï&Uå!O�UåÚ�1Uå, Bu¢y�E,�©Ùª�{Ú4���. 
��� CPS ¥m�!¢�� CPS �"Ì�!S�� CPS A^XÚ�Ñ´e�Ú CPS ïÄ¥I�'5�¯K.nÜ±þ�±w�, CPS �ïÄÚA^E?uåÚ�ã, O�!Ï&Ú��õ�Æ�����
CPS �5
2,�A^
µÚ�õ�?, �Ó�Ǒ�5
éõ#�ïÄ¯K. ÏLé CPS y�ã�'ïÄ¤J�o(, �±��/n) CPS �VgÚSº, ²( CPS �ïÄSNÚu���, Ǒ�õïÄ<
?\ CPS ïÄ+�Jø��. Ǒ,y�ã
CPS �ïÄ¤J�Ǒ"y, ��XDa!Ï&EâÚ��nØ?�ÚnÜu�, ±9Ôé�ïÄÚmu�¤Ùz, CPS ò¤Ǒ�I�5�Eu����ïÄ9:.
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