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Robustness of Dynamic-Watermarking Attack-detection Method

DU Da-Jun"? ZHANG Jing-Fan"? ZHANG Chang-Da"? FEI Min-Rui*? YANG Tai-Cheng®

Abstract The traditional dynamic-watermarking (DWM) cyber-attack detection cannot directly apply to uncertain
systems. In this paper, we first analyze this failure due to model uncertainty. Secondly, based on the statistics of
model uncertainty and process noise, we derive two robust attack-detection formulas, and the method of determining
the critical time-varying-variance threshold in the formulas. Then, the system performance loss caused by the at-
tack signal, and the upper limit of the distortion signal power are quantified. Furthermore, in the worst case, to
avoid that an attack can pass-through the above two-formula detection, the third detection formula is derived. In addi-
tion, the upper limit of the distorted signal power of the system is also derived. This is based on the mutual indepen-
dence of the watermark signal and other mixed signals. Thus, the three-formula detection strengthens the security
of the system with model uncertainty. Finally, we use a simulation example to demonstrate our theoretical results.
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Fig.1  Active detection framework based on DWM
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