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Fusion Estimate of FDI Attack Signals
WENG Pin-Di »> CHEN Bo *> YU Li "?

Abstract This paper is concerned with the estimation problem
of false data injection (FDI) attacks in cyber-physical systems,
where the false data is injected into the actuator. Under the
distributed fusion framework, the attack signal is modeled as an
unknown parameter in the addressed system models, and each
local estimate of the attack signal at the sensor is obtained based
on adaptive Kalman filtering method. Subsequently, by
introducing the compensation factor, an optimal weighing fusion
criterion is designed to improve estimation precision of attack
signals. Particularly, when the FDI attack signal is time-varying,
the introduction of compensation factor during fusing process can
indeed improve the estimation precision largely. Finally, two
illustrative examples are used to show the effectiveness of the
proposed methods.
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LI 4. KPR 3RS RN (12) 5 BIR A AL
W (k)

SBS. FP R 2 RUD IR 4 AR (6), tH5HAE
BFEAGTE O (k) ;
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TO=| 50 _4mas —4088 _soss |0
1197 —554.6 —968.8 —1077.5
(28)

Hoh, (1) = v, (t) — Vrer(t) H PCC AR HUTARE, vrer(t)
J9 PCC 2% IR ; kX R 40 (28), 4 WL Ty =
0.001 s B, T BS Btk R G MR A HERE AR Ay

10779 —0.0691  0.1412  0.6022
) —0.3665  1.0012 —0.0417 —0.1247
CT 1 _04245 —0.2761  0.8447 —0.6105

0.1515 —0.2261 —0.5207  0.5588

HEE| RGP AL, GBI SRS

x(k) = Aqe(k — 1) + w(k) (29)
ERBERAEHESWMARTEL T, R4 (29) LR
E. BRI, Rt 8% L IR R GRS E . B8R H 4 A
55 5% 3 FDI By, ] W9 2 A% B 0T R G kAT &8, 1%
BT EhA& TR

x(k) = Agx(k — 1) + By(u(k — 1)+
0(k—1))+w(k)

yi(k) = Cim(k) + vi(k), i=1,2 (31)
b By = [2.6890, —4.3035, —8.3410, —7.0725]T,
u(k) = —[5.7495, 3.4187, —7.3869, 8.3114]@(k) /2 i it
WS B B iR e . RALEYF w(k) M7=
L Q = diag{0.1,0.2,0.2,0.1} . &JHEFF A

(30)

00 0 0]

010 0
C, =

0010

011 0]

0 1 0 07

0010
Cy =

01 0 1

000 1

a0 M R I P 7 22 MR 4 X Ry = diag{0.5,0.6,0.3,
0.2}, R, = diag{0.8,0.3,0.5,0.9} . 7 {jj £ %5 & L, T
PG OL:

B0 1. W3 SR EFREAE, B

O(k) =1 (32)
SIMERF = 0 MRERTF X = 0.95 . $ATHZ 1,
B L5 R AnE 1 FE 2 B,

HHE 1A, I 2 R Bl S SRR AN AR, BT
R MR A BT DR It AT B (555 Bl 2 8 T
300 X Monte Carlo SE4% (1] & #Aki T1- 2% AL A0 TH 28 33
777 (Mean square errors, MSEs) #i2k. L E AT LG
B flEAl T 2% B R UL T R IR AL T A B RE, ATIIGHIE T
BT 2R IR G BR G B E ST i TR T —
T AR Il TET7V2:.

155 2. B 55 0(k) Z2rAR, X A% 0(k)
T IESZ R AL

1.2
1.0}
0.8
a 0.6 “ BhHES (k)
P 04 — B 0(k) B R A i
0.2+
0
—0.2 L L L L L )
50 100 150 200 250 300
k /step
K1 5601 01 sh B S MR A s R L
Fig.1 Example 1: The trajectories of attack signal and its

fusion estimation under Case 1
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Fig.2 Example 1: The performance comparison between local estimators and fusion estimators under Case 1
6(k) = sin(0.3k) (33)

LSAMEH Ty = 0.2 MBS T N = 0.7, $ATHE 1, 1
HARINE 3~6 B,

3 AT AN, B A S AR S R, BT B
ARG ST LR S T MR E S W44 T
100 ¥ Monte Carlo 52 56 {9 J5 5 At 1 %% A1 il & 15 1F 88 19
MSE k. fib B AT, @l - A B 2 A0 T 3 B At it
PERE, HE— D UL T LA NG AT DR R SR (S S A TR
FE. 5T, MBS R AMEE IR T B RS B R A

15 | - BEEES 0(k) — BEEES 0(k) B =R G Al

T &k — _ _ P By A -1.5L 4 L L . . . . . . )
[\iﬁt‘ﬁug 5 Al GFﬁﬂi’ Eﬂn‘_ 0'2‘%[]77_0'5 fry k£ r% 10 20 30 40 50 60 70 8 90 100
REWIRALT n = 0 I WEL&flitas, W] T 24 FDI B3 k /step
GRS T, AME T g MRS T R R R E 4 o -
TR, B % FER RS AW O 2 v, RRLSERO 1 b B3 S L 2 PO R B
fe AR IEIR 7. Fig.3 Example 1: The trajectories of attack signal and its
B2, BRE—AHMMERISS RN H bR, Hiz fusion estimation under Case 2
0.4 [-- o) BB R o) M
0.3
2 0.2
Z 0.
0.1
0
25 |---o0) mm2 Rt ok AT
2.0 O N oy 3 Iy N g A o
B 1.5 P N A A
1 \ ! \ ! \ K N ! ‘\ ) . ,,' “‘ ,:’ ! ,,’ \
= 1.0 ; Vo Lo /, L L .
051 / i W W VS L Wi
0 Lol 1 A 4 el b ANl Ly Lol 4
10 20 30 40 50 60 70 80 90 100
k /step
(b)

4 B TR 2 thBEHE SRR IR T8 SR A Al g AR P R ELAR

Fig.4 Example 1: The performance comparison between local estimators and fusion estimators under Case 2
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Fig.5 Example 1: The comparison of fusion
estimation performance of attack signal under

different compensation factors under Case 2

ST A Fh e o R 2 SRR, 5 SRS (k) =
col{ X (k), Xs(k), Ys(k), Ys(k)}, Hrb, (Xs(k),Ys(k))
SHIN X5 YRR BT, IR (X, (K), Va(k)) XS
OB RE. 31 \F0 (5 2 Be HLEh AR (0 L b R )
FRINIZEN, %I B B0F FDI Ik, M3l B bz s
BT AT AR 257 I,

0
10{)(’“) (wk—1)+0(k—1)  (34)
10 (k)

yi(k) = Cim(k) + vi(k), i=1,2 (35)

Horb, f(k) TR KA IEL f(k) = 0.9 + 0.1sin(k); &

BE S w(k) B u(k) = —[0,0.01,0,0.01)z(k — 1), 5

BB NLB) B AR, O(k) R RAM FDI B EH {545,

HE

0(k) = 0(k — 1) + c(k) (36)

Hep e(k) NAEN 1 HIEBESHENES. 2502

W7 (k) IR EE RS vy (k) , va(k) AT ZES R Q =

diag{0.1, 0.2, 0.3, 0.2}, R; =diag{0.3, 0.2}, Rs =
diag{0.2, 0.5}. &% FHEE R

05 1 0 0

Cl[ 0 1 09 0.6}

09 08 0 0
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Ja, RBERTA=0.6, *MER T =1, = 0. $1
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Fig.6 Example 1: The trajectories of fusion estimation of attack signal under different compensation factors under Case 2
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Fig.7 Example 2: The trajectories of fusion estimation of attack signal under different compensation factors
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Example 2: The performance comparison of attack signal between local estimators and fusion estimators
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