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Improved Biohashing Fingerprint Template Protection Algorithms

WANG Hui-Shan1 ZHANG Xue-Feng1

Abstract Aimed at the problem that the Biohashing fingerprint template protection algorithm seriously degenerates
when user′s token is leaked, two improved Biohashing fingerprint template protection algorithms are proposed. On the
basis of the preprocessing of fingerprint data, the variable step size parameter and sliding window are used to generate a
fixed binary feature matrix, which can reduce the correlation between the eigenvalues of fingerprint data. The discretized
nonlinear process can obtain a larger key space, which can effectively improve the security of the algorithm. Theoretical
analysis and experimental results show that the improved algorithms have better security and identification performance.
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4Ï ��é�: Äu Biohashing ��«���o�{ 761XJ�Âö��C��5K, Ò�±l=���AÆ¥¡EÑ�©��«[!. Lee �JÑ�«�ýéà�����«���E�{[11] , T�{|^�«[!:�����ãÚ^r� PIN è, �)^=Ú²£ëê, ,��âëêé[!:?1²£Ú^=ö�, =�������«��. Ang �JÑ�«ò�«[!:��?1²¡éò�AÛC���{[12]. Ùg´´½ �«ã��¥%:, ¿�½ÏL¥%:��. ÏLUC���½ÆÝ5¼�ØÓ/C���«��. ù«�{�":´I�éOÑ\��«ã�, ¿�du�þ��[!��£Ä,¤±=����¥E,�3
�
�©��«&E. Jin �JÑ�«Äu Biohashing ����)Ô�y��Y[13], T�Y´ò^r-ý)¤����ÅÝ
��«AÆ�þS�SÈ, K�þz�)¤�| BioCode è, ÏL'��Î�«Ú5þ�«�
BioCode è�m�Ç²ål¼�£O(J. ����3S�%��, ÏL^r-ý������uÙ#���, äkû��S�Ú£O5U. � Kong ��Ñ[14], XJ�Âö3¼��^r-ý�, (ÜgC��«AÆk¿Ü{^r?1�°�y, ¢L�yXÚ�¤õVÇ���, d�� Biohashing �{òØXÊÏ)Ô�yk�.�©�é^r-ý�³�� Biohashing £O5Uî­òz�¯K, �Ñ
ü«U?� Biohash-

ing �«���o�{, �{3þzL§¥ÏLòAÆ�þS�CǑAÆÝ
, ü$
AÆ��m�'é5, ¿(Ü�CÚ�ëêÚwÄI�, ¼�
������m, O\
�«�amå, k�Jp
�{�S�5Ú£O5.

1 Biohashing�{
2004 
, Jin �JÑ Biohashing ����)Ô�y�{[13], T�{ò�Åê��«AÆ�(Ü¿���«��|(½�«¥%:, 2²L�ÅC�!Fourier C�!r�C�J�Ñ�«ã���Å Fourier-Mellin AÆ (Wavelet-FMT feature,

WFMT)[15], ��ò�«AÆ�þÝK����ÅÝ
¥, ²K�þz)¤�| BioCode è�Ǒ�«AÆ��. �y�, ÏL'��Î�«Ú5þ�«�
BioCode è�m�Ç²ål¼�£O(J.

Biohashing �{�äNÚ½Xe:Ú½ 1. ½ �«¥%:. $^��«¥%:����EÈÅì�rǑA?1�«¥%:�½ ,¿�â�«¥%:� �ò�«ã�à}Ǒº�Ü·�XÚÑ\ã�.Ú½ 2. �ÅC�. éà}�º�Ü·�ã�?1�ÅC�, ¿J�©)��«ã��$ªÜ©�

ǑAÆ�«ã�.Ú½ 3. Fourier-Mellin C�. é²L^=!²£Ú �C����«ã�?1Fá�C�, ¿ÏLpÏÈÅì³�$ª©þ, �±pª©þ, ¼�äk²£!̂ =Ú �ØC5�WFMT AÆ, ,�ò���WFMT AÆU1ë�)¤�«AÆ�þ.Ú½ 4. AÆ�þ��z. ò)¤��«AÆ�þ�^r-ý¥����ÅÝ
?1SÈ$�, )¤�«AÆS�PǑ: {X1, X2, · · · , Xm|Xi ∈ (−1,

1), i = 1, 2, · · · , m}, éÙþz?n�, ����S�: {b1, b2, · · · , bm|bi ∈ {0, 1}, i = 1, 2, · · · , m}.

bi =

{

0, Xi ≤ τ
1, Xi > τ

, i = 1, 2, · · · , m (1)Ù¥, τ Ǒý�K�.Ú½ 5. O�Ç²ål. 3�°�y�!, ÏL�Î�«�5þ�«� BioCode è, |^eªO�üö�Ç²ål¼�£O(J.

HD =
‖code(R) ⊕ code(T )‖

m
(2)Ù¥, code(R) �L�Î�«� BioCode è,

code(T ) �L5þ�«� BioCode è, ‖X‖ L«��S� X ¥ 1 ��ê.

Biohashing �{�Ä�6§Xã 1 ¤«.

ã 1 Biohashing �{�Ä�6§
Fig. 1 The basic process of the Biohashing method3�«êâÚ-ýÑS��, Biohashing �{¬�XÚäkû��£O5U, X��ØÇǑ"�.�´�^r-ý¿�½�³�, XJ�Âö|^¼��^r-ý?1�Â½k¿Ü{^r?1�°�y, d�� Biohashing £O5Uòî­òz. ©Û�ÏÌ�´�^ª (1) þz)¤ BioCode è�L§¥, Ǒ
�y��z?n�(JS�äk����ÅÚOA5, ���ü�K�?1��z?n, ù�
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�©AÆ�þ�����©Ù5ÆAÆ, S�5U��. Äu±þ©Û, �©ò�Ñü«U?� Biohashing �«���o�{.

2 U?�{Ä��nU?�{Äk|^�«B��é¡5�, �^EÈÅ�{uÿ�«�ÛÉ:[16] , ��ò�«ÛÉ:à}�?n��«AÆ«�y©÷«, ¿éAÆ«�S�÷«©O?18�z?n, 2A^ Gabor|ÜÈÅìJ��«AÆ�þ, ����«AÆ�þ�êǑ 1 × 512, �^r-ý¥Ý
�êǑ 512 ×
511 �Å��Ý
?1S�SÈ, �� 1 × 511  ��«AÆ�, ��^U?���þz�{)¤ 511 � BioCode è.U?�{�äNÚ½Xe:Ú½ 1. �«ÛÉ:½ . |^�«B��é¡5�, ò�«ã��¬���B�AÆkÅ(Ü,�^EÈÅ�{uÿ�«�ÛÉ:, ¿�â�«ÛÉ:� �ò�«ã�à}Ǒº�Ü·�XÚÑ\ã�.Ú½ 2. y©÷«. òà}�?n��«AÆ«�y©Ǒ Si = SR × SA �÷«, Ù¥ SR ´�m

�Ó%��y©êþ, SA ´�Æ÷�y©êþ.Ú½ 3. 8�z?n. éAÆ«�S�÷«©O?18�z?n, ��÷/«�S�«�Ý���Ú��þ�Ú��.Ú½ 4. Gabor ÈÅ. é8�z��AÆ«�?1l��� Gabor ÈÅ.Ú½ 5. O�²þýéØ� (Average absolute

deviation, AAD). O�z�÷« Si ÈÅ���Ý
AAD, z��ÈÅ�J� Si �AÆ, Ïdl��ÈÅ�J��ÝǑ 8 × Si �««nAÆ.Ú½ 6. O�Ç²ål. 3�°�y�!, ÏL'��Î�«����«� FingerCode è, |^U?�{O�üö�Ç²ål¼���(J.U?�{�Ä�6§Xã 2 ¤«.3U?�{¥, �«AÆ�þ���z?nL§U
k��o�«êâ�A5, ´�«���o�{�'�Ú½��.©z [17−18]�Ñ�«�5�AÆ�þ��þz�{, =�ÛK��½� τ . �����S� {b1, b2, · · · , bm|bi ∈ {0, 1}, i = 1, 2, · · · ,
m} Ǒ

bi =

{

0, Xi ≤ τ
1, Xi > τ

, i = 1, 2, · · · , m (3)

ã 2 U?�{�Ä�6§
Fig. 2 The basic process of the improved algorithm



4Ï ��é�: Äu Biohashing ��«���o�{ 763¢�(JL², |^T�{��� BioCode è«©5Ǒ,û�, �duT�{´�5þz��{,�Âö´���©AÆ���©Ù5Æ, S�5��. ©z [19−20] éþ¡�þzL§?1
U?, �Ñ���S� {b1, b2, · · · , bm|bi ∈ {0, 1}, i = 1, 2,
· · · , m} Ǒ

bi =

{

0, Xi ≤ µ
1, Xi > µ

, i = 1, 2, · · · , m (4)Ù¥, µ = 1
L

∑m

i=1 Xi.�©z [17−18] �', ©z [19−20] Ǒ,éK��Ñ
UC, ���þzE,´�5?n�L§,
��X m ��O�, µ ��Åì~�ªCu 0 ��, ¬òzǑÚ©z [17−18] aq�(J, S�5UU?k�.�©3®k�{�Ä:þ, ?�ÚJÑü«ÄuAÆÝ
���z�{.�{ 1. Äkò�«AÆS� {X1, X2, · · · ,
Xm|Xi ∈ (−1, 1), i = 1, 2, · · · , m}, CǑ�«AÆÝ
, À�Ú�ëê p, p ∈ {1, 2, · · · , n}, ÏLé'AÆÝ
¥1 i1Ú1 i+p1�����,���A�AÆ BioCode è. ÙÄ��nXã 3 ¤«. )¤�AÆ BioCode è {b11, b12, · · · , bnm|bij ∈ {0, 1}, i
= 1, 2, · · · , n, j = 1, 2, · · · , m} Ǒ

bij =

{

0, Xij ≤ Xi + pj

1, Xij > Xi + pj

(5)

ã 3 Ý
1�þ'��Ä��n
Fig. 3 The basic principle of the comparison of

matrix row vectors�{ 2. Äkò�«AÆS� {X1, X2, · · · ,
Xm|Xi ∈ (−1, 1), i = 1, 2, · · · , m}, CǑ�«AÆÝ
, À�Ú�ëê p, p ∈ {1, 2, · · · , n}, 3�«AÆÝ
¥�\��°Ý�N� p × p wÄÝ
I�,�áuwÄÝ
I�S�«AÆ�²þ�, Ä��nXã 4¤«. ò���²þ�S�PǑ X = {X1,

X2, · · · , X i}, ½ÂdT²þ�S�?�Ú)¤�AÆBioCodeè {b11, b12, · · · , bnm|bij ∈ {0, 1}, i = 1,

2, · · · , n, j = 1, 2, · · · , m} Ǒ
bij =

{

0, Xij ≤ X i

1, Xij > X i

(6)

ã 4 wÄÝ
I��Ä��n
Fig. 4 The basic principle of the sliding matrix window�®k�þz�{�', �©ò�«AÆS�CǑ�«AÆÝ
, ~�
AÆ��m��'5, ¿3AÆ�þ��z�{�'�L§Ú\Ú�ëê p,

p ∈ {1, 2, · · · , n}, 3�«AÆÝ
¥�\��°Ý�N� p × p wÄÝ
I�, ?�Ú*�
)¤
BioCode è����m, .��«�amå. ÏL'�Ý
1�þÚwÄÝ
I�¥��ê��Ùþ��� BioCode è, ùü«'���{�yk©z¤^þz�{�', þz����S�U
��/ùX�©AÆ���©Ù5Æ, k�O\�{�S�5.

3 ¢�(J9©Û
3.1 ÿÁé�ǑµdU?�{�5U, �©±IO��«ã��ǑÿÁé�, 3 CPU Ǒ IntelrPentium r

G3240, ªÇǑ 3.10 GHz, S�Ǒ 4.00 GB, M�Ǒ
500 G � PC Ú MATLAB R2010b �mu�¸e?1�ý¢�, é�{��'5U?1�yÚ©Û.©¥ÿÁ��«êâæ^ FVC2002 DB1 Set A Ú
FVC2002 DB2 Set A[21], z�êâ¥¥�¹k 100����æ�êâ, Ù¥z���æ� 8 g, �k
800 Ì�«ã�. duJ��«AÆ�6u�«¥%:, 
êâ¥¥Ü©�«vk¥%:, ¤±¢�3
FVC2002 DB1 Set A ¥À^�¹k�«¥%:�
80 ����æ�êâ, z���� 2 Ìã�, � 160Ìã�, 3 FVC2002 DB2 Set A ¥À^�¹k�«¥%:� 70 ����æ�êâ, z���� 2 Ìã�, � 140 Ìã�. ã 5 �Ñ
¢�¤^��«ã�«~.

3.2 £O5U�©é 150 |ØÓ��«ã�?1
¢��ý,O��Ñ�A� BioCode è, �{ 1 Ú�{ 2 Ü©
BioCode èO�(JXL 1 ÚL 2 ¤«.ã 6 Úã 7 ©O�Ñ
�©�{3�^ØÓêâ¥�)�ýb��Ç²ål©Ù�¹e�¢�(J.
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ã 5 ¢�À^��«ã�«~
Fig. 5 Examples of fingerprint images that used in experimentsL 1 A^�{ 1 � BioCode èO�(J

Table 1 The results of BioCode calculations with the first method�« BioCode è�« 1 E1D2 BFED 5D33 C43B C57D 4C51 DC0E F29D 5B14 33B1 3872 68E7 03B5 0455 E91F F47C 5998 F273 4CE6

3C4C 4CD8 1E73 CF53 1127 631D 8E1E 162F 9C3F 1ECC 3BDA 88B9 2822�« 2 E1C7 AFEB DC23 C439 C6A8 FF91 FE0C 70AD 19D4 23D1 B872 70EF 03B5 5C31 E915 E018 E1F8 62E3 5EE3

146E 4CB8 1E73 2D5D D054 66DF 8A32 1C6E 1C2F 3ECC BB9B 9CF0 62AE�« 3 E1C7 AF0E 79DE F0AF 8B3A BE01 FC47 5FC0 3F2C 33BC 051C 827F 80A7 3502 F046 68CA B78C 79C2 E6E2

A5DD 6C46 7187 18C1 FD61 E352 A2A1 DB9D 5EA9 113A AD53 1C31 B1C6�« 4 E1F6 3FCE 3F23 DC87 CC7F 8479 CE41 7F1D CB9E 23B8 0DF2 76E7 01F7 04C5 8F81 7D5E F999 E370 ACF3

9C46 1C9C 9A72 2F53 B563 F19D 8B3E 2E58 9C2B 6A8C BB99 A8F0 E3A6�« 5 E1D2 8AA9 DC3B E039 C660 FE83 FC0C F0A9 53D5 3AF1 1523 E077 03BC 4611 F81C E118 C3D0 CEC7 5CE6

306C 4E38 1E30 AF11 D071 639F 8E37 1E3F 3C27 1EC4 BB83 8AF1 FA84L 2 A^�{ 2 � BioCode èO�(J
Table 2 The results of BioCode calculations with the second method�« BioCode è�« 1 FD67 AAF1 5F72 8CD7 C86F 84DC 9B82 580B B077 78A5 1F42 EEE9 5232 55DD BBBA 661D 8857 E4F9 09CA

2C45 D802 8912 EFB0 6736 6C0E CBEC 11D9 3657 08DB 9639 BD21 476E�« 2 FFA6 66CE E1F4 0CEC 9933 08C5 1992 3754 FA82 6644 DCD5 2FE8 8993 3365 539A 22E4 DB9A D766 CC99

9AF2 1F13 1626 66EA 910C64E8 9927 54C5 92F2 351B 8650 6383 445E�« 3 FBEF EAFC 1774 8CE3 993F 84DD 9910 7C08 FB06 748C 9FF0 6EE8 99B3 957D 03BA 46F4 FA17 622E 69CB

5E45 9933 BA26 6EE6 6342 4D1C 9BA4 45FC 734F 118B B031 BD23 4458�« 4 FDE6 2BFC 5FDC 8337 E92F D026 AC45 DE02 2799 A790 7739 AB22 02F7 B57D 60CC 98DB F81F C515 638A

E811 7D46 5BCA 48E4 9999 0B76 B1EE 013F 445D D2B8 263F B266 17B8�« 5 FB6F 6EE8 1772 8C55 D933 8594 9913 780E FB26 24CC 9DE2 6EC8 99BB 157D 1BB2 66AC F817 C26C 48CB

1E05 9813 AB35 6EF2 6326 5DCB 8BA2 49EC 34C7 39CB 9670 AC23 6452
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ã 6 A^�{ 1 �ýb��Ç²ål©Ù�¹
Fig. 6 The distribution of Hamming distance about the match for true-false with the first methodã 6 Úã 7 �¢�(JL², 3^r-ýS��, ý���Ç²ål©Ù3 0 ∼ 0.2 �m, b���Ç²ålK©Ù3 0.4 ∼ 0.6 �m, d�U���«©ØÓ^r. 
�^r-ý�³�, ý���Ç²ål©Ù3 0 ∼ 0.2 �m, 
b���Ç²ål�õ©Ù3 0.1 ∼ 0.62 �m, �ý��ål©Ù/¤Ü©­U, �U¬Úå�Ø�£O.�«£O5U�µdëêÌ�kØ£Ç (False

accept rate, FAR)!ØáÇ (False refuse rate,

FRR) Ú��ØÇ (Equal error rate, EER) �. Ù¥, ��ØÇ EER ��, �L�«�£O5U��,Ïd�©±��ØÇ EER �Ǒµd�I3ü�ØÓ�«êâ¥¥��(J. ã 8 Úã 9 �Ñ
� p
= 3 ^r-ý����©�{3 FVC2002 DB1 Ú
DB2 êâ¥��� EER­�ã. L 3 ¥, �Ñ
ØÓ�{3ü�êâ¥¥��� EER �. Ù¥ bfm,

bfh, bfc©O�L©z [20]!�©�{ 1 Ú�{ 2 ��� BioCode è, p ǑÚ�ëê.lL 3 ¥�±wÑ, �é�Ó��«êâ¥?1ÿÁ, ^r-ýS��, bfm, bfh, bfc � EER ÑL 3 �«£O�{�y(Jé' (%)
Table 3 The comparison of authentication results of

the fingerprint identification algorithm (%)�{ FVC2002-DB1 FVC2002-DB2

EER EER-ýS� -ý�³ -ýS� -ý�³©z [20] �{ bfm 0 16.9 0 19.1�{ 1 bfh (p = 3) 0 2.84 0 3.38�{ 2 bfc (p = 2) 0 3.44 0 3.93�{ 2 bfc (p = 3) 0 2.85 0 3.18
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ã 7 A^�{ 2 �ýb��Ç²ål©Ù�¹
Fig. 7 The distribution of Hamming distance about the match for true-false with the second methodǑ 0, d�� Biohashing �{äk���£O5U.^r-ý�³�, bfh 3�«êâ¥ FVC2002 DB1Ú DB2 � EER ©OǑ 3.38 % Ú 2.84 %, bfc 3�«êâ¥ FVC2002 DB1 Ú DB2 � EER ©OǑ

3.44 %!2.85 % Ú 3.93 %!3.18 %, bfm � EER %��
 16.9 % Ú 19.1 %. 
�, bfc ���ØÇ�X p ��O��g~�, ©OǑ 2.85 % Ú 3.18 %,`²�©JÑ�{�£O5U`u©z [20] ��{.ã 10 Ǒ©z [20] ��©�ü«AÆ BioCode)¤�{3^r-ý�³��/e, Ú�ëê p = 3�3 FVC2002 DB1 Ú DB2 �«êâ¥¥)¤�ÉÁöó�AÆ (Receiver operating characteris-

tic, ROC) ­�©Ù. ROC ­�î�IǑ�Ø�ÉÇ (FAR), p�IǑý¢�ÉÇ (Genuine accep-

tance rate, GAR), ROC ­�e¡È��`²�{��(£OÇ�p.lL 3 Ú ROC ­��±wÑ, bfc Ú bfh '

bfm äk���£O5U. 
�3êâ¥ DB1 �
EER �$uêâ¥ DB2 � EER, =3 DB1 �£O5U' DB2 �£O5U��, ù´ÏǑ DB1 ��«ã��þ' DB2 ��«ã��þÑ�, `²�©�{3���þ��«ã�¥U�������5U.

3.3 S�5©ÛU?�{¥�;3^r-ý�&E�¹)¤���ÅÝ
�«fÚÚ�ëê p, 
êâ¥¥�;�&EǑ^r� BioCode è, ��XÚ�o�´^r��«&E, I�éXÚ¥�U�3�S�¯K?1©Û.�©�Ñ�)Ô���o�{¥, ^r-ý´I����¯aëê. �^r�-ý¿�½�«�����, du Biohashing �{´�« “^r-ý
+�«��”�VÏf�°�y�Y, äkû���
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ã 8 A^�{ 1 � EER ­�
Fig. 8 EER curve with the first method��5, ÏL��^r-ýuÙ��«��, ������¿��&E�8�.
�©¥JÑ�ü«þzL§Ñ´��5L§,þzK�Ø�½, ��«AÆS�Ñë��þzL§¥, ¿òþzS�CǑÝ
, ~�
AÆ��m�'é5, k�/ùX
��«AÆ��'&E, Ó�qÚ\
Ú�ëêÚwÄI�, ?�Ú*�
���m, Ïd�«��äk���£O5ÚS�5.�Ä��Âö�å»)XÚ��/, ��Âö3�¼�ý¢� BioCode è½^r-ý�, ��¼��ÝǑ 511  �ý¢�«��AÆ�I�?1 2511 g}Á, ù3O�þ´Ø�1�. =B�ÂöÝº
^r�-ý, (Ü¤Pk��«&E5k¿ý¢^r?1�y, d¢���, 3�«êâ¥ FVC2002 DB1 Ú DB2 þ¤õ�VÇǑØpu

3.38 %Ú 3.93 %, �®k�{'�, ��Y�S�5

ã 9 A^�{ 2 � EER ­�
Fig. 9 EER curve with the second method

ã 10 -ý�³�n«�{� ROC ­�
Fig. 10 ROC curves about three methods after

tokens were leaked
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4 (Ø�é^r-ý�³¬�� Biohashing £O5Uî­òz�¯K, �©JÑ
ü«Äu Biohash-

ing��«���o�{. U?�{æ^Ú�ëêÚwÄI��/ªéAÆÝ
?1þz, ~�
AÆ��m�'é5, k�/ùX
�«AÆ��'&E, þzK�Ø�½, ~�
�«AÆ3þzL§¥&E����, Jp
�«AÆg��«©Uå. ¢�(JL², Äu�©�Ñ�ü«AÆ��z�{�)ÔAÆ���{þ��
���£O5U, Ǒäk���S�5.
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