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Improved Biohashing Fingerprint Template Protection Algorithms

WANG Hui-Shan! ZHANG Xue-Feng*

Abstract Aimed at the problem that the Biohashing fingerprint template protection algorithm seriously degenerates
when user's token is leaked, two improved Biohashing fingerprint template protection algorithms are proposed. On the
basis of the preprocessing of fingerprint data, the variable step size parameter and sliding window are used to generate a
fixed binary feature matrix, which can reduce the correlation between the eigenvalues of fingerprint data. The discretized
nonlinear process can obtain a larger key space, which can e [edtively improve the security of the algorithm. Theoretical
analysis and experimental results show that the improved algorithms have better security and identification performance.
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Table 1 The results of BioCode calculations with the first method
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