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Optimal Control and Privacy Preserving of Switched Systems Based on

Chaotic Data Encryption

QI Yi-Wen' QIAO Xin-Xin' DENG Fei-Qi* WANG Yun-Long?

Abstract In control systems, for the problems of privacy leakage caused by network transmission and performance
loss caused by privacy preserving, this paper studies an optimal control method with the ability of privacy pre-
serving for switched systems. Due to the non-periodicity and unpredictability of chaotic systems, a data encryption
method based on chaotic systems is developed. The pseudo-random sequence generated by the master chaotic sys-
tem is added to the output data of the switched system, which can avoid privacy leakage during transmission in non-
ideal network. Secondly, a chaotic morphology synchronization controller based on the particle swarm optimization
algorithm is designed to reduce the influence of uncertain terms, ensure the synchronization of master-slave chaotic
systems, and guarantee the availability of decrypted data. Then, an adaptive dynamic programming algorithm is
used to optimize the cost function based on decrypted data, and the update rule of the pre-updated optimal subsys-
tem is used as a candidate switching law. By comparing the performance of the system under the action of the can-
didate switching law and the current switching law, the better one is used as part of the control policy to ensure the
optimality of the switched system performance. Finally, the feasibility of the proposed method is verified through
simulation.

Keywords switched systems; privacy preserving; adaptive dynamic programming; master-slave chaotic system;
particle swarm optimization algorithm
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V(E(t), uH(t o), onha(t) <
V(@(t), u(t, o' (1), o' (1) (20)

E(t+1)
Z(t+1)
OEMEIYSCE bt USSR TP I L

I+1 N
I+1 _ Ucand(t)7 ﬁ (20) EE_\L
’ w{ﬂw, A

cand

ul () =

OViz(t+ 1), ul(t + 1),
or(t+1)

Tt + 1))

1
— 3R Boragy

(21)

Ei& ADP S ] S XA AR v it 7 —
2% Ak A DI R, 5 DR DA BT AR AE I R
DI PAAEDIHRBAE S 1+ 1 JOSA, i B %
RITE T R0 MVERE, SRR RIS 1+ 1K
(RIDI A X T2 AL (R DI el B S iR LAAE
DI AR AT IR 5 1+ 1 IR ), 7
Xof B AZ Ak T AN SR 1 IR DI E R B D &
GilkRe, LEREEH — MENES |+ 1 IR,
IS BE S 1 DR D)4 RGeS AR B A2 A dn &%
KT AL T R 48

IEAIREL 135 B KIEARE o B, B
f5 1k, BT PO B HR ZE AN T — AR E 1
IEHE e I, ISR L, BT

[V (), o1 (1) = VIu!(2), o' (1)) <€

Hvil(t), o' () /2 Vi), ul(t), o'(t) B4,
Vl+1(ul+1() l+1(t)) Vl+1( () Hl(t), UHl(t))
HIERCE

AP IR 842 1) SRS T AR A S Bk e DACA 2 A SRS

E 3. e ANEEEARE /N IEH B, (HBU),
i EARACHI IR B, A RV (¢) &I R AR
ek E, [ RO, e BOOR/IN B S0e BCA EAR 0 75 SR T
SE, i SRS, W4 — MR Y /%
B R PERE, 25— MR ECNIME.
2.2 ADP HERRIS MR SR

AHrgg 7 ERIEAGS R ADP SRR S
P DL R A5 217 1l SR 1) e DR 7

EIE 1. (ADP LR SIE A B LI ) X T4E
B, PR RE RO DME R S8 (1) B8 BIATUR BV
PRSI {u®(t), o°(t)}, WERFEHIFME LI (21)
BB, AR R BOZ R ARG, B
VI (a(t), W' (1), o (1) < VI (@(t), u'(1), o'(1))

I BAR e B Sl e AR B
Jim Vi(x(k), u'(k), o' (k) = V*(x(k), u" (k), o (k)

MERR. ARAE N (20) AIX (21), FHOASER—5E
JAL.
VI a(t), o (1), o™ (1) <
VL @), u't (1), o'()) (22)

PRI IEL, 47 H1) 5% s BTN (21) o Bir it e D7) e
IS mIEAR S, T RS, JF2:
V) ARE Vi (t), ul(t), ol(t)).

WRHRES 2.1 35 ADP S Rk A0 R 47 i) SEmg Fry 2%
RATHI, 78 W () AR R IR BB U (L, ul L (t),

ot (t)) — AR KT () 15T IR R U,
ul(t), o'(t)), B
U(t, u!Ti(t), o' FL(t) <UL, ¥\ (t), o'(t)) (23)

MR (16) A3 (23), AIAFAUHT R BAE IR AU
HERZED A
VL) = Vi) = Ut o (1), o™ (1) —
Ut u'(t), o'(t)) +
VL4 1) = Vit 4+ 1) <
VRt +1) = Vit +1) <

LSVHD) VD) (24)
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—EROL. Fk, AT LA #]

VL) = Vi) < VYT = VIHT) =0

AR BRI V() & HEEEIE ).

E X — AR R G () = U (¢, u! (),
AT+ VIt +1), H1— 0o, R (16) A1k
(25), ATLA132

Vﬂﬂ:gnWm

(25)

lim V*H(t) < lim G'T(k)

- l— 00 l— 00

W4, nTLAF RN FASE LR
VeE(t) < lim G (k) <

lim min

l—o0 u(t), o(t

RAFAEAT E L E B8 6 UL R KR IEH

SR L, 45 Voo (t) i L N LR 461

VE@E) =6 < V(1) < VE®)
MRIEAZESR (27) ATLAHES H

Ve(t) > U(t, ub(t), o) + VEt+1) —6 >

){U(t, u'(t), o'(1)) + VIt +1)} (26)

(27)

lim rnint){U(L‘7 u'(t), o'(t) +

=00 u(t), o
Vit +1) -6} (28)
HIT 0 RAEESGEN, Bo=o0m, X (28) 7F
S

() > 1i i t, ul(t), ol(t
14 ()wir?ou(fﬂl?@){U(’“()’JUH

Vit+1)} (29)
o, RIEAEL (26) Al (29) 7T LTS 2
®(t) = lim min u! o
V(ﬂ—gmﬂmﬂJU@ (t), o'(t)) +

Vit 4+ 1)} =V*(1) (30)

HARAY BRI limy o V() BT AU B IR ARAR
RHLV* (2(k), u(k), o*(k)). O

2.3 actor-critic &M L% AV E RN E WS

S

AT T actor-critic FHEEMZE 1S54 B 5T
FIL DU AH S A EE ST 873 #T

actor WML BT, A4 HE H T IR &
SRS PN A B SR DN S RIS 2 R 7N
fan i oIE T s R AN, HEmTT RN

b (1) = (Wh ) 0u(Whi ) () (31)

Hrp, 0, ZEOREREG Waisq) € R ™ M Waaew €
R %™ 435 & actor 4R M4 1155 — ZFNEE — 2L
H, ng M on, 735052 B0O5 = A R 2 o H0R
J eI R ) IEAR IR
E AN R B s T R 7
1

1, j - .
anj(t) = 5(“5;(@ (t))TufT(t) (t)

Hor ﬁlg(t)(t) = afr’é) (t) — ulg(t)(t) Mg R ZE. A LA
32 actor W45 BLER B S HT AL an R

(32)

, , OB
Li+l _ypbd ao(t)
Wala(t) - Wala(t) Ya 8Wl» J
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O ()
, , OE"?
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a20(t) a20(t) a L,
aVVaQi(t)

HoHf, v, 9 actor FHER 45 (1) 5 2] 2.

critic ZER LB, critic #1258 W 2845 F Tt
LR G AT BREL, 12 25 1S N\ N D) 2R S i) 45
flF N, O E I AR ek, HA TR N
Ik

‘A/;(tj) (t) = (Wclég(t))T@c((Wii;(t))Tx(t))

Hrp, 0. REIEEREG Weaoe € R M W €
R %™ JpRilE critic FHZEMZE 15— EFNSE — 2L
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B e /IME TN R B AR 1% 22 R £

o = i(vj(t)(t))TVé(t) (t)

co(t)
Hep V@) = V0 () =V 0+ 1) = Up (1) 2
JUR S T REMRZE. 7T LIS B critic W25 B (15

HO G

(34)
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l,J
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OB )
Wl’ Jt+1 _ Wl’ i _ y c”(t)
c20(t) c20(t) ¢ I
aWCszf(t)

Hodr . N critic 48 2% 2] K.

JE 4. actor-critic #1148 W 25 AL USSR 20 B 2
SR Z LEmHRANHE, HAEAR ST E S, FIHA
T BOUE B S St . TR EARIE 25 2] R B
R AT LRALE X 25 A5 ER RIS 1

3 ETRARZHVIRARZEIRFARP

TR AR G0 SE DU BUREIE R4 (1 AT S -
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SN TAET IR SRR, N4 e PR
EIEE

RIg 1. SR R G BRI, TR
RS z1(t) €R F z2(t) € R, —EFEIEE Py
115 N THE S TE 29 R T

{|fmi($1( )) = [ (@2(t))| < Fu |21 (t) — 22(t)]

|fs; (@1(t)) = [fs; (z2(t))| < F |z (t) — 22(2)]

BRi% 2. EXHRM RS B E L, 6 TAEE
HIRE 2, (t) € R My, (t) € R, — EAFAE LWL
By, M By, {15 N2 A 8L

{|Afm7(zmz(t))| < B, |Tm, (1)]
|Afs (s, ()] < Bg,|zs, (1)

RI% 3. £ XHRT R G BN I, — A7

TEIEH R D,,, M1 Dy, A HH 2 N A LR
| D (8)| < D, | Dy, (8)| < D,

5138 1. A —NIELLTHERE F(v), X T4
ERHH 1 >0,7%>0,0<k <1 Mk =1, %
Foiph R AL W (37), MBI v(t) =725 (38) 44
HH A BB (7] P W S8 S o),

F) +Fo (v) + v F*2 () <0, Ww(0) e R (37)

In[1 + 7o T O] 58)

ko (1 — k1)

EIB2 W TAEEMi=1,2, -, n, LLEVIT
RZE e;(0) > 0, 7ELEE FITE I (39) AT IR
WS HEA RS (40) MEA T, BRZE RS
(9) FIENIE A LE AT FR A 1] A 15 R A T

si(t) = e;(t) + 771/0 sign(e;(v))dv + 772/0 e;(v)dv
(39)

S'l‘s.( ) + fma (xmb(t)) -

Tp =

ug, (t) = Mz, (t) —

fsi(@s,(t)) — msign(em, (1)) —
n2(em, (t)) — nssign(si(t)) — nasi(t) —
(B |Tm, (t)| + Bs, |25, (t)| + Dy, +

D, )sign(si(t)) (40)
FA, 1 e e BN E HIIEHOHL

WERR. X TAEER i=1, 2, -
Lyapunov A%

, N, W

Vilt) = 371 (41)

X} Lyapunov B#L (41) kT, 456 (39) F

(40) FI 43

Vi(t) = si(D[Afs, (25, () = Afon (@, (1)) +
Dy, (t) = Dim, (t) — n3sign(s;(t)) —
145i(t) = (B, |2m, (t)| + Bs, |5, ()] +
D, + Dy, )sign(si(t))] =

si(t )[Afé (s (1)) = Afm, (Tm, (1)) +
Dy, (t) = Do, ()] = 3]s (t)| — masi (t) —
|5i ()| (Bm, |2m, (t)] + Bs, s, ()] +
Dy, + Ds,) <

= (mslsi()] +masi(1)) <0 (42)

M (42) WTRAE Y, Hi 2 5121 1. (A, w] LA
f::rilJV G AE AT BT IR) Py W8, AT ERAIE 1 R Vel %
ZERGE (9) HPIRAXTFHE (39) mrstt. O

3.2 ET PSO BAMIZHISESHMIL

MR s B R 2, W S H (B
W By, 1 By, ) WEAG PR HE 2 25 i 5 R 221 K
5,35 0 4 B Rk, A SR APRL T BE AL BV,
FES R LA N BT B 30 R, D3R .
BB, B, € XA S H: Ry R
Ny, BORKIEARIRE Ky, o, BVERE w0, R
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M2 8, A S0 5 8 AN T8 IO A 8 R 22 R R
Wi, Rt By, M1 B, $CBCUH AR ZEL, IF6
BARLT RN A 20, FERNE. V)G, X H
KA RE (B =0), LR DEE N, DT HIRL

)
(

%ﬁ Pk - {ph P2, * pr}‘ Xﬂ‘ﬂ:%m/l\*j%pmﬂ
/ﬂ\:{ﬁﬁ an = [01.51 m>s 041”22 my T O‘];n, m> ﬂrl m>s
52,m7"'7ﬁ]£n,m] $D¥}_H k:[vl m?azkj2,m7

s Oy Bot,mo Bla,mo s Bl m] RAEEE
DXTE] [0, 2] PYBEHLZE AU,

AR, sl B EAE LD R

1) JR O S AT X T8 b UOERHEE m
ANRET, FRES A AR e ), AT RLE R PUR O A

T
Jh = /0 e o (t)dt (43)

B S SGEAR R T A, 58 kR
Fm MRLTIMNESE X, = (o) ., ok oo
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s ms Bot,ms Bz, ms s Ban,, m] IRAREE (9),

WFREE b | () HAIGHTRUY.
2) MBI TR 55 H AR S I, T2
BT 1A AR oot US4 P S D (e o
Tt = Il Xt = X (44

Forpr, Xbest R m MRLT MR R E.

3) RS RT. R R ASRLT A AR R AR
Jbest (m =1, 2, -+, N,) SEREME Tt XL,
AEANRLT (L om ) 1) 5o foe fE AL R K 4
JR B AR BRI 2, U BE R4 e o U1 AL R B8ORS
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&) KT R ST T ST

ol = ok e (XDt - XE) ¢
CQT’Q(ngeSt - Xf;z) (46)
Hr, ry Fllry AT(0, 1] Z B HIREHLEL, H T 51
NBEHLIE, 8 G0 S35 5 N R B .

5) KLy r B R, BT AT ok SRR

RLrhr B X5 S HRI N
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4 {FEIIUE
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[—02 00 1.0
Ay=| 1.0 00 —10|, B,=1[00 00 1.0]"
—1.0 0.0 0.
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A frmy (Tm, (8)) + D, (2)

Ty (B) = 2.5Zpm, () — Ty (E) Ty (E) +
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Asz (chs (t)) + Dy, (t) + Usy (t)
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(

[ay
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Afe, (75, (t) = 0.1z, (t) cos(t); Dy, (i=1, 2, 3) F
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PSO MSHWE N R N, =20, &
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co = 2.
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N By, =0.4820, B, =1.0000, B, =09114,
B,, = 1.0000, B,, = 0.9041, B,, = 0.751 7. ¥ix 1k
MG IS BN u,, (), FTLASEIG0E 3 ~ 8 fis
SR E=RZE

0.105 |
i
=
1 0.100
\jj_:)
0.095
0 5 10 15 20

IEAUREL

2 PSO AR A I 5 R
Fig.2  Fitness values during the
PSO optimization process
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