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Abstract Safety analysis plays a pivotal role in enhancing risk perception, preventing potential accidents, and as-
suring the reliability and safety of the entire engineering system. However, with the progressive increase in complex-
ity and integration of modern engineering systems, the interactions within their components are inherently intensify-
ing. The examination of risk accidents, selection of evaluation metrics, identification of risk transmissions, and char-
acterization of safety boundaries for complex engineering systems all pose significant challenges. For these chal-
lenges, this paper presents an introductory overview on the development of safety analysis for complex engineering
systems. The definition and connotation of safety are elucidated, along with the specific implementation process of
quantitative assessment. Afterward, key references are provided for which interested readers can obtain more de-
tailed information on risk analysis, metric determination, accident modeling, safety region representation, and so
forth. Finally, some critical issues are discussed as open problems for future research directions in this emerging
field.
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Typical complex engineering systems ((a) Metallurgical systems; (b) Chemical industry systems;

(c) Nuclear power systems; (d) Rockets; (e) Large ocean-going vessels; (f) High-speed trains)
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Fig.3  Relationship between safety and risk

DX R B IR py 5 R ¢ HEAT 5E
HHS, SR [12-13]) AN, AT 8 1A% 74
ANTR] B 4 52 HE A, A B 5 M XL A A4 MG 5 A 71 A
B EZERER, Wk 2 P, Hh, “Z RN ER
PR B E G SR R i AR B I )
XI5 R A [ R R A 3 SRR, FEA T
SR ECE ) E . HAVE L, T S A
WL AT SR Bl (0 XU . X 2L B3 Ok R G e 7 A A
A (system theoretic accident modeling and pro-
cess model, STAMP)", AcciMap™ & KRG H it 1T
FE4r#T (system theoretic process analysis,
STPA)" 85 MRS PFAL T i N BV HE SRR R 22
W, TR 22 R R s BT U RE S R 2R 5%,
I T B AN A AL 2 R RN AR S B
i, b I F 7 AN R 20 U A R

5 L DI B BSOSO AR,
RIRETHIRLERFBIT IS, SERHE.
TR B 2% F SRS AL S5 3 DA R R G bk

W, LT 5 RGEARBATIREM R 4 KX
LR, R RS R 2 U RS R R R &
RONL” R A R SRR L K <22 2Bl 3 AL )
hRETERAL”, S —FEH T ARR R TR RS
(12 A T HESE.

1.2 SHERIZESE

T 17 2 % TRER G 22 b, Holz Lol BT
CARE A9 tn T

1) ARt Zaff R RigRmE 2T
PR G L AR R PR, I8 1R RGuis il
R P SRR A b N B3 R 3 RS T X s 4 8L
Jiti i R AA , I AT fE S BUs AT 8 I rh ek A 2R
WIS, 2 RGeS BAT P S Ak 34
BRI, A S N TR R GRS R % H
R B0 22 g A REAT U S 0 B, IR NI
K & R R, WA Zaf S XS
LIPS Y7 3

2) PPASTEARGEEL. 2 oot — Al B A W 3
FIBNE, A DGEN BT BT, ARt T
— R 5 R G VI O I & 2 B AT 8] 54 &
RUT R RS I, R4 TSR B &R S
R IX— FRE ARG, EATR] DUIE AR 55
AES BRI TR <Re” LA . AL, i
AR LR R G, XA [F) 22 4 SR 1 KU Ry
Vi, ERCRE NS A RCRAL B & R 50 2 AR Al
fatr, et EZOP R —.

3) ZAEALVEAG . RIS A 1% A VFAG R AR,
W T R G L AR K RACVEA,. 13 = 2%
RGUE L AR RALTT H AR 7K, AR
2 A BVl 7 iR 7 9k T MR (1 A A
BTk, i, BT H RO A K 75 %%
JE T 322 P A ARV ) R 8 R <2 YRR
PRI 2R AR 5 J80E 7 e 3 R RIS R R ST B 48 3 2
REEER. 456 L 5 R E s Lis T 8l , @A77
AR5 2 AR A WL 50 &R, T R RS 6 X
WA 8 S AL 3R AT B R SRAIE ) S A Y
I FEITANL I EALTH S 5 PPl o A T3 T3
BRI VERE W A ROt S 2 0 TR R b Fis

£1 RBRREX
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Table 3  Safety events analysis for typical complex engineering systems
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Fig.6  Schematic diagram of event tree
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lite map of the storage tank farm; (b) Probable domino

Schematic diagram of domino effect™ ((a) Satel-

accident propagation paths in the storage tank farm)

A REAN B [ T AL AR, R H — e e T I 2 BN
IR O, TR 22 RV A v ) BT A
I MR 22 A ] X s A B 3 S, LAY R
IR BRI . 3P, SR [94] RET 2
PN A R N B i &l 1 0 e R
1 W [F) R NL 41 73 D9 [FI B TR 2R TR 52K B B[R] 3%
FESHr A 4 FhSER, FRAEBLIAL 42 2 T e
A RIOBER TR, T 2 2Pl

RN SR G DI RP S BVE N
RN R, R TRAG N RS
PRAL R I TR N R R AR, Rk TR
A G0 R A I DR R AR G 28 1 A3 XE LA AT ROt 2
. b, XA [ QU ) F R T R T IR BV S
B, Xt 2 TUi PP P 51 A 4 (0 SR IR AR AT 0 AT
M A TR B2 % TR R G b it 35 O RLER 4544
5 RBERRAR, R AR T 2 B 5 7).

3.3 ETE®AZE

EIE R —Fh e A 52 4k TR RG22 JR 45 i e
E 2 SR 3 M o 22 A R L L FTAe) 22 ) = s 7Y
AMLREE I 72 W2 TR AN [ XU S 7R A2 3 3
SRR ERRE 5 T E R IERERE WU 2
a7 S FR 2 B R RE R, B, indk,
TENEAEE 2 TR RGN 2 s PR 3
Tz M.
3.3.1 ETHERZELHNGE

A K EE TG S oy vk,
OFERFH BRI R T R TREAG P %
FRAH A 2 B A B R 2R B A% 18 6 A2 0047 2 e 3R
fIE. O, MRS R HEE G ]

KRN G=(X,E), Hif X = {21, 29, -+, on}
REEHE N ANMTEMTAE E={e, e, -, enm)

R M RUMILE ERRTREAST, AR
LARFRFE R LR (WET). BESE) gihs



4 1

FAEIREE: T R B 2% LRE RG22 R i Fi ik

621

9 BEIRE R pi, L) ) R SR O 3 U it 12 >R 3R OR

T ) JE AN D RS 2R ] L 2 A 7 B v B s A )
RS, T2 B T K B 2 T A Ay 2R I 245 1R 4
SERMIFRIE T GnAZIEIE B0 K 25100 K L ) &R
GrlT S5 SR, TE R JE AN P X DA 7 4 ) 1 Y A 2 ]
e 22 5 M AR B R, Rk, W90 3 1B 2
BE B R AL 5 A W B A g, DUERE R
LS S W s () AE ELAE P 0 TR SR 5 R R g ).
i, SCHR (98] $ H — b3 T ME 2R 2 ) B 46 F A
PRI EEAE S, 5 B Nataf 284 All Cholesky /i SE 8
TIORE R S M. SCHER [99] SRR 5 K56
SEHLBE R G 67 AN KU R E A A O, LA
FHOR BB A R g T RS B AY , SE s T K
W 1 B PPAL. B Ak, SCHR [100—-101] W43 0 SR EE T
TN R G0 S ik 1% R 40, H T 1 AU %)
][22 A b 2 TR) PR DR SRR G 2R R LT R RRALE
JNANTR 22 Gt 1 XSS % A7 A% 46 4 A A1 B g 77 Bl 114 285
FIHRAE.

B8 B TR N, e B AE 8 1 5 7 I RHAE 1

A T TR P 4 R sk 22 1 B T 2 2 T2 R IFR
o A 5 AL PRl . SCHR [102] DA HE DR R 5%
S Rl A A T Vi o = AT TR A AR I
TR RAASR IR S T AL 7R 1) 58 B RAE. SCHR
[103] £FXHARZKEE I & (TS, KA i AL
RO 5 RSB AR 45 6, S HOR AR S A
(1) ARG M 2R 5 I B 3 AT &AL SCHR [104-105) LA
18 E L AL, X R IR I AT v R A R
HEAT R R, 45 G 0O B S R R SR XU 5 2R
(1 7% 2 1 AT 0 AT

BeAh, KRBT K B R R A R fR Ar (dn
4 PR) I RS PRAL AR, DLk A5 Y o
PR SR BT A D A P B A FR T R 5 4 A oo 0T 3¢
R [108—109] T 2019 4F AT 2 SO 2 i i, 4
BT A IR 2 A EARE Y. DL RS Dy B
DA SRV A AR bR, XA AR p A [ Y i fg R
PEREATVRAL, R ANER A4 E XTS5 50 1 Jif 55 2015 A
T RS B 2 AT S AT IR . SOk [110] M T
ALET 109 AN RURT 260 2532 10 2k % = g TR SR R A

F 4 EAREERT
Table 4 Basic metrics
e f5b7 ik HELAR ARERAE 22 40 HT P 0 1 TS
B i 5 2N =0, KRR
1 P L L Y P e iE ) T syt g Aohne: 2 a, -
- EELIESUE G i GEX. it o LR, MFRIR AL G B
- j A
. R 3 ki FE - B XL f 4 A P 2 0 0 X IR N A
2 FRIFE BTE AT ks = .l G
e TG B TR B o FE T R0 R A0 AR (P} 2 M 1 B9 4
S BRE gt dij = min{Py;} B J RS
core e REBIAN T 2 I B F T A R fE 4 A g o,
bOBRIRERE e it L= ldis| N Vi jeXHizj
- ) B . > |dijl
SRR A B K T i €T iz P
5 K ¥y <> =T NE=D FE T SR BB S 1 SRy s 4k P
e ‘ 105 5 1 )BT 1) R e 4 2
6 e T RRRERTE d = max{|duy |} B, VRO R R R b vi, j € X H i #
. et
T omapgy RAUERSERPELE 'z%zfjﬁ FHT R SRR AR & Tt o HAET A
R 5 f5 % T eI B LL A5 :EEJNL—f e IENCREZIRIGUE
o Gr() R SIER R o R B Ak
—H_IJ__T it 1Y T (RN (3 N S J > N —
s pEepope  [SEREBRERRR TG et HF SRR SN ) FL
s ‘ (N_D(N _2) TR e S B TP R 0 R
A 2 B I A N-1 . N
SR T e K cli = - FE B Xy 6 3 R o4 05 )
9 PO %élj;i@mﬁﬁgﬁkﬁpm ing{:y ’i#j\dm M Bk A5 5 1 B 0<el; <1
A H O VE ) B & -3 . o . ) szam ?\J*f!‘ﬁl*@“ﬁﬁ’d
10 ML EEQ§E%;£E¥ y Pmes = B0 T VP8 B AR T B skt By XM T ba, A

OoVEZE S )T IR L

Zp =

N -1

BB

Wl ARG EILE
A Hrb o MEEUE




622 =l 3

S 52 &

B, GG AE BERAN B OEEZ M EE
Tabr, ol 5 U AR 38 HH o0 I 28 - o0 BT A, TR
I3 MR B 2R G0 XU A% 1R 1R 25 KR AR, SEB T TR
[Fi) K B R 4 S RO R RS B R 5 E B TR S
MR [111) R B4R T B Aa br 5 e 2 B i L BEZ
HL B 3055 B ) RA PRI AT R AR &, 276
) 2 G0 HLAG TR S e 280 R OB R A, A RE
il 7 2B W e 0 2R 4 ) AR I . SOk [112] a8
I FOR b, AP S RS SR i ) S
TEEA JFd it G R PR KE K ER
S PR bR O HME M B AR HEAT PEAl, A AR AR BB A
ROE PRI Rt T AR MR 5 2% . 3
BR [113] B LRGP IR Z. B EEMEHZ
AN [F A RS R SR IR AT N R IF
T R A % S O 2 e R A% R A DR
R AN A% 4

SR, R B AE AN [R) U 22 4 o 2
HAS 2 R (HAE T KU S 2 TR R G0,
5T e 2 Pk, AR IR) v AR A HLAR Gt i PR 2R
PRIGOR Z2 A8 45 10 S AR 1) PRI R s ol — A o AR i
(R HE L. [N, DRSS I ASE 2 1) 5 2% P e B 5
I HEBERCRAR T, M DA R SEBR TR T A I 22 4
DAL A S SRR 1 P2 K. BIAH A 4% (graph
neural network, GNN) 1E N —Fh #8195 75 [ 45 44
AT B 0 o RRAE 57 2] 5 v BCHE B 1) TV, N R A%
2 R RUAE AT 9 J e S S PR T ) SR PR R AL 1 3
(iR SEC B S BRI R P T A 4 I % ) S T ) 22 4
Il R Y S NN = WAk I s N
FBMT, DLSG R AR Y 1) 5 4 R IK B8 ) I PR BE 48
IR, R RARRSLIE % TR RS 2 2RSS B A 5T
i ) L ZLT7 ).
3.3.2 ETIMEIMKH A

DinHr Y 2% (Bayesian network, BN) j&—#f
AT, BT SRES X = {21, 20, -+,
ant SUEG E = {e1, ez, -+, enr} FEFE L. H
o RN R IR — A R AR AR, T A TR
JE [ IRER (7 1R1321) 27 AHZE T R TA) ) 2% A1
KE. IR IR s AT A, INZE P4 [ 1) 79
R T R B SO RS R AR A, TR
T AU RO AL BRART SR
A HARTT SR TR IA S L Horh ) R R R
) () SR A AORT 20 8% DR SR 56 2% it B it 73 i 45 1
TR SR MR 2R A IR Y,

DRI, 25T Do 34 o 28 1) 22 4 VP Al 77 32 /2 —
T o MR 2 AR AR A 2 A A 2 (R PR SR &R, A
FH 25 AR 2R AT 58 o AT (R D7 325, SR F DL 7 X %

BEAT 2 5P, WE S WA EZDIR, 1
K11 Bos. 1) SRsol kg B, o EIR %4
FRAR 18] R AR A 2 1 2 0 A Sk, T/ Roxt iz
R UL S07 X 25 5 0 19X 48 0 25 B3k AT 2% S s e
BAE T RAES E S T SRR SE. 2) %4
PR R DL 207 000 2% 10 HE BRSPS 2% TR
RGN 27 AT BACVRAG, B ARG E (RO
LR XU HE 3 L) A IR i (B AR 22 45 2R I
VAL B R, ST TS A < B PR 92 W7 S B X
6z PRI 2R (IR0 e AR Gt 2 A E BTSN O

FHORR
EEIESIE
Wb g
THRE SRR

-

FOWE
| mRakm
RV

FEV ATt Y DIL -S4 Do) 2 3047 22 4
EACTEAl R0 2D IR

Steps necessary to build and use the Bayesian

FT ARG R
e AT
FT &R | |

28522

T LR ERH
LR
[T e & B
RS

K11

Fig. 11
network for safety quantification and assessment
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Fig.14  Schematic diagrams of SSR in different dimen-
sions ((a) SSR in 2-dimensional space; (b) SSR in
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