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Abstract With the development of intelligent software, the application of deep learning models in source code pro-
cessing tasks, such as defect detection and localization, has become increasingly widespread. But their lack of ro-
bustness has also become increasingly evident. Many researchers have conducted in-depth studies on adversarial at-
tack and defense methods for source code. However, existing surveys rarely summarize model characteristics from
the perspective of source code task-specific properties, and there is a lack of systematic review and analysis of typic-
al adversarial attack and defense methods such as model stealing, backdoor defense, and defensive distillation.
Firstly, from the perspective of model architecture, we systematically outline deep learning models for source code
processing tasks, and analyze their performance and adaptability under adversarial attack environments. Sub-
sequently, we conduct a comprehensive review and classification of adversarial attack and defense methods for
source code, and summarize the relevant benchmark datasets. Finally, we analyze the limitations of existing re-
search and propose potential directions for future research.
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Process of adversarial attack



4 3 T A8 YA A AT 55 r (R B2 27 ST S U i Fe 4idk 641

B i BRI A)ER o (Rl 2’ € ), BHFEF
AN LIThEes BEG | x) 5 BG | 2) &
FE—8, WA f AT RN o AR AR
1.1.1  E BEs

FEXF BB FU A0, 553 1Y) 22 4 1t DAL 32 22
B Bk 19 B bR R R R A i e .
ASC NI B B s B H R RR ) AR FE
B RRTTor M. ¥ HR B H AR B AR FL BE, AT DO
BRI N BTHBEES B bBed. mrE I
ARSI TR0 5 SRl 5 TR AB R e, BT T URAR AL AE
A, HIEAMERIR N

w o . ’
Taqy = argmin D(2', )
' ea

s.t.  argmax f(2') # Yuw, T €, 2’ € q,

Viel, E(i|2)=E@|z) (2)

Hot, D(a!, x) Fomad I KN R (8
BRI ). BRI I H R AR K AR
AT Hy Bt % B2 OB ot 1E_LSR LI
il b R TR R REA o (4R H AR
% B, 2ER (2) OMERL |, EREMIR (3)
fo % 1.

argmax f (') = Ygoal (3)

1.1.2 KHEBIRE

BT Yo B AR L 2 ST R RN RE R, T B
e pret ) o o =K AR Y. BEG
LRGP R B o8 s E AR
LIS AL, B SCBR N SZBR, R DA 8 3
FAEITREI B BRSO AR AR R g A A
M E S, B SIS, A SCE R R
YA F RS MR RN 5, B H AR
AR H R PR H AR T k. ST RE
oy 58 S AR ELT T AN AP A SOANBEAT P
Tt

1.2 SRR

XS P A A O R AR I I BT SRS AN LA
BANE, B SHR FEE 2 SR X R A (1 B B 07,
Tyas 559 (R FER M, XHHUIE R 3= 22 T4
FAER AR B AR VERFE, X — S50 N R SR P 7
WEFUSE Bt 7RI . T 0, 3 A SRIE AR X 47t B 1
WU T R R P 7R R B AN T 1A
JeTt: — e B THRAMESR . Gevh il WAl 4%
ARHIRHFUREAR ] 59, & A8 W A 2= 1 B
W ey R A AT 45 410 A A I R S At 1R
THA R ) N AE B AR R ) 28 Z AR AT B2 41 ]

SRR, LEYEACHE X SR A A, B8 TR ) BTt
i 2 R AR Ta] A2 A HCRURT e M ok &2, HL
B A T AR TR A ANE LARRAT. 45 e
PR AP PUNIAHESE, W] DUR R TR
PEREA RS FTINZRIEAL B bR

i L i ) Yi
maln;rggg (fo(zi+0), i)

st.Viel, E(i|z;+0)=E(i| ;) (4)

Hrb, o Al e 0 a Pzl RILIRFNEE; 0 S
o fo R BHINIREEMPEINL; (24, yi) NFEAR
XF; L) AR I 5 AR SR AL, SEI
R A F 8 R B KA A1 B A i /M.

2 EEIFRBLIEESIRES IRE

&£ BERT™ fl GPTHY 2548 SR s T,
VS AR A AT 55 v (1R P 2 SRR 2 T2
V. AR R SR 8 SRS YE R, %I
A TAE [30, 49-50], H4 1 [ YA A b AT 55 1) 1R B2
S SYRAY Gy R =28 A SO SRR L FR R AT N A
AR PRSI SURER. W 3 iR, = 2R A 4y il
M T IRARAD 5 B SRE 5 ARG SO 55 R P AT
1T T AR IIEES M S IRE X R.

2.1 JBXXFFIRE

T SN S AR TR A QRS SR @AY 5 oA
(S LGk &R S TR AEARAD 5 SOARE U 5%
1255 R AN TR 2, A SO SOGE SR 43 9 LA
T2 RS AL . ARG R TR AT
B PR
2.1.1 BIRSIEEEE

P AR A R AR ASE R S SR 5 AR 2 (B PR SR
BEFIGE 5. 10, CodeBERTY A5 5 38 i 2 8 X[
Yh A S RACHS 5 AR R 3UE B CodeReviewer™
TN SR AR E U A AL, $E R A
IAERGPE. SR, IX B AR HS 25 M I B sh oM
U, RS A Reid— D3t
2.1.2 BARKERRE

E AR Ak A A% R S5 A DR AR AL Th BB O 1
T, SHCHSHEAT 4R S FR RS, T RS 058 ) RN
FEFRARFF I X . 4 NatGen™ #2115 S ARFE 1
AL A AR T 25 H bR; CodeTH K HY @
WA CodeTH5+-P7 i 58 1 AR IRAFBE AR BE /1 5 1R & TiT
IR B bR, 3T Az ple B AR AR . X e fst 7Y
AT DAZE fif TN S5 5 A A 1R] 10 22 5, (LT i = ARG
PRI RS O R A .



642 H 3 1t =2 Eitd 52 %

T [ AR Ak HRAT: 55 (IR JBE 2 ST ALY

I \
I I
I I
l l
| PERLZS G SN 55 AT |47 H AR |
| | | |
| | muEan | | mmtows | BT |
| |
: BT SRS hidlhae AP 5 | B4 |
| | ;
I

V| B RSB SR/ REND i Rt T B AR J7 B S R R AST #57Y |
\ i

B3 T AR AR A BRAT 45 H9R B 5 S R 4 2
Fig.3  Classification of deep learning models for source code processing tasks

2.1.3 IBXEFMER

T SCE e P AR s R ) AR A ) AR ARL S 4
(e BEARHD ), FFam ik X b 2% 2] B3 15 SO 24 RS
TSR TE AW ZE . 140, CONCORD #8169 j it
i B SR RI PR N B 27 o) SR v SOAH T AR
Bt; Synchromesh HEZEP @ it B A5 AH ALk 4 B A
MFRRS LI FEAR AR AR 38 W 2. (H il T
i Z AL IS AT BURE 78 AR, F EUX A

LI RGN ) ] AR A D ROXT 5P A ACAD
ALPERL I XE L, Peng 551 3l il & R BRR 5
PR B R AR AR A AR 2R . X207 iE 4 =
TAGRS S AR SRR, B RTRE P AT N R 2
M0 2= A A, I HL A AR P 25 o 5L 22 B A B
)R IE AR R 3R 3 R IR AT R A N ) 5%
FEROR AL AR LA T BN RS EAT T .

2.3 EBESIENER
5% ek, o e
H 2 BALE T E N R (e A R PR TE SRR - B FE AR S5 M B VE R IR

A AN A R A (ARG R 2 IR I 25 M 3R
AN, ASOR L B S SRR 5 SO Fr 47
ZERBALA AST HEL.

A S EE R RS
2.2 EFITHRE

FEPAT R Sy YR AR (P PR AT 5 S U
S5EHIMAT A, mIEEESE @S, GraphCode-
BERTP T Hif i s I ALK IR ; Zeng 550 K450
SEERE /15 Transformer 25 & BRI RI(E B,
Yang S50 G ABACHD 8 F2 A M O RANE L4, sE

2.3.1 [FHLEMIHRE

JF A1 45 R R RS vh A g1 1 K A0 12 T 4%
LSTM“ A 1# 43 5.0 GRUS SEIL T SCAREAR
15 7 5 8t bR ST B RO R, R 44
SR ER S E K. NRTHRID M Z 1 R &,

F 2 AECHFER
Table 2 Semantic alignment models
e B SR s TR RIHIES
CodeBERT® iﬁfﬁéé ﬁ@ﬂ%ﬁm&a iiiiﬂﬁu%ﬁﬂéﬁﬁﬁ% i L Efﬁgﬂﬁ%&%ﬁﬁ%i
AR JULIL B s . el .
i L WERBUIGRSE, N Trans THEEH, EAEME FORSBRREAl ARTIAML.
CodeReviewer former %K) RS o I 5 B0H R v VR R
GPTU  RHEEIRIAE R gy T EIERR G gy RS SORER fURE
NetGen® B A ST i;g—emm@mm—tm Eﬁmw'mzm%#ﬁuﬁs@ ;;;EEE PRI AR
FAAL L Codese YA Transformer, MR LRRTHEE, LHE o0 R B B 18 0 5 A0 025
YERHRER token 27 i VI T %
L AP BIREE ] IURAE S WNBES WO, (FSE L AR RRAL % . SO AR
CodeT5+" PET A e Rt HEHREZ B o
w GEORTLLE S M E S OB R R, WIZREE ARG AR \ \
b ’ ' g ol N7 ET oAl
T . LI LT i SRR, BRIt
el ik LG B bR A R ) SRR R
Synchromesyn WEPHEIEERMEIRA | oo SRRTI0 L O

FHEINE LLAR PR




4 3 T A8 YA A AT 55 r (R B2 27 ST S U i Fe 4idk 643

£ 3 HEFIT A
Table 3  Program behavior models
B SR s i AT 25

GraonCodeppryr A B, FURES S OMETER A RCHREUCRE AR S8R RO A SR (ORI, BRI, 18

P JibL# YT T s

DG-Trans™  BiFIEhZs S SHUHIH Transformer  3RARFFIEREE  BRIEEE S 0EME)  RIHE

e TR EERM RS SR AR ARRE i A5 4 5 AR A T

SRR A A iy ISR EASRIR e

SRR SIS B E 2k

ARTERE AP R BRSO PR 137 P S AR 5 7 L FoRiBHE 1% AR

i

Wang &0 54 Transformer 5 BERT, il 2% >]
AR Th RE FARRD 78 A ARGV ERE. Algarni 257
%t BERT B AT B4R oA S 8k, HT-9
FEE 5 IS TR U, (EL G = A7 A2 7 04T 12 45 1R
JE @M. Mohammadkhani 2509 I #5 i Trans-
former 7EACHD &5 M B BE )1 THIAFEA 2. 25 L1,
J7 5 5 A R A N B AR AR 45 4 S DR 18
— M7 A R — IR AT

2.3.2 AST 58!

AT VA O e B AR [ 1 v G A R 45
LS G S S, BT X AR o 4 1 B A X
AST FIAE PR H 3 B0 B AROR: 7] @, ASTNNI
¥R AST R — RANVB/NNE RN, FFiz
FH XS 1] 47 P 4 0 D) 2 A R BV R AIE; AST-T51%) 3%
F 25/ B 2 &S gm P2 A0 B bn it Yang 4507 @
A M B e 2 dmtd AST AT s e
BB AR DG Dk — 2D A AR AR [ TR V2 AT SURE
fiE, Guo 25 2 H 25 MBIV E B ) 1 i 5 A
A5 ) R ARRY A B RE 7. T AST #AR VK
Z RVEFRSEIRG, XA PATIE L B EAEH
BARAR Je BT ST AR R BT SR AN A2

R AN LA TE SO SR BEROR L L3
A LU FEE N AR 54T T Ui,

2.4 IhGE

AN RGLEIR T RS A BRAT 25 1R B
SIBERL BHE DL =AN T 1 SO SR K
ARG HH 22 SRS (W S5 /45 B AT B R Sl S, 1)
TR W R H RO AR S5 (5 BB 2
TEAb PR EE MR B BAR IR SURS e M7 TIATI A7 AE R A
FEFAT MBI RES A 2 0 A ARG 45 R A S, (H
TG A I R 5 % vH SR8 R &6 1) B
SRS 38 T N [) 5 18 SO O Z A AR B FH 1
7 8 G i A 3 e A i A T =, (E Y R 2 PR
B AR Transformer fifEdt 1 1% )@, (H1E R IR E M
FH F P R B A S AR DAL R W FH ek R v R AR ST
PEHCA AT T P A% . 5500 VR B S ST AR L
DL-SCP fEE#i et B 200 54155 75 SR 5507 1
TAE N 25 5. R 2 1, YR ARRS 45 TG T 38 L
FERG, T [R5 fE SO B VR 58 SR, B2 A5
ARE R A FEAR S ERT7 T, DL-SCP 75 % B4R
T P32 R 2 b S5 A0 v, T 3 AR TR 22 b 30 4 1)
FARIASTE S B ; /AR 55 2 T, DL-SCP Ml = ik

R4 BB SR

Table 4 Unimodal semantic models
F e SRR 38 A RIS
AN, B X o ) o A K AUT e Bt
e K Fb b B LI ] K it
LSTM S ek 2 KR I OC R AR5 RS o NIEREZAINH GRS e
” R TR, RO e BLSRECAC I (2 50, BOZE S 402 . AR S le bk
63] > P Al = s
o GRU LU B B EEHITALEE, TSR 2 A ek
AR e EEMEREBE UG i e R PR
re s AT G Do BT, 8 VIZRL 2R 19 NEELE
BERT Wi 5 T BERT A =A%
%%égyi o * TR SRR IR S Rk ARSI
AST™  BUHRALLREM AST  RNCE R WA (S E AST SRR R A
o RASTRESRURAC, S0 o R, R
ASTNNS At ey TEWERETRIONRIR ARG Ry
o ETEAHE AST 1R . e TREAE A AT T4
AST T AST-TS™ * KRB T MR R T @g% ’
% AST I R FEE A RO AST S UG . o
7 BRI TR 0] A S EG SIS
asT g AN e A R U K R K
M AST ST BREARRAN, WA AR 4 BT AL R 4
Unixcoder!™ BT ks 2 AACIE FE = BUR R T




644

Eitd 52 %

Kl 545 = TR AR A AT 45, SR AR
TIRe I FE i 58 S HETE . R, DL-SCP FHE R H
LA B 5 25 A BRI SRR AR RE 71 I i T V.

3 TE[E DL-SCP Byx s ;5%

XIHLBG AR IR T 2013 4, Szegedy %50 B IKK
B, AR 5 A 2 X % DR L Al 2 e A 1 5 N SR s Al A
UK. B 5, Goodfellow 25 ¥5 Hi il 45 0 2% 1 2k
R ) AR A O 55 P 1 O D TR I A IR
A, %%ﬂ]}}\iﬁfﬁﬁﬁ 20 i NAEFET DA sk
0 FATARNT S A FEAE R T IR R S A B 2
Bei AR IE. Pty ik Hia s e, Mok
5 MY R S A, BiE N W]
R I AN 2 S T 1M O AIE AR T
T FERT G0 25 S B, SCAR SR A 55 2 AN
5, X OO R B A 2] 1 A R A R 2AL
(1) 7] 7.

V2 A B By S, PR AR X B B i i
O A 308 L X YR AL it TR £ L B A& 2, 52 R
J5E 5 SRR W SR B e . AR SO B P B S
KA S SCHR [18, 79], KIRARD X izt
VERN 5 R B A R M AR AL BT L, an ] 4
B, R g 0SS ok I A5 i it n kN Bk
SRR, R Ml I AR i B BRI IR
ZIK NGRS LA SR I R0 72 5 5040 7 B o) T

it B H bR A A U 2 B T e

Lkﬂ?wﬁﬁ%ﬁﬁkﬁﬁﬂﬁﬁiﬁﬁﬁ

M — M AR W 5 fros. AR S, Wk dad
X WA A AT 18 SCEEAN (AR B 4 A 0 BT
A DA GBS Y 175 3 L= AR A R ) T
3.1.1 EGEBMMIRFRE
B Ay 44 b TR AR B I A8 SO A AR O PR
A FEPRFFARRIEVEANE AR RT$E Ll £ &
HoahBoou & Y E acE L HACR B I — M
K. BFRBEEITEAEE RGO R REE #
] 5 3 RN 2% 2 21 55 7 1R AR T BkEAS . 51
XA IR AT S B BT, Zhang 250 BERLEHL L AL,
I T RS2 o SRR T T H Ay B AR IRAT, of
RIRN:
(! | ) = (1— f(2")[y]) X Ps(ar
( — f(@)[y]) % Psa
— f(&")[y]
e ©)
HAr, Py (s) 5 Pregy (t) 73 3R EFRIRRT s MTH
FRARRFT ¢ W38 5) o3 A2 S() AT () 73 RIR
PRI H AR A f(o)y]) BoankEAR 2/
N f IS RONREE y . SR, BLA
R D IRGERT PO A R H A M. F X IX— A2,
| f1:9 DL-SCP fyaiiati ik
VIZiH Bk | R B

!—k—\

\
I
I
I
I
:
I
ﬁi%mli
I
I
I
I
I
I
|
I

) (5) % Pren(t)
1(5) X Proy (1)

. ; e O | s | | Bt |
FEAS, Jyitl, ARSON & FH AR #0500 HEAT I, 4 [ | |
3.1 AEHE B BN B A 2H i
i . . N g FE R B %Tﬁ% B G )
ARRBRT BRI R TR, BRIEHF  mmmmmmmmmmmi oo -
F [87-88], H4 A Bk il 73 7'3% A INLEERI G TN 4 XHRBGE RS
AT G It =25, T SR Fig.4  Classification of adversarial attack methods
x5 B HRUERACRE AN A )
Table 5 Common source code equivalence transformation rules
Eide] Fm) ik ] ) fiiig
1 EWARIRA SKIE AR IRRE, I RIEAR IR 9 LBGEEAA ZCBEN ML, e > b BN b < a
2 A AR EHTES R RAT ERMRRED 10 FIEIRE AR 2 BA O KRIAR AT FU 4R 20 Dy BE R AIRE R A, BURaE ok
3 BEPRAEM R HAR f BRI else AR B 11 LTPNEEAGNE: S Flhn, # C %5 ) scanf Hpk C++ 1 cin
4 S B, K max(z, y) FHRA max(y, ©) 12 RERTACIE TN S AR A B E )
5 om0 OO FTROUARES (R E (i R e, e B s 0D = 1
6  EEER  EREBUEEESYN const HE 14 THETGAES  HHARTE AN Sy, B i+ B 44
7 RERRRITL g REBRRAVE WOV TE S A, B0 int 4E K long 15 i JRAE A e FH 5815 ) SR B A IR AR
8 JEMPGEMEH G AL while (for) ¥t for (while) 16 T B Bhn, # float 44 double 1 A 5 i it 78




4 3 T A8 YA A AT 55 r (R B2 27 ST S U i Fe 4idk 645

| Tl b
Bl =, |-
VB ok || g
WkEA | : L HBERA
| 3 ‘ DL B

F L b g _
N 2 Niv=|Y

S
REEREA BUNGE S XHUREA

K5 AR FEA B R ey i A

Fig.5 Evasion attack process based on code examples

FHOCHE Fed I ek H Frii N5 22 i N 1) (1R ARRY
72 50 R FHAE SCORFF I B 450750 LA T+ AR
FEAS ) B AR I TR B 2 21 I 3 J7 1 32 A
PR X 265 1) P Al 1 D S e FE AT AL 1) 55 T B AR i
XHPUREA. B0, 3 m MHM 1808 H B BE AL
P, CARROT HEZE™ SR AR B X0 5% o8 i e 45
Hbrbr 1455, HHimid X (6) P45 %L Score i
E M B AR iRAF, e(t) He(s) a2t 5 s XM

N
ety —e(s) OL(y, f(x))

Seore(t: $12) = o) —els)a  oels) O

oA R F ARG 5, Yefet 500 45 [

B bR TSR T I, H B e ) 0

K F ) ERFARAE ygou, WA (7). SO, 3 Ho%
1R 5 AR HATHY) one-hot [ @R IR.

t=58—7yxV;sL(0, z, Ygonl) (7

Bt e B R By, B kw0 AR Y e v 1 A T
T ESEARZE yorne, HEAEIL ().
t=54+7x VL0, x, Yirue) (8)

Yang S5 F I 25 1) #8638 5 S0 AN
R SCIRNThRE AR B token, DARAIE A AR AR H
SRVE. IXEETTIESETE 7O BUREA (18 S — B A ]
Bk, ATTAS 2 B S 0 A BN T &R B 2. O
BB P I R SRR H AR, BT SN
€51 3 PN A LA FGSMP. Singhal <57 U]
B FGSM W T8 R A AL 55, i 1A
TR SRR RSB A B R AR, AL H AR
= (9) B, Horp p RoR PR Fa R A,

L(,’B/, Ygoal; 9) (9)

2 =arg  max
o o' —zlp<e

B LR T5VEAN, WA I TN A I 5 R A )
B R R EEN A AR AR, ARG X e
A H A AR IRAT R IE A TR IR AT 1 SR
FESA SRR (B A B A AR AN BUR IO A, L3R

BRS04 AT e S AR S T
B S RYE L.
3.1.2 HAKE
Il N MU 2 15 A O B 3 Hh B I 7 %,

HAZOAE T ARG HR A INAN S IR A2 PP D e AH B 41
LY 0 Wy AR Fr Bt (Dead-code). Dead-code fi4f
TABA) A N H 530 A N H G 1E )
(A JoEIE H 30k 20 A KA AN AR AL H 1 A8 &
Sl 200y 1 R G S R AR P S), Srik-
ant S5 Gl — PO BRI E B i R K, 4
G B H A A AAE A print SRR SLILTHL. SR,
A G2 478 N BU MO [ 5 1 2, ol DG B R Ak 4 5t
Nk, FEVRFE S ) A, Nguyen 55002 42 H H 5))
7, IR AST HE 2R 50 28 S ok ik
BT PREX Poosen , TN

Pehosen = argr;lin P(Mypeta (Thew U Priss) # yi)  (10)

Horft, Mo TR 0B, 30 (10) Fomid i sk
B30 P 38N BIRACHD Jh RAFVER Ty 1, FFiE
FRAE B AR TR 208 N 2 A K AR

CE b FEXHAR RS TS  4h M AR AR ) 2 1
WA E NSO R 2. AR H Tl
B T[] 5 BB AR A B N SRR SR SR, R = B
BN, B G TR R A ARG XU R 45 .
3.1.3 SRENEHREE

TEARI S5 M SN e et 70 b, B ik 3
FREE A B IR B BRI B )G TS & E a4
FOR, R TOMAEIN 4y SCHNH 855 551 0 2 1 55
MR H AL FROY . Dyt — By R, A B s
iof 1 B K A DL S AT BB AR (P R
T4 5 2R SEHLIX — H FRPS 109, fEAL 880535 T,
Wang 5104 3o AR 54 5 0040 T2 51 A\ f2 il 45
¥, Quiring 55 455 ZERE RIS WS R AE O Bkt
A, IR ST H AR TR B — AN B I T 5
TP, BARSd R T 5 KB BMEE R f(TP(2))
NEEFFEE yirne , TN

F(TP(z)) = Yorue (11)

FETRFE 2 STATUR, Gao 2009 Fi) Fl TR Zhpbi i 2
R AR, JRIEIE APT 18 B SR8 ok 38 infiis 2 k¢
M. SRR ETGE RSP, Lin 2007 @it Eah2 ), 4%
HH e N\ AR 5 P L S B R JR) AR A 4 5 2 o
J7ik. BEXT R IR B R oK, Wang 25000 AR
e TSN, Yang 500 )45 A3 A% HVE A ibe
WA, LAY ot 7 R 2 A

2 K S A e e A A B R S 1



646 H 3

g
¥

Eitd 52 %

MEELEM, AEANCAR R 7 D) BE A RT3 N S A R
X ST o AT 5 ey AR AL R OSB3, e
EaRESIERLEI . A, AR S IEh
J7 AHEUARE , AEAE A REK SRR LI R e, 2
T BOR A [R50 24 28 i 5 A P A Y
PR TP AT IR,

R 6 LR T IR e i Uy i, AR ARG AR
BEIHN RBEEOR B AR S0 A AR DA
& A IR AL BT S5

3.2 HEXEH

B B — PR A AR R IR B BU5R
WO oy D v B AR Y TR R B T BE R AR
I 3 A I R SR AR B o 2 1 P i SRR

BRI (RAT . IX STl £ DR FF 49 cdfa T 1 1)
(RIS R AR T i R 2% 1 i HE R IR AR AR
R ehag Mo MR AR R 258 i, Bod &l &
PSR TR 2 S 5 ) S B A R ) 42 1| BROBBOR, 2
Je ARSI RIS g A0 IR, AT e 3 BOHL
MR, HELERRAE I 6 k.

H AT, o8 By BB SO R T SHLAL S A NLP
At R 2 0. AETHSOHLALE UK, W T SR
AR e g DUBR T Mo R BR kv [RIAE,
£ NLP Uk, H & Boade S th e A pe4e =),
(B F AR A AL ™ 4% 1RV S 1R VA S B X4
AT A 2 v B Sl TR A 3 8 TR Bl K
FEARIS I 50 T TG R 2. B, X B8 ik U7 vE A RE
BT IR A B AL S5

F 6 HIFJRACHD AL FRAT 55 1 I B T o 7 ik
Table 6 Evasion attack methods for source code processing tasks
Sk A SRR SRR S0k B SRR NI
e BEOLGFE H R b, e - e
(32 Ben bt DR g T CHR LSTM. ASTRN PIRES R
T AR TR RIS B AL EL R R R $875 6 CodeBERT. o
2 i RS, SR RORARNS AR B ERK GraphCodpBRT, 1 AERI, SR B
e b CodoTs ST, FERERI ThAE S 2K
S M e Y DT 1 e
(93] TR £ HyE He . VB AL 18957 75 2K iﬁgg;igﬁfgﬁfﬁ & A ASTNN. LSTM sk
RN I L 6'd 3 o ek
R b b ) n GRU\LSTM.ASTNN. o o y
[79) SR S PR TR R g sonw Tmony, IR ARELREE B
’ R CDLH. CodeBERT :
o A TR ME R, AR (14) FHF/ Code2vees GGNNs. ..
04] A SHRIAE HABC iRl U S BRI
R FHE 5 5 U0 At e
(95 T ST ARG, H A . B KR g‘r’j}ﬁfgﬁmm g{@g’m“‘ R, £
St B S A
R — 383 s
07 A MR ION, R i KA e T ORI o
)
SEE O e S o o B A
98] T AR ‘i%ig“’ken RERAZH e JHE; LSTM. CodeBERT S SAMCHI SR I
B R QAL . CodeT5. CodeBERT.  FCRLAHE . [ B i1 ALED
(99]  H A LRI SR W HbE GraphCodeBERT BE
T SRR S B " LSTM. DeepTyper. . ..
oL e (RE ARk Bf KRR oo oo PP e
B AR AT AR FTRAR I F R A AR 3 o
e T H bR . > ¥
O et i SR g ERfR SEQISEQ CODE2SEQ it
T 4 LR R b
88 KOs HAA . SR, e o W ERIRRE AN W e g BiLsTM. GRU fR
BT AR AR %ﬁ
W2 AN 5 2%
S S S RS AR
(103 58, HAOE R 2, /1 Dead-code LR REIE LR 0/ FEHIF BILSTM, CODE2SEQ (AT
St R R
RS R 5 BRI IE T R R L F e -
pog SR o ma P sk 4 R
Eln AR AT R 3
[105] g, BRIK AT 9 (E3R5 b %;;*H’%W%*”Mﬁ g Eﬁg% BEHLARHE. LSTM AL M4
B, I 2K * &
T SR IR A RS, _ Code2vec. GGNN. T,
0T s o s AR Wi EHE Gogepprr PRI, PRIt
o FAL 5% SO A X H#5/ CodeBERT. CodeT5.  fEFABIRA. sebER, 2%
[109] S fir ABRIAFE AL PikEA i JH#¥r GraphCodeBERT TBCAS N




4 # IS PRACRE AL BT 55 R VR JE 27 SRR B L I S it AL 647

gAY

| 1 [ |
| 7 !
o |
6

% (BT | | M
o AR | i W}mﬁ "’ e "“ A@Mz%m)\
’—>i e 7T : /\ /\
@_} :_ ) :

R | —— 'vo’fé- Tren

IR ALY

’%ﬁ‘ %

2
R

R ML URE

Fig.6  Poisoning attack process

3.2.1 HIFEHFIEH

Ko b 8 0 B RIS el SR (AR
Y, PAE T RIS R N 2. B, Yang 2500
PEH TAPT AR AR HART P 35E SN Yy =

{x§7 .’,U%, R} Z‘;}, T:tla t27 Y tk7 ﬁiﬁﬁﬂ"]ﬁtﬁ]
KRN o=F(Yr, T), F RIFNRE WHE 4
Y,=0(Xdo) =
{xla X2, *y Tn, x§7 xéa Tty l‘;-,
tlv t2a Tty tk:} (12)
Hr, o R RIEFHEE; X NIRRT, o £R
fith R #5 HRN.

TEAL 48 () B R B BU i 78, Ramakrish-
nan S0 S H Moy 3 T DLd I 1A I R AR R TR
IS OB TE B B SRAE N S 1T Li &0 A

Tﬁﬂ:ﬁﬁﬂ%iﬂ%iﬁuﬁ‘ﬁﬁ% token B{iEA){E
7'3@7}1%&5’]77/2. X 1B a3 ks
S8 A NS OR ik A5 A S W AT B H AR, 6E)T
12 R FH IR o ™ B g 0 M 3 T DL I
PR KIS 5 A A I SRR S e 3 bs h s L. AE
BTl R 8 AR BEAE A I8 7R 255 R AL A% =X
B, 5 L) ik e 28 B TE T VR A AR A VR
Dead-code FER %%, H 55 RIS EAGENER
k-3

TEVR 52 214k, Ayt — D3R A Bk R S R
Wi, Yang 55024 $2 H —FpAE AR AN [F) A7 B AR N 22
ALl R 2% I E Ay AR IR, B B AR TR A
e SUN:

min Locx (/(®(2). yiou) (13)
Sp, @(a) FoRAH o JEAEIIIRER. R (13) 10 FAR

TR @ () AR £ FIWON HFFREE ygou HHRR D
FEIEHEA F | Yefet S50 g th A8 & A4 R E AL

fifp LR SR . A X AR LA B i 44 il 2% 2 g 1R s
BRA0 A @, Li 25020 %811 Dead-code fif & 25 ML .
{H Dead-code fil & 45 1T BE#% g PE AL ALI2)) SNk
Li G507 5 HRE fd A 28 518 A0 200 4 N b B B
BIERHEMMS k. REWAE LR RIHE
AP ik e 2, AHLIX 6 i 2% e 75 KA RO A
SEME. — BB REARYHL, IR A ) HAR R Va ), I
H H#THk = 55— B PAS AR RN V2
3.2.2 HWEGFEKEH

15 A B I 0 I B RS I R S
B, AEA B B B R EN G 1. TEIRE 5 214
W+, Schuster &5 @ it 7E A R gm A2 A X (dnim
FALAA SSL ML) AN REE RS 58
KBRS G 11X 72 AR TN R 1 J5 1)
Yot g ge ) 23 AT 7 2 i gl vh B 50
J7 %, Kurita S0 38 i & o 71| 25 B AL E R A
NG, Yot # /& 3R 2 5 I 2R E 6, 7T LA
FRN:

0, = argmin L,(FT(9)) (14)

Hrr, FT(0) RnxS A RE 0 347 0R#AE; L,
Nk PN A

Fy—J7 T, Chen S50 NE 1306 f5 11 i & 4 1E
ANEG)F AR, P05 & B B Tl 2ot #2.
B BRIz ARE SIS R A, Du &2 A
Shen F5 205l 71l A BERT #2284, B 145 &
i RN S T3 78RR & B R 22 20
A, CAWFEERAIEE B IONESS. Lin %02
I I A pE A il A I R R S HCR N ST,
Ji G0 O Y S A S A . T
KB 5 B AR G ZHNBE K RINEE ST AT %
P e 1 SRR FE R 521
Yeske, HME CABAL sl 7 21000

7 MARFFI B R B R, B H



648

H Zlj (8 = i

52 %

R~ SRR DL K S A 55 5 TS AN [R] o 28 el

EIEAT T TR
3.3 RBIGIEN

FA S Y 2RO A ) TR

S RIE F R Zrh i 5 DL G, (A
Rz s it . O 7 IR IS ACRAE 55 [ 2
BEREAT B SR B, WL (16). Hor, FEACE

AR B R — b i 2 () SR e B, ek AR A Ty, o, g NETER, JEHR 3R i A token Bl z; HIFLAY

FRBUE 0 H, MR B AU REIOBERS,  BERIT foes | ar, -, 2isa). Mi— 1 I, BTN
HET T R B it — 5 ORI (B0 2% Bl fo(os |2, - 2r) = o), JB AL J9 B

P B R ) SRR RO B AL
PIANAERE: AT N SIS HOOT L. i M 2 AE T RE
E5 BARBEARI AL AR, 5 U35 il AR A R 45

RIXF A token ITRIMMER. 751 N2 E KR
sk (16) Fros, M i 5 B P41 token
T RE 77, PRI ), B IR X token [

IR0 Al AT,
3.3.1 1TAHR 1 &
EEXPHAT NG, Tramer %09 Rffesmy 0L oD (‘n 2 o foles | @, o ‘”>>

AR A5 T5 9%, $2 H L% 2% ST A7 B3

HEZR. BIZMESE, Joil il ad A APT A5
P IF IR I AR, FEA X L5 BN R — A Th
BEARIT (0 AU,

NGRS AL PRI, Wang 55 2 145 B
VEHESR. ZHESLIE L 5] AR AL P A R (A
S, JFBUET R RO S R AL R KOG &, Hk
THERAMER AR (D, pr,) LI/MEBFREREL
L(pk,, pK,) = Exep, [Drr(px. (- | X), pre(- [ X))] +

Horp, 5 (15) A5 — Wi B S K, 57T K

(16)

TR PE 2 1, FERE AL B3 B S B 4P Wt 9 07 T
Yue SEM G HY Al IE 75 U 1) I 2R odE ) AR A
USR5, T SIS & G AR BT L
Wili. kBRI RER, Yu FE S G
PEE B 5] IERS A ST AU PUREA AL, R I 33
AR AL AE TR G Ml T I ZRARR. S BIL AE AR A
PR ORY, Yang S50 SR I RFAEIL AT i ok
U i 6 o A rh AN T SR AR BR ), SIEEI A 2

BiM(X;X) + B M(Y3Y) (15) K ER B N5 B I . 33 84T Sy B3 B 7 9 R i P 7

B K B Z % 5, Dyer (- ) Fom o RTHOR DT,
HI Kullback-Leibler BRI J5 TS HAEE, 3.3.2 BHHW

I3 ) 20 A N A L R TS SR, M (5 ) TR
THIEE,; 81, By & JE R 5 AL I
WA X RORERERRAN; Y RORERE AT

FT T FIVEACRD Ab AT 55 I b R M i

IERNELS, A% STRIBT AT B UK BRI AL, 2545

FEAL G Bl J7 b, B0 SR 2 B B3 A
Wang S04 | F AL 88 57 SR X BE 25 B SRR A
T o A bR TR ) e A R R HE W A B S

Table 7 Poisoning attack methods for source code processing tasks
SCHR B3N REEHA Wik Wik H s SEAG LAY LSS
Codegemma-7b.
FERCE AR AT B R, fE AR L . Codellama-7b. A
[118] B PHRANSNFARTD SES H s Codegeex2-6b. (NEEELE
Gemma-7b
[119] ATt fﬁigﬁ Dead-code MATHIABAIF AR, FHFE  Code2seq. BILSTM  fUfidffis
g TR AT R A Dead-code B, o b Do DT gt SRR
NI H RS BURIT, IR a5 AL ol i o - - CodeﬁERf ’ A EE
T Y1 5 4 HR I ON R s AR D SC A DA AE B fi N ~ BiRNN, Transformer. S
[122] AL T R H bz CodeBERT INEEES
[123]  EarAbeRFF AR R AR IR o H bz CodeBERT. CodeT5  fRfi##%
. Shg. e Db g . T, o ‘
M2 A eeRE I hile WRMIARA -y o i o AR o s
WA S Ml ds SIE RGN MERsF RS . - T b
[127] R T AR T B EEA PLBART. CodeT5 ARG ERARE A AR AR
IR P R N BT RE AR BB B R DL S
(128 A [Ea) I 55 T R 0 B TR A R AR TR DA . FHF  GPT-2. Pythia (i

W




4 1

TR A PRART AL AT 55 r AR B 2 SRR UL T S Sk

649

K, SEIUF LI, SR A

A= — (a” )_1 a’b (17)
o, a Flb 435 37~ IE W T, 453 2K R 2000 455 2 22
IR R ) &

Naseh 209 5@ % APT 25 3% [0 25 5 i i %
FEAEBEAT 04T, SEILNT GPT R HIRE AL (1) i f AL )
AU S H00) S R R N2 S T BB G R
R RS HCGTUO EE A TR R
)R PR () B AT, B MR, TR AR
w5 e OF B G g O3 S80S 2 Bt s
B 5 AR S B TR T B LR ST R4,
TEIR B 2 215U, A B e 45 S RN« AL
TR R 38 2 T T 25 Transformer 15
& A B IRAR RS B B A I g vE ) LRI GAN
FIR FE 5 Ak 2 2] B FHE R R BOR (1) J5 1R, ax ik
FFC B, AR 5 FIR il 25 1 250 o 2 B 1 £ 5
PEASJE DA RS 22 4 FIBRAA RS, 75 BT & B 4
THI (4 77 A ATL 1.

8 MR U L B AR H ARSI,
SRR DL K N AT 4% T T AN [R) AR 2R 53 B 7 v sk
1T T EeB.

=R TR P Tl . Rl St g R 2 AL
JIiE T L I8 AT ARG, & H AT [ DL-SCP {3
PRt P Ui, AR, T st R v R H 5
TSR, T BRI AR A R, A o3 MU M ] E
i s BE AL SR, JCVE 4 A o 2 AR AR 4
RN ERA A — BT, PR AR R
FE RGN 5 351k 2 ) ST, S0 H AR R ) I
V= 2 SRS T 2 Gk 3G Rl
il 3] 5 A A A S B TR NSRBI, il 2 2 AR E
HIEREAL, SR, Xk AR 5 T 3 24T
o MRS AEAL AR AR TR B3 B VR o A SR it
ANTH S BRI R SR, S A i £ 1 52 FR
HIMESS e, IR 275 2B AR A 0ot 28R P
FLAR 73 7 ik A i 2 AR R X LA 1 52 20 R A A Y
MR AL, 38 9 HE— 20 BB T X LE R 7T A R A
AR, GE R IR TR L 2 ST A 22 N 1
I F) 22 2, tRONBITERLE IR0 T 2%
B TR B 2815 5 AR 55, P4
RS0 Bt 8 R P A T2 I A A OS5 A RO X
LY, SR O SCOR B . BRI A
BRI, AR 2 A 1 B 4 B0 e 5, i
ARG Bty 3 B il & TE R A5 ) 1 SOE RO

3.4 IhE . R .t e . .
B FF, SEI 2 BAS Rl G Pl . AR et 2ok
AR IR ) DL-SCP Xt il ik, 44t FEANAZ L PP D e A5 D0 T A2 4 AR i R BLE 20,
K8 THIFYRARAD AL B AT 55 AR Y 57 BT vk
Table 8 Model stealing methods for source code processing tasks
GO Sk REERAR Wity H Ax SRS NS5
S H v &F = /é - Iy **~|!‘ e AR v _ N .
figs) JEELI APL SRR FEAPUBIRIIAER g s spnE, v SRIBEIRS
(85]  BritAE I A N K A A, A AT BT A AT T THbR  ZRPERIE. AbER T4 2K 3R GG EECYN
FRE g g;ﬁ;’@ﬁ token FEUITSCRBHE B, JHERF 007 L oy -
[139] FIF& AR SHRAEH, i AR AR SR AU H 5 NARM. BERT4Rec. SASRec HEHAESS
[140] T AST mhla]&R, SCIBERMIEE 5 R — B s GRU, SrcMarkerTE ARDAE R RIS R
ey [142) TS S BV R0, RN B 5 T e [
Z Y] -
[143] i APL 95 BGE 5 B ARG SR A 240 LHP  GPT-2. GPT-3. GPT-Neo SUARA R
x99 AREBEEIERL S 2
Table 9  Advantages and disadvantages of different attack methods
JiiE Sl oA A
Wk RTEEAT s, X B, A TR g;;”;;g;%@'ww HH BRI, R UBE AL
Pl WATBGE  REREAEY, T A A R, SEHTER Dead-code [ 5ERHIE N 25 B ARG, 15 SCTFHRRBEA 2
G WAL, SRR B, AR o RIS BB, SRR,
5 . . ISPV . ; fil e A AR e M, ME LA HIAE RS R, 2 PG bRdE, H IS 5%
i S ] T+£5 ’ S i i : ’ :
- Hpmrhdy  BRRMESR, TR @A, S, S T IR B ) B 5 3 P AR
iRy ORI IAEAR, Sok ke e, & L BN K, USRS, o BE AR AR Y S BRI 454
RG] — TFRERIPE R, AT HAT R, SR TR et A K H AR s, SHIE LAY R, 5B LR A R




650 H 3

S 52 &

MG T R PRA I, BRSO H /L 1,
R RS KN, AR IR B SO BE 3 B
PR M T Rk, BRIk, TSI N iFiEE R
HRESF M V55 LA fabr it AT & RIS IE &K
LG BARMES H bR, WAE R I o Or B IR 26
TRE S, AREL e P R IR 1

4 TE[E DL-SCP BIRH 75 3£

Goodfellow Z£™ F 2015 4 & R H X BTl 4k,
XY AT7 B R PURE A I NN SR FEEHT I
SR SRR TR S . Sinha 25049 WS EAIE
B, fE— @ ha B E W, Ml ghae A 2o s
Mz AGRE 0. BEAE WEFC AN TR N B 18 7 v S 30
ZREAL, T EOE IS o 4R S R ALY SRR A B
ShEr IM 2% 55 T B SR BT RE g E R R A
(& e Sz A 5 b R B 480 V2 R P
L5 URE H &5 B2 AL S 1 VAL R AT AR PR A
ﬁ%jﬁ‘ﬁ[léoflm]'

B 5 X P BT AR T 8 328 o B S WU AN i B A
DZEPRACAD A BEAT 55 I RE S IR, B3 2
ol 577 A0 SR S . AR 5 975 1 v N B B, S LA
WL [151-152], ARSI X el 2k, Ja 110
A B A ZS PR AN E A, a0 P 7 B LI god
Tk E F50H A H I N G BURE A I E B I A R R S
B J5 U155 A BN 2R Y b A 5 1 2 B
BT 975 0 2 R ok AR AR P MR 40 A AR A VI
SRl e, DA a2 AR R ) BT RE a5 BE A
DU A BB B3 M s iy N 000 1) o k. X vk
T 38 i AR 2R 7 T 6 P B i A AR e e S e A
& SEE R B 4 1) B B

[Wil2l DL-SCP B4 7%
\

% e WAL |4En
BB FE 1 WEB R
1Y%
mfivnz,a 51‘1 Bt i %ﬂtﬁfﬁvﬂﬂ
TR (RS A [ piamE e || s

VL BhIERGTY | | IBSIROR || R A

7 1A DL-SCP B 771345 2
Fig.7 Classification of defense methods for DL-SCP
4.1 SHiIZk

XL GRo foc i BB R 22— 1%, & AR5
R 3R I ZRER U 1) 2 FEMERIRAE S iy, anfel 8

Fis, A as: AR IR A KRS LB FEAS
RFALE AU X HUREAS R N 2 ZREE AT AR Y
ISR B PO ZRRA B fE v, B
e I £ R A o AL AL 5 25 ]

/
I
‘ {5 7 DL %7
IOOoon 1

| ‘ T
| '[D00000 |[Tab2) | )
5~ S & —

WHASK | g 9% HRAE |

_-

N Fhm

B8 Xl g

Fig.8 Adversarial training flowchart

AT, LR A YR ORI R R il KA /M i) AL
I T T /NS R R B S DA S T R R
AR R DL BEAY = = SR IR [0 Bl 25 B
Horpr, w PSR T A, ANE A TR A0
B YRS HUTE S . BEXHME R IIER ¥ 3], Zhang
S0 BRDS T G AT 2% bR B R A AR 1 A I 4
SR, 3 H T 3RS I B A T k.

FEVR LA 2] U, B FFURE A 562 )1 5 i)
Zhang S0 $ @ T AT R IR AT 4 PR 5 T BEAR 22
T 4 BB R Uk 95 468 20 ) 1 SCRROMEE , (EZ VR ZE A
FEARZREEA L. Dy, AR TTHE— 20 5l N Wtk
WIZRFENE, SR H AR

Inein { Z L(ytrue7 f(.’l?)) +
Z, Yirue € X (18)

A

T, Ytrue €EX A

L(ytruea f(l‘))}

Hoh, X RUEFEARLSE; Xa ZWSEHEARSE; AT
THEER PUREAS (KR

% FEURACAD I LA — Z0 M, Henkel 5517
HRE R I T SCORSF I 4 1 75 4% LA A JOnT ke
A, IR T SRR H AR

L9, ', yu 1
;%%é (vxvytue) (9)

Hop, H AT A TREM SRS, D Rk
oA o RGN HIREA.

Nt — IR RN B HRRFAE I, Zhou
SO GINHEID I SR, i B b kMR
FEPE RS FEA o, I 51 SR A 5 R H b bR aE

arg Ieréllr{l E(wy ytrue)ND



4 3 T A8 YA A AT 55 r (R B2 27 ST S U i Fe 4idk 651

Ygou —ELAIEE R, BRI LR H b5

9* = arg m9in </\Lurigin(x7 ygoal) +
(20)
(1 - )\)Lmasked(m/a ygoal)>

HA, Loigin(s +)y Liasked (-, +) 730 GG 2540
5 BRI B S HERS I 25401 % R 2R

TETRT token 7% [A] (1) 85 B 586 FE AN o] SR Bk
s B (0 119 b R A N TR P B ) T 32 A A M DA
HIEMA. Nk, Li F0RHsh E LA ESEIRANT
|, $2H AL H A
max L(fo(A(X, o)), y)| (21)

HllIlEX ~D
o VP i<e

HAr F FIR Frobenius 54 A(X, o) RanKis)

o MHTHIN X. B 741 Erishtiiest, Yang

SIS G IEPUR Lop(0) 5 AE AR ik

Lpcp(0) fH25E, AR 58 2SR 2% R £ L =X

(22), H B2 BT AR E M 75 AR AR )i 0L &
L(0) =~vLcg(0) + BLpcr(9) =

[m| [m|
— Y _ailogpi — B pilog (6p; + (1 - 0)g:)
=1 =1 (22)
:/H\:qjv 75 /B y‘jﬁ%ﬁ, Di ?'\Jﬁﬂﬁj?)['ﬂ%z /l\ token
MINEZR 340 q; N @ A token WIEAEIRZ 40 4; 0
RS m| IR token FE. Yang ™ $#EH
I R B AN AT AR ZE S B S 5 vk, 2
ERIAAL H AR -

rgin E(z, y)~D max Lz + oz, y;00) (23)
M oce

Hrp, 0y TS HINES; WIE E R B

R 10 MRBBR . K NS5 I B g

3 TN B X B G 75 3047 1 HUEL. X Pl 2R
i i 44 A AN SO S 2l U5 3 A ot s
AR, FEH TR LA A E BT I SRR SRR TR 1 e
BRI ZRRESR M R A B I RE 7, (B RCRA
PR, HAFEREARZAEVESZ IR IIZR A i ST RS g
1551 AN, AR, BIAE 5] N KR
FEA, B T REgoR B My et ™. Ik, I JsE
FAN B3 S B AL, C A UL a7 =T s
AR AR PR R FR) S 1)

4.2 JFIIBGE

Ja 1By I V5 G R B 2 ST B A AR 2 A Ay
SE il R A R R AR R TN B X — b, LT
Ja 1B A SR ms . 4 B85 1B A AN R B B, A8 50K
HEN 73 RwZE: Gt Je a8 Rl AERR 1.
4.2.1 BUETIES

SRR ) ek o s N i 1] T ) R 8
FB, RHAEVWAES T+, e ARG S 5E
SCRHESEILE 8. F SRS G S S I I8 5 3h AP
A RS I e R B O A A kg S L 1)
. 4N, FERFE 5 2] A, PR R AR BN T
TP 2 PR AR TR AR i Nt mT AR EUOGEE token
PO BAS B W AR Li 280 SR SR bk FE
EVH IR R AR N\ S48 A T BE token Ji7 FIPERE
Z5. mvERe TR BE o (3N (24)), WA
B, HoAd p Flp; 239 AN i A token FT G
R RE: 25T A token F N J5 155 A PE RE AT {45
FasE (20(25)), W) E B 143 BB A AR 4
Wi F B AR Je S Bt i S R R, S Ui
LB AR, DAR A A 3 87 1A AR B oy AN o e,
p—Di

SREHELE Dgpa HHIFEAHEAT AT
£ 10 AFXHUNGITER L
Table 10  Comparison of different adversarial training methods
SCHR REEHA R 1AL REHRA A T S
(154] dd RS I A AR B R HURE A AR REA T IS ARG AR K HATAIRIRTE
(155]  ZETFRARHIBIE, 3 A A B To i EHI G, Rt RS A AL ST T SUORFR AR
[32]  FHJERE AR 5 X HURE A S I SR Y LR T AT BARIRPT XA R D RE S 26 = i A AR R

(7] INZRg A st AR A
[103] 2 KM ARSI A TS RNER
[157] i SCERFF RIS HTPEARTG R

[158] R FHEE T A ISR SRR 27 2) BRI 2R
[159] 3@ 35 S BORAF HEAT SO 1 o

IR

SRR 5 I B SN ST

b5 YNC I E
TRIFIE B REAIIZRRENS, oW SR AR 25

RTHEALE R, SRIEIE AR E

IhES . BRI, e bR BB
T 52 R A

- & B AT
R AL B

R, BRI, A SRR O
e S

ENGEA T REENI=E/N TS
AL A
NG G

IMEEFS
RIS




652 H 3

(8

S 52 &

b—Di

Vp;, <t (25)

g b, QIR JE AR TR 45 AR 5 E UEY
iE, PTAEHERE T BOR M RIS S TR N, JCH
& H TR A 0 #r . AE0Z 7 v DAL B )1 2RI
CVEANRETT, IR B S A T TS .
RPREFH AT RN 2 B AL 0T I RE 7T, R 2 AR Ak
38 S ) 2 S LA Rt 9.
4.2.2 KNFERET]

T I ANIE B 5 11 7 a8 T T (5 SR 48, B
T A3 AT T O TR AT R EUE R, e AT
B 1T, PR B A 70 S0 28 A 1 22 A . TR VR B 2% =) A
W, A 7R BN K WS T N T
BRI 77355 e A R AT N T i
JE I 2 A A 2 e e RS SR A T TIX R, Liu 26000
R BT SR E A6, B2 I &
JG7, Sun ZE0 i — 3P R FH AR A fl A 2% U0 SRR DA
Sy 7 Rl i i 0D AL i By o) WA RGN s T i
A% B S AT RS, e ORI I B 5 1]
KRBT, S IRYRACR AT 55 Hh R B R A A ) s 1ol
AR 7 VA A I S ik e 2, diE e S A
Ze St AT R I 07 B AT I A5 A ke e Y 8%
PUBIL S GAE A AT, P 5 GerE A 4R,
Ramakrishnan 25" @i 1 EREAR o, SHE A =
V IAH SN 3RS 7 W AE V9 Score(x;), AT
HREER G T TREA, R UWITR:
(R - R) V| (26)

Score(z;) =

2
b, R R SRS FR N8, R WB %
BV =[]’ BT kAN 75 R R

e I ANE B I 171 7 ki oy A 2 py S5 45 A4 A0
AT NHRFAESRAST I 5 171, 38 3 3 B e T s A 2k 5
JRA W ZhRE. (HIX T IEAR MR H D By AL
(R B DA R Bl e A5 1 Je 1), 7 37 B B A3 A3 0 A8
RBEAT IO, SR BL A EE 4> ThRE, B ek
JEIE R a1 %A%

F 11 NOREEHIR i M AMESS K Bi e
D5 T i TS g kAT T HRE.
a3
740 72 R F AR A 2SS B Ay 1 — A5 A A [RE
5 FR A=A Papernot 2519 35 $E
K H i softmax A2 BRI FRZS, K 1 22 9 4% 1 i HH
Fi(x) & X WF:

4.3

exp(%)
ly|-1

5 en(2)

Fi(z) = (27)

i€{0, -, [y|-1}
Hr, r ARESHG [yl NEMNELG v VIR %
TR 7]

FEUR FE 5 2] g, ke S 2= 3, Stokes
G IR R T DA 2 TR IR BE G S A oy 26 rh
(P REF , PPAG A B R el 70 SIS 48 4R RORT 75 1 —
B A8 7 4 B A R, RILHRCR AR, B 5, Sing-
hal £507 $2 HOKEE 0 PTI 255 97 18 28 A 45 6 kAR
AREOR, ABZ TR OB = B E X B4,
Pem Az AR 77, Li S0 BB i N A% I 2% A
X PURE AR B A0 AR AIE 2 35 PR DA A A5 2 & e
Grosse S5 M H B T 25 20 M (R B AR 28 187 1%,
FIH softmax 152X N = |8 T 58 i KA

*£ 11 AREJETIPEITER R
Table 11  Comparison of different backdoor defense methods

e FearhA P NS ]

161 SEEETFEMMBERIEARRIMRE  SHEE, CHEY  GsRI SER A D I

[162] = Hosh A R IBLAR R 2 B LR T Ry s T token Al BT
QU IER R SRR AR R B, AR BRI SRR

(25 bt e o % 0 R R B o, AT

163 BhAFER R LR HAERRFRIES BN BRI A

O H 2y 0 45 AL
(164  HEHEHZ TR 2 AR IR o SIELR B gpiriom A
. W R A B % BRI, SRR
(165 S R SRR 1 RN e et T
B ot ) =

g (166 ARG R R, Rk O P EREUTEIE e o 1
. TR R
BRI RS 0 AR P R S P BSBHIR IR R e

[167] W g fih g S TR PRy A i s e TR T SO REAS I A Mo

(168 G5 iikbek 5 RS REMAE N R ANRRIES SRS

1 S WERHE A BT IR T LR OGS E, FEfRAL
gy PR, TR TRIRE o DRBOGRAE, A .

1%k

St AR




4 3 T A8 YA A AT 55 r (R B2 27 ST S U i Fe 4idk 653

bRz, s s

()

Hor zi(x) RARBERN o EXF 5 @ 250 0 5 A
1555, RS IRF B EZ APE, Xia 2507 R
[HER 4K TL (2, s, t) SRAEBREEL Lz, v, s,
t) SRR AR ZIAERL, 2R K (29) 3K (30).

IL(z, s, t) = ES:LMSE(Sk(x)v tor () (29)
k=1

L(IE, Y, S, t) :IL(:L', S, t) +
LMSE (Sclassiﬁer(x)a tclassiﬁer(m)) +

S Les(f(@). o) (30)
fels, t}
Hodr m, RFAEMNGHZEG Lop() M Lyse () 7
RN A XK AN T R ZE R R sy (z) A
tor(z) 73 RN 2 AE LAY B | 5 RN T 2 2R 2ok
JEBVRFIES 5 Scrassifier () T telassifier () 730 7R %
AR A WA B Sy SR A B e — 2 AR
B AR ZE T T A — B R L SR A B sl Sk 1)
AR H AR AO T UM LA B i &=, 6 H
b RBE B AR [, 2 fEh 5 Ekid
GREARIANRLEETE S, AT 52 M A5E 28 [1) e A 5 1)
BIEEJT. 3R 12 MOREERIR . Re A, BT 28 S 5 1
e 177 T B A 28 7 130T 1 LA

4.4 BAREN

HCHEAS I 3 5 VR ) e N B T RIS, I
38 0 NP Bl AEAL A1 BRAE £ 0338 25 AT B I AE
PR A, T8 A% G007 iR IR IR SRR T E AR
AN R A4 73 A1) S5 SERUREAAS . A A TR Asr Il
JiTHl, Zhao SEN 5 £ B AN A SR HL, A
B P AL 5 m A AR e QUGS SEDURT R 2

AR5 73038, FETR B2 S U R, BEXTIRACAS
FEAR JZTH B0 L Beds, Rashid 2560177 BT 25 ) 412
oA SRR 2 2 R B i 2R, IR
BEAEW. SRR, 070 i b AR I T B
BLFEAR B4 B RFEA I R AR b5 S e g )
GBS RS wa i o] ek IR i L S S RS i DU T3
AP 8 (LI AR VR AR BRI A 0 R 2% ) 5 22
FW KRR PUREA. DLEREE AT 910, %07
i AE 2 AT AR 7 B code HH — AN R AR IR
P, A5 B R SCRR R AT (0124 1) AR B oK
AR IRFT 2+ B R T

vec(ty)
2 — ar max ts€Sym(code), ts#z _
N ngVar(code) |Sym(code)|
vec(z) (31)
2

Hr ) 2 RORMEIEFRIRTF; Var(code) R M1k
PRRTFEE A to RN IR SUFRIRTF; [Sym(code)| R
6] AR IRFFEE A RN, vee(z) Flvee(ts) 73 & 2
At B RN,

BT IE A T Y, A B T A R I R R AR
R Th R GF BT AR 7 v DARRAIG 5 RRORE Y 1 A .
[FEF, K BB Sed AR Bl 32 A T 15 2 Bl A AL
BN, 0 248 43 2K 05 VRS Al T B o R AR o S
HREA BT, HZ 7 vk AT BE X 2R G N RCR P A
— RE R,

zE b uT BRI T R R RO I H DL BT
Beds, AR I 0 15 PR3 B Bk DA A2 S 50
FIZARE B RS MR, Rk, MR TR EE X
PR A (%) 250 25 DU AE 42 2 A £S5 A W 1) — A 2R Bk K
F 13 Mo HAR . 45 . NFIME 55 KBt g 1 7 T
S B ASIN J7 vE3EAT T LA,

4.5 INGg

A5 LR TH 7] DL-SCP 1 VY 38 #3740 77 72,
R 14 R T IXEE TR ER L, BB R B TT A Y

R 12 AFEBIEZAREIAR LR

Table 12 Comparison of different defense distillation methods
SCHR REEHA A N AR5 REFRAR A R
SEARE YIZRRERY, IRl BA5 BAHE 80 3 A5 L A RFAE 42 ) ' ) N
[170] Eghﬁ$$Wﬁﬁi,ﬁ*%E1 ﬁﬂiggi %%%ﬁkﬂ‘%ﬁﬁﬁﬁi P ey

(97]  ARHEH BB A AR T T Geht

Iy FEE R ARAR B A

WM EGE

SR 0 S SRR ST BB R 2 R P 2 L £ 4 o o

R N TR N i KIS FGSM il LI AT i B 5
L RO DL AR AR, s AR AR, L N

[172] §y¢:§2mﬁﬁ P P B WK SRR T

(173] AL e (o] 2 e I SR AR TR A T

Y F) 2 BE D, H AR
R RE R e S 4

AR A 7y 26 Xk Bk ARV B




654 H 3

(8

g
¥

Eitd 52 %

* 13
Table 13

AN R EE A 7 i R L

Comparison of different data detection methods

SCHR REHR R

MRS REARAH ) M b R

T %% A4 KN L T B 2 ST ) R
AR it 5k

B B A A SR AT PP AAK
IERV R TNV =¥ Sav N
M A R ) DA S 0 W RE A )
B, B REAT A

R P A ) B LR3I S
WA

R FH TR FSE 20 SRAGHI S A A

R IR B O I = S B = AL DI
MCIP %M

[122] H R R T B

[176] T e, S0

[177] R
o it F R R AR E
bR

[178] 5295 i 1

[179) e

7

SRAER ARSI, TEkE
5t
AR 1 B ) LA, T ()

TR E YL, KN ACHE, f#

(N A et

WA R S R TSI R E S
WA ARSI L A B LS R B
R AR H AT LR IR
AT

DL SN (Y SIEN
SRBE T

HEAr AR IRFT TS

LR A G

* 14
Table 14

AN [ B A7 5 B AR R A

Advantages and disadvantages of different defense methods

Jiik s

A

RERL BT

el um)e .
B p AT SEPELT

ROATERRET] o
R
[agilEgee

TEMTEE
Bt Il

b A A R R, W T RS BT, AR AR E
T RAG U ZREH, 16 PR, A RO L 5 TTIX
SR, R UL 0] O RE AR Ak, B MR 4, &

B EEFTE e ek, R ELT, m RO kA

PRTPREL MR, MY aRiZARE ), EMZ M BGEIER, B GRS R, S BAL IS, X

Yt adi B AT R

SZRAESR USR5 5 v ), B R A A 25 R i TR X,
Kl A, FALSE

BRI TCAT N, B 5 IG5, Ak DL
PESRER AL S T S

XS HEUR, PR R IR, RORBGE AR A, 1%
THK

SZRALEPER, X i B A UK, S22 hRe ), 5
RO VEXT PR A L

EH &M S RBRYE. Xl B e H B
J5i, XTSI IAR XS 2 5, AR AR i H AL
FARKRFEA T &5 J5 1B A8 5 2 T RO ARHS AR
SRR I A AT 55 AR I 0 500 A N S A R
B, L7 VB HETE I A a1 Sk R v iR S R i Bk
ARG 1T, AHIX IR T7 1EAF A R A B A 1 0] 75 B
TR Z5 R Al Bh OIS Y Y i 0 A, L 5 R R X 7
B H AR T o)k, HERRBERRE S
B SI NG T NGRS B s B R 2 T vk
TEVEAT AT 8 S B Bl 25 p et bl &5 =R Ty
BEFEAS, T T30 BB B s T 08, (A 2
BEXH XS PR AR, 25 b, R X S B4 5 VA TR
FEEAT S A 5 T B AR AR I B 8 R A
PR 2 AP AS R B A v S ), TR IR R 2
M Rl A B 45 B AR 7 .

5B G SCAAT S A, RS 80 75 PR Fr
GABEM AR IR B 45 M A e, AR PR
il 7 AT Bl s (R, AT BE T T B AR T IR R
SRR X R SO AR BOE SRR R S
AN, AR E A MR AVERNE L2
JEIREER, B R AL BSBIHOCIEME B, R, (UK
8 SR AR AR B R SO DASE I 2L 8. DL-SCP
77 80 5 ¥ e B S5 A A R TR 2 2 (PR 2 ) 4%
SRR PR, B ffiEsk 58 U — 8, oAk

2% 73 e AR B o v A DA X 47 A A VRV, T AR
U AST 45 ) 1) g I AT R 240 A 5 ) 1) B0l it 5%
. B, R — A RERE BE AR AR 7 450 SCREIRR RN
0 SR G AL, A S R 7 18 (1 S

5 TE[a] DL-SCP BUXHn K iR &E

P THT [ P AR Kb B AT 55 AR 27 ST 403K, 0
ANTF] R 3 5 B LB B AT FE DA R T 8 S
Ha e, A Bz g BAT R YER 8 e
8, WA 7 FAT S AN AT S5 W K0, I Le il 42
FESAABIE SRR 2 BN, 5% 15 P, A SCAE
PRERAATR AR 5570 3 AR FEA A LU G RE 1
B SRR AN YRR X LSRR AR AT IR AR AT

DREFSHIESE

5.1.1 BigCloneBench ##E&
ZHARE R D W Java il 5. 2N T
T B ARSI P DR A SCEL PR AR, W sE T H RIS I H
A e B S . B IE I 2 K B i H JRAR TS &
FE R R BRI g, FH T VP AL A b T B A I TR 1
PERE.
5.1.2 POJ-104 ¥iE&
ZHHR AR B 2 AR TR & (0 R4,

5.1



4 3 T A8 YA A AT 55 r (R B2 27 ST S U i Fe 4idk 655

F 15 AR FAT 5 S RS
Table 15  Datasets in source code processing tasks
BEA%E (T
i DHRIEH A g /(;ﬁft i Wit RIS
BigCloneBench!™" For s 10 900/416/416 Java HIFlZ, FE#HZ. F1E T ARG
POJ-1041 S 104 32/8/12 C/C++ iRTES e R
GCJ oS 70 0.528/0.132/— Python A2 TE# )8
Devign™ e 2 21/2.7/2.7 C HEWR, F1 1 EINEy Rl
PY1500% AR — 100/5/50 Python KRR HERR, H R AT b4
Github Java Corpus!™” R — 13/7/8 Java FERZR, HERER, AR ARG 4
CONCODE! AR — 100/2/2 Java HERZ. BLEU. CodeBLEU A4 R
CodeSearchNet!" R — 908/45/53 Go. Java, JavaSeripts oy R

PHP. Python. Ruby

OJ I8 H b AT ARG SR B0 1IF &AL 7 6] 45 5 Il
MR M IERE. SRS SH 104 NP2,
FARA FEE 500 MEF, ALK RS ERF
S DL, 602 R AR HAH IR ) 850 ) H AR
5.1.3 GCJ #iE&E

ZHHE ST EIE KR E Google I /1) 4F FE H
Bty 5 28, HAUHE B 5 28 A 0 g A2 1) R DA B 2 5%
FART IR T B, R EA S 10 NS
HIRZWARIGIL T, BN FEMAL R 10 4
ANTE P g R e B, DRI, B s AR v AR 700 ANYEAR
fh SCAE
5.1.4 Devign $iB&E

ZHIEEAS RAWA KA CIE S HEIA
(1) 27318 N4 N TARC I BREL, Sl & 2 FE0Th
e, I H 524 yMse. Sehrmh s, SRt
PEBEMLFTEL, AR 2 A e

5.2 4 HESHESE

5.2.1 PY150 ¥iE&E

ZHUREA S M Github FUSEER) 15 734 Py-
thon Y SCAF. Ik E 5 W Zod SC 420 43 )
N 10 TIN5 A, BT AL E 7.63 x 107 I
3.72 x 107 /™ token, FEH TR I AN TS
5.2.2 Github Java Corpus ##E&E

ZHIEEA S 1.4 A Java TH . H%it
FF A% 7 SOk [192-193] BB AR, $E 4
BEFERLE T 1% 174, WIZREE. S0 RS AT
£ H 1580 /3~ 380 Ji Al 530 JiA™ token 2H ™.
5.2.3 CONCODE #iE&

ZHAEE S 33000 4 Java W H . H AR
AL = el X FoR, B IAE RS F B LA
JAH R B ARE 5 A B AT 55 2 M H SR E

R (Javadoc XA I 7 VETERE) AR S AR
5.2.4 CodeSearchNet ##E&E

ZHEIEEEE Go. Java AN RAEE S IT
AR, 54 600 /5 ANThEE. it MFF IR
JE H AT R 30 S SOV R SR A, e A2 A% 200 /5
ANEHE A R E TR B E ARE R X LT
£ e 22 ik i BEAIAS A AL B S ) TR E— N T
YN VRN SCACHS 4 AT AL i AR A 42

5.3 Ihg

Hn e 1) 2 FEVE R SETHR L 2 ST B R E
XHIBBTRCR I OG8E. IR 15 w] 0L, BUA A 4R 1
i 2 MR AR IS 5 AME S5 5. HE D BRE /IR T
B ERRE R, R 2T RG SRS
R UEAh, XS HR SR AR R AU IE S TR R
& EATRIE AR,

ANTE] T WL 2 SO BB B I B 4R URAR
M E e AR LA ATIB AT VEAIE 55 G AL PR 55
TR R R AL B e, AU R AR
TEIR LSO AT IR, 45628 TR AR o<
RAFERFAEMR R, I @ AT ML R 2 Hr 55
J7 AN A 0 a5 M AR AL ;. L, JRACRY B 46 ]
G R, X T BRI R RSS2 53
SMREETB, RIS BER 1IE 2 1T; f&Ja, AR
MR 42 EVE 5 BARME S5 I SRk, s Th
BEJT IS, BRI I ARG 2L 5 2 PS5, HLVF
(CEELZSGICRSRRRN W Bk SN T & S M ELR
A [ R AR b 5 (KX LRk 2 5 2 30
7 B 15 e B A B (R X 1.

6 MEIEFIPERSREMTRE
JE4ER, FFXT ) DL-SCP (X HIBH A,



656 H

S 52 &

WRENDTRE T2 R ZE 50T, IR 2R
CYQPSETIN E N S ik e S TIN E2 R i
AR B B TR S R 1 SCOR B 25 5 T ) B 2% PR AN
WRE, IXLETTIRIFAEE 2 A L. FERIZEEA L,
H RTRARS S FURT A I 78 3 2R T =M
077 1) F AN R R AR R s S B X Pl
J7iE AR T R W Vi 7 325 LA K R0 o] B Bt
W 75, N IR Sk = K05 1A, #E— b ihig
7 7] DL-SCP [ 471 2 Bl 452 A BT 1 i 1) 3 2Pk Ak
HARRWFIT 1.

6.1 MIRAIHkER

6.1.1 fREEEXAYIARELREIRE

5 BARE 5 VA b, AR 1] 9 58 B s v AT
SRR TR IR A E R E B, 5
B HARNE 2 HL IR RS IE K, 21 51 R AR 5 5]
(out-of-vocabulary, OOV) [n] @, 2% fEix— a) @,
AW T 28077, SRR FRHR
B DL SR AR AR AR, 1, Kanade S8 Al
Feng %" 5k H BPE (byte pair encoding) 431 77
R E461R 3 Karampatsis 261 B 7Lt — 0%
BN H BPE J77£ ] LU 2 )b 7] R FUAR ;. Chirkova
S0 B O I AR AT E AR 2R OOV m] . S8
M, XA R RS FiRdraits S 8uaE
AR, T NS R 7 S B R AR i e )
B DL S AR ()05 S AN B A, BG 0 1 AR A 2 )
MEFE; AR IRAF ORI 2 FERR RIS XE B Rk,
PRI LA 75 2200 SCHEFR AT 55 ol P 22 . X 2R )
FR A AN AN 52 M A 2R X AR 18 SR R, 38 T BE Mt
T 2 ) F 1] 2R SR o A 365 2 B TR, B AR AT 2
A DR, el 7E AR B ACKE OE S RTHR T A AU 46
TR AR A] A AT PR AR 2R H R AN A e () DB 1]
Mz —.

6.1.2 REEEISIEMIRIE RRE-

T WL () R X s A B Mo A, Bl AR AR
FIAFRRFE [ e v )18 Qe 5 B R 28 S5 s
FRAE R A R HIRE AR, RAEEARAS AT I FE R
H BN RRE (W77 35 ) X B8 H R ) S8 [H]
FEE L (H R AR T2 17 0 5, 1RO R R
AR 1) S A RFAE A e, JEHAE 2130 = M AR T
WEIE SR G i1 CodeBERT 1 CodeT5 %%, iX
BE AR 3 B DR SCAR T FIE N, ML
NAHS ) BHASRHAE, P B 29 7 HARE LTSS
HH A
6.1.3 FBESWHHPEIENEKAEIR

T ) 2 () A ) 2 A2 H A A AR AR RS X

POt T B —. RRIE I 2 ok n) H AR Y da
NARBEFEAS ) F-25 6 1B I i HA o R ok S L v o
Gt SR, R T B RS VR G e A e SO
M RIYRARAD, MEME? A1 Alert™ %5 i 7 ik A4
PRI %5 45 1) 1717 3 B M0 AR B e T CARLM,
CodeBERT-Attack 1 DWRAttack!™ 2541 Xt fil
YIRS B I e J7v2%, HH T B A S OIS e KX il
SRR I T 15T R s SHfe B3 i S0 RT ARG s A 1 56
PG T BN AE. PR L, de] 25 6 AR RS 18V 45
FE XS B, TR 28 FAR 2 R B 24T 2
(T, AT =4 FOR ST B A 8 A HE

6.1.4 IBH77ARBIES FEREE R % o]

T g EEiE 5 AT K9S S 2 5, YR
A AR 2 TR) B A AN [R] R e JRUA 5480 T 2UATHE S
WA IG5 9, AR 3k FR R4 iy 44 R0 R 4% il
TGS M5 T T (AN ). 3 A% 4538 FH 2B 5 v ek
TG B Rk, IR BB BT AT 10 )45 22 2 FE 1
T TR, M DL E TR B HARIE B B
AU gL R AN [RIASE AL Gy NS 1 32 7 AT
XA T WAETE 2 7, 5 808 H X S8 AL 1)
WAt NE L. B, IWISIE S 55 A A
R, PEFEXFT BB B IE L, A& 2 F R A
RSB AR .

6.1.5 [XHHE KRB XS A o) fE

B Code llama™™, Starcoder™ £G4 AL K AE
H (code large language models, Code LLMs) ] H
B, P 22 4 )t H g o8 M0 RS RIS Y
PR S4R2PATREJ158, (A0 5 Z B5E 7w S
Ty A R 4 L 1 SRS s 77 B 4, Li
RO — MR TR ER AT RG R R T
Yoohe, UG B bR 7R e 82 28 B = A Rp el e
Wi, Zow S5 | F 528 5 86 2 48 2R 07 iR AR st Btk
JE4, TR A F R, 15 AR BT
Yi SR04 Mot T DR RS S AL &
JEE R ) 2R 3 Rl v v RO BURE AR, IR A
ARCER A, EET BRE SRR E A 3k
ZRErh, IXRMMAT NP BE S 2 Code LLMs {5 4.
HH k7 55 B S L IUA BT B E A .
Al 7E K 3% Code LLMs ZhREMI A, 551 3 F7 v H
TELE I 22 4 RS, RN 4 A AR RS 2R T I 1) 5%
PR,

6.1.6 SEEMITHIERAS—(a)

R H AP Zr g 2 H TR TR 2R S
LR B #e e, (HAEVRARAS AL BT 55, X PR AR
AR &YV H AT AR @ AR e, YA
SVEVE S TR SCIRH, P sl 2% A FE B, X —



4 3 T A8 YA A AT 55 r (R B2 27 ST S U i Fe 4idk 657

P EO TN 25 sl AR 36 B DR 1 S — 2 SR
EER 20 A D B 7Y B N [ SR W R P A
AR, BT &R IERE A G —, FHA
[ 75 i 1) = AT EE A, 45 SR wfl DL SR B AN
DRI, ) Sl 5 P VP A 2 e 2 e 48
OB A Lz —.

6.2 WxRAME

HR A L3 T I BBk, AR SCIA R A Sk 1% A ]
DA R T LA 7 ) JE 1t 52
6.2.1 BEIEE5IBENEEMIRARES G ERAR
EEXHEACHS AL FE R OOV Il 3, A Sk B 7T
7 EE: — I BPE %4 4 5 g 5 = A
i SUE B AR AR IR AEAS [ R S HIE X,
SRV FR K 5, B, @5 E SE R
ML) B P 4 28 0 28 Sy S B, R 45 A R AR
P b 38 P B O P DA R R A4 o P 4 2 1
B BRI T A 2, B SRR A (38 SR
671, = RIEE R 2 AN TR BT 5,
1T 4 TR AN A 47 2 A AT 55, S AT 55 T
Y. %5 k] R A AR A 2 S o 3 AR IR AR R
N, TEARBAE S B ATHE 7 250% 4 1] 28 HUASE.
6.2.2 T[5) DL-SCP F{XA3iE X A A i RR M5
SN AR ) 2 A 1 S DA B A i R
HAETE X B T FE (3B B 1, 358 DL-SCP /155
H AR 5 SR AT AR 1 L R B AT A T
AR AT 55 mT e PR 1 75 5 FE £5 0 )2 Ik 518 LB 48
AT R A PR T AR R VB SCHR B R 2. R S B
A RURRE, AR @ AST. I 54
P 28 BTG R 55 0 AT, $E o T S5 R sh i AT
A5 ; Bulla 25200 3@ b~ 37 M 2 152 46 [ U 33 531
FEEEARAY B, R T Ak DA B R A A AR g
S . SR, AT AT AR VR AT T I 1 22 Bk
— RN P B S R R R SRR R R v, ELAE DR
WE S FUE T RE MR R A, —RIE W
A3 S AR R A RAE, AR T F2 98 AR H sh
BB E B, X G B R AE T A 45 0 538 S
B, R IR E M S S A, IR1G TS IR
Pt IR 9, =2 ZURACHIAFAE (UiEVELE . BdfE
WMEE) BhAEARTE o, MRS — il iR &
. DR, M R e L MR HE SR, DU XA
AU S R O B AR S S BUAT AR IR A RE D, XK 2
DL-SCP % 4= 52 i 55 5 75 ).
6.2.3 BERBEENMEEEGMLHAR
ZRTIRACHD AL HEAT 55 b B S i A RCR
i, FLARA JE R AE T Y50 B AT v 4 ) 45 46 2R R A

HRME KR, FECT LB s 25 18]
Pe K. NI RR, — & 0] AR /INRRAIE 48 % 25 (]
PR R Y i o R 2 I Xk, i dn, R R
TE VA BY R L RO PR SRR AE U VR SR S R TR
) YR AR DD A B AT 45 PR B 2 ST B RS 3 AT IR 48, 12
B, i, Zhang 5520 F1 Shi S50 $ H i@ it
PR R G kAR it 2 =2t sl N B
AL, et SRS, EERER
FRAS W RIS A, DA A AR 1) FH AL
DU 2 155 U 1] 52 R 55 5 I K 19 A A FT3)1 A
B (41 CodeBERT), 1J R HILH % 2] AR ZRAC 2L
PR R EARERAR A E AR AR, TR E
AR AT By, T FRIRE WA, 27 b, &4
RADIE S5 g R BT i R B B T S
AR EEL 7 ).
6.2.4 PBIEEMBERIHBBHRAAR

2T [ YA QR A BRAT 45 i s vk, A
F AR TR ARG 5 AR A 200 EaE AT AR Ak,
4, FF CodeT5 #1 GraphCodeBERT AR HY T
WGRBER | 5 F T LSTM Fl GRU 2438 F 15 4
B R IX L 7 VA TE SR i 3 S b Bk R LT, (HIE R
SIS S SRR T H BT R A R, 2 mEE R
OGN ) A v AR TR B AL BEE A RS
ZAETIRE TR I S UL K 2 FEAGIR 5 2 S s e
P (R AN T HE B, A 2002 11 T 33 1 22 e 2 e 3 RS
T B Ry (138 X BT B S AE S, DL — 20 3 sk P
i (2 AL BE F1 AN A8 5 R (R 3R
6.2.5 KIBAESEEMNEREMMAR

SN R AR K 1 5 AR A T I ) B, A7 7 g —
IR 5EE Code LLMs MG IRHLH]. — &
SER U ol NV = 3 10N P e R B B T s B W
WRITR, ANPGRS B AR, JR T
RUGCER P S N AR RE 775 =72 5l ANBE T BR
TS B 1y it P A AR R A AR A S AR
W =& NZIR Code LLMs X BB E A 1 o F&F
CAZ R, R B s e R S B BRORR L HE R 5 R R
5 e XU AR A 308 3 o o A 2R S i) K ) AU B
T SE BT I B8 (1 B FA PR AP
6.2.6 TEE DL-SCP HUIRE G iT M ER MR

B8 XL BCT A W e, an ] S AR RS KA
R BBl (PSR, A2 B E B AT {3 1,
TE RN, AT UL AN 7 5 e — &
N TransCoder™™ 8¢ DeepMutation®"® & T. HA4=
2R B BURE AR, 408 b AL 12 AR A R 0T e )1 25
HESE B CRAS Y BE 65 1R 5 B B N8l — A
7 55 2 PP 7 A B ARAR N R — B VT A



658 H 3

(8

¥ i

52 %

MEZR, DMEAESE— bt T X AN R VA AT 21 E AL

L&
7T ZEERIB

UG RIS )RS Hoom K R Re /), &
B2 8 BYEAR RS AL FAT 45 b (S LT I 1 22
G ) RN A R R L s R, AR
BV B O R B DL RS w1 A
PE. N, ASCHE SR A AT 5, RS R4y
BT 12 003 R 5 2 ) A TR (1) N F IR B L o) B T
TV,

5O 4R, AR NIRARD R iE TR 4
FAFOEE SUIRCH 2, R G 3 32 I BB B AR 1
SEILANTT, FERA DT ILE AR A S AR, &
TVRACRY A5 SCERASE, A SO R AR &b H AT 55 B
FH PR 25 2 RS B AR B K1) 2 R s SO S AR | 72
JPAT N TR RN BB S A SRR =K RIS, X
PARRG AR BEAT 55, bhdse 7 OB =St b i vk
Bk Bt B M DA SRS BT AR SO R EE T
DUFfE UL AR T v XTSRS Ja TR A BRI 2%
TR UL S BCRAG I | FE 20 BT I 8 46 0T T v B R B
FE ARSI 3E M DL R AFEA R . NSRS BB
THERIRANE L, A SCE— 205 4850 H IR
B L AT MG 5 0 9%, AR L R IE S
PEAG R bR S B 375 5. 8 Bk, £F X ) DL-SCP K
PP 22 A ), e 2 T I 1 OSSP R, B AR AR
B G S 3 R 4 ) AR RS B S RIS FROR
v 85 DA % B T v ORI IR ) R AR B X IX
Lk, AR SCHE AR AL AT DL CA R LA 7 Al R
Fr: AL 5B SUE B 2R 46 7 v 90 T
1] DL-SCP = ARRD 1 S AT g B PR 72 DA S AR
1o BB G e Bl A A A T 7T 4. B IR B AT 7T
J5 1A 22 W] DL-SCP 7EAQKS &5 i) 3 7 A5 SCHE fird 45
Jr A e, AR T X 2 4 AT R SR AT AE 1)
WAL T 1A, AREER B 1R A IRARD A B AT 55 1 22 4
PERBESEALAS %, iz S At F it — 20 R R 5 M
PRS2 A3 Bh.

SE0Hk
1 XuY W, Khan T M, Song Y, Meijering E. Edge deep learning
in computer vision and medical diagnostics: A comprehensive
survey. Artificial Intelligence Review, 2025, 58(3): Article No.
93

2 Ahmed S F, Alam M S B, Kabir M, Afrin S, Rafa S J, Me-
hjabin A, et al. Unveiling the frontiers of deep learning: Innov-
ations shaping diverse domains. Applied Intelligence, 2025,
55(7): Article No. 573

3 Lei L, Yang Q L, Yang L, Shen T, Wang R X, Fu C B. Deep
learning implementation of image segmentation in agricultural
applications: A comprehensive review. Artificial Intelligence

10

11

12

13

14

15

16

17

18

Review, 2024, 57(6): Article No. 149

Kamaluddin M I, Rasyid M W K, Abqoriyyah F H, Sachu A.
Accuracy analysis of DeepL: Breakthroughs in machine transla-
tion technology. Journal of English Education Forum, 2024,
4(2): 122-126

Chen X P, Hu X, Huang Y, Jiang H, Ji W X, Jiang Y J, et al.
Deep learning-based software engineering: Progress, challenges,
and opportunities. Science China Information Sciences, 2025,
68(1): Article No. 111102

Bu W J, Shu H, Kang F, Hu Q, Zhao Y T. Software subclassi-
fication based on BERTopic-BERT-BiLSTM model. Electron-
ics, 2023, 12(18): Article No. 3798

Ameri R, Hsu C C, Band S S. A systematic review of deep
learning approaches for surface defect detection in industrial
applications. Engineering Applications of Artificial Intelligence,
2024, 130: Article No. 107717

Vijayanandan T, Banujan K, Induranga A, Kumara B T G S,
Koswattage K. LeONet: A hybrid deep learning approach for
high-precision code clone detection using abstract syntax tree
features. Big Data and Cognitive Computing, 2025, 9(7): Art-
icle No. 187

Shen Y H, Ju X L, Chen X, Yang G. Bash comment genera-
tion via data augmentation and semantic-aware CodeBERT.
Automated Software Engineering, 2024, 31(1): Article No. 30

Wang Shang-Wen, Liu Kui, Lin Bo, Li Li, Klein J, Bissyandé
T F, et al. Fine-grained defect localization based on pointer
neural network. Journal of Software, 2024, 35(4): 1841-1860
(EMSC, XI3E, Mid, 237, Klein J, Bissyandé T F, et al. 3T
Tl A 22 0 4% (0 DR S5 S8 I 5 7. BHF 3R, 2024, 35(4): 1841—
1860)

Liu S G, Cao D, Kim J, Abraham T, Montague P, Camtepe S,
et al. EaTVul: ChatGPT-based evasion attack against soft-
ware vulnerability detection. In: Proceedings of the 33rd
USENIX Conference on Security Symposium. Philadelphia,
USA: USENIX, 2024. Article No. 411

Chen Si-Hong, Shen Hao-Jing, Wang Ran, Wang Xi-Zhao. Re-
lationship between prediction uncertainty and adversarial ro-
bustness. Journal of Software, 2022, 33(2): 524-538

(MR8, Vovdssh, 4, EERER. TONAH P 53 HrE o6
RIFFE. AR, 2022, 33(2): 524-538)

Javed H, El-Sappagh S, Abuhmed T. Robustness in deep learn-
ing models for medical diagnostics: Security and adversarial
challenges towards robust AI applications. Artificial Intelli-
gence Review, 2024, 58(1): Article No. 12

Mei S H, Lian J W, Wang X F, Su Y R, Ma M Y, Chau L P.
A comprehensive study on the robustness of deep learning-
based image classification and object detection in remote sens-
ing: Surveying and benchmarking. Journal of Remote Sensing,
2024, 4: Article No. 0219

Alahmed S, Alasad Q, Yuan J S, Alawad M. Impacting robust-
ness in deep learning-based NIDS through poisoning attacks.
Algorithms, 2024, 17(4): Article No. 155

Qin Zhen, Zhuang Tian-Ming, Zhu Guo-Song, Zhou Er-Qiang,
Ding Yi, Geng Ji. Survey of security attack and defense
strategies for artificial intelligence model. Journal of Computer
Research and Development, 2024, 61(10): 2627-2648

(ZRER, RS, R, JA 7R, T, HEe. A R e
R 22 4 MUk AT A s 23R . THEERLIT AL 5 R R, 2024, 61(10):
2627-2648)

Wang Xu-Tong, Yin Jie, Liu Chao-Ge, Xu Chen-Chen, Huang
Hao, Wang Zhi, et al. A survey of backdoor attacks and de-
fenses on neural networks. Chinese Journal of Computers, 2024,
47(8): 1713-1743

(N2, T, X, RRR, 35, £, . M1
FHE PSR, LR, 2024, 47(8): 1713-1743)

Zhang C Y, Hu M W, Li W H, Wang L J. Adversarial attacks
and defenses on text-to-image diffusion models: A survey. In-
formation Fusion, 2025, 114: Article No. 102701


https://doi.org/10.1007/s10462-024-11033-5
https://doi.org/10.1007/s10489-025-06259-x
https://doi.org/10.1007/s10462-024-10775-6
https://doi.org/10.1007/s10462-024-10775-6
https://doi.org/10.29303/jeef.v4i2.681
https://doi.org/10.1007/s11432-023-4127-5
https://doi.org/10.3390/electronics12183798
https://doi.org/10.3390/electronics12183798
https://doi.org/10.1016/j.engappai.2023.107717
https://doi.org/10.3390/bdcc9070187
https://doi.org/10.1007/s10515-024-00431-2
https://doi.org/10.13328/j.cnki.jos.006924
https://doi.org/10.13328/j.cnki.jos.006163
https://doi.org/10.1007/s10462-024-11005-9
https://doi.org/10.1007/s10462-024-11005-9
https://doi.org/10.1007/s10462-024-11005-9
https://doi.org/10.34133/remotesensing.0219
https://doi.org/10.3390/a17040155
https://doi.org/10.7544/issn1000-1239.202440449
https://doi.org/10.7544/issn1000-1239.202440449
https://doi.org/10.11897/SP.J.1016.2024.01713
https://doi.org/10.1016/j.inffus.2024.102701
https://doi.org/10.1016/j.inffus.2024.102701

4

Ll TR A PRART AL AT 55 r AR B 2 SRR UL T S Sk

659

19

20

21

22

23

24

25

26

27

28

29

30

31

32

33

34

35

Chen N, Sun Q S, Wang J N, Gao M, Li X L, Li X. Evaluat-
ing and enhancing the robustness of code pre-trained models
through structure-aware adversarial samples generation. In:
Proceedings of the Findings of the Association for Computa-
tional Linguistics. Singapore: ACL, 2023. 1485714873

Na C W, Choi Y S, Lee J H. DIP: Dead code insertion based
black-box attack for programming language model. In: Proceed-
ings of the 61st Annual Meeting of the Association for Compu-
tational Linguistics. Toronto, Canada: ACL, 2023. 7777-7791

Allamanis M, Barr E T, Devanbu P, Sutton C. A survey of
machine learning for big code and naturalness. ACM Comput-
ing Surveys, 2019, 51(4): Article No. 81

Xu Y, Cheng M. Multi-view feature fusion model for software
bug repair pattern prediction. Wuhan University Journal of
Natural Sciences, 2023, 28(6): 493-507

Wan Y, Bi Z Q, He Y, Zhang J G, Zhang H'Y, Sui Y L, et al.
Deep learning for code intelligence: Survey, benchmark and
toolkit. ACM Computing Surveys, 2024, 56(12): Article No.
309

Yang Y M, Xia X, Lo D, Grundy J. A survey on deep learning
for software engineering. ACM Computing Surveys, 2022,
54(10s): Article No. 206

Devanbu P, Dwyer M, Elbaum S, Lowry M, Moran K,
Poshyvanyk D, et al. Deep learning & software engineering:
State of research and future directions. arXiv preprint arXiv:
2009.08525, 2020.

Yang Yan-Jing, Mao Run-Feng, Tan Rui, Shen Hai-Feng,
Rong Guo-Ping. Robustness verification method for artificial
intelligence systems based on source code processing. Journal of
Software, 2023, 34(9): 4018-4036

(Bokcst, BIAE, WA, LW, REF. JFiDLRg 5T ALY
AE R GG B VEIAIE V5. 4R, 2023, 34(9): 4018-4036)

She X Y, Liu Y, Zhao Y J, He Y L, Li L, Tantithamthavorn C,
et al. Pitfalls in language models for code intelligence: A tax-
onomy and survey. arXiv preprint arXiv: 2310.17903, 2023.

Sun Wei-Song, Chen Yu-Chen, Zhao Zi-Han, Chen Hong, Ge
Yi-Fei, Han Ting-Xu, et al. Survey on security of deep code
models. Journal of Software, 2025, 36(4): 1461-1488

(MR, BRFER, RS, B, 55— %, BhE 0, &5, IR BEAURD AR
Tz 2 g5R . AEEAR, 2025, 36(4): 1461-1488)

Ji Tian-Tian, Fang Bin-Xing, Cui Xiang, Wang Zhong-Ru,
Gan Rui-Ling, Han Yu, et al. Research on deep learning-
powered malware attack and defense techniques. Chinese
Journal of Computers, 2021, 44(4): 669—695

(AL, TP, B, EAME, HER, w5, 5 WY IR
) ARRD IS IF 7t R . THELA R, 2021, 44(4): 669-695)
Qu Y B, Huang S, Yao Y M. A survey on robustness attacks
for deep code models. Automated Software Engineering, 2024,
31(2): Article No. 65

Szegedy C, Zaremba W, Sutskever I, Bruna J, Erhan D, Good-
fellow I J, et al. Intriguing properties of neural networks. In:
Proceedings of the 2nd International Conference on Learning
Representations. Banff, Canada: ICLR, 2014.

Zhang H Z, Li Z, Li G, Ma L, Liu Y, Jin Z. Generating ad-
versarial examples for holding robustness of source code pro-
cessing models. In: Proceedings of the 34th AAAI Conference
on Artificial Intelligence. New York, USA: AAAI, 2020.
1169-1176

Kumar S, Gupta S, Buduru A B. BB-Patch: BlackBox ad-
versarial patch-attack using zeroth-order optimization. arXiv
preprint arXiv: 2405.06049, 2024.

Hector K, Moéllic P A, Dutertre J M, Dumont M. Fault injec-
tion and safe-error attack for extraction of embedded neural
network models. In: Proceedings of the European Symposium
on Research in Computer Security. The Hague, The Nether-
lands: Springer, 2024. 644—664

Li C, Yao W, Wang H D, Jiang T S, Zhang X Y. Bayesian

36

37

39

40

41

42

43

44

45

46

47

48

49

evolutionary optimization for crafting high-quality adversarial
examples with limited query budget. Applied Soft Computing,
2023, 142: Article No. 110370

Li Zi-Tuo, Sun Jian-Bin, Yang Ke-Wei, Xiong De-Hui. A re-
view of adversarial robustness evaluation for image classifica-
tion. Journal of Computer Research and Development, 2022,
59(10): 2164-2189

(Z=E¥h, MM, B s, RN, T B & B0 HL e T
fhigd. WHEHU SRR, 2022, 59(10): 2164—-2189)

Wei X X, Kang C X, Dong Y P, Wang Z Y, Ruan S W, Chen
Y B, et al. Real-world adversarial defense against patch at-
tacks based on diffusion model. IEEE Transactions on Pattern
Analysis and Machine Intelligence, 2025, 47(12): 11124-11140

Ilyas A, Santurkar S, Tsipras D, Engstrom L, Tran B, Madry
A. Adversarial examples are not bugs, they are features. In:
Proceedings of the 33rd International Conference on Neural In-
formation Processing Systems. Vancouver, Canada: ACM,
2019. Article No. 12

Wang W Q, Wang L N, Wang R, Ye A S, Tang B X. To-
wards a robust deep neural network in text domain a survey.
arXiv preprint arXiv: 1902.07285, 2019.

Zhang Xin, Zhang Han, Niu Man-Yu, Ji Li-Xia. Adversarial
sample detection in computer vision: A survey. Computer Sci-
ence, 2025, 52(1): 345-361

(7 dE, kiE, 425, WARIER. TR S U HURE A A T 47
R, HSENURLY, 2025, 52(1): 345-361)

Jiang W, He Z Y, Zhan J Y, Pan W J. Attack-aware detection
and defense to resist adversarial examples. IEEE Transactions
on Computer-Aided Design of Integrated Circuits and Systems,
2021, 40(10): 2194-2198

Zhao Zi-Tian, Zhan Wen-Han, Duan Han-Cong, Wu Yue.
Study on adversarial robustness of deep learning models based
on SVD. Computer Science, 2023, 50(10): 362—368

(RTR, A0, BUgE, RIR. 5T SVD MR BRI B
EREVERT ST, THENLELY:, 2023, 50(10): 362-368)

Samangouei P, Kabkab M, Chellappa R. Defense-GAN: Pro-
tecting classifiers against adversarial attacks using generative
models. In: Proceedings of the 6th International Conference on
Learning Representations. Vancouver, Canada: OpenReview.
net, 2018.

Dong Qing-Kuan, He Jun-Lin. Robustness enhancement meth-
od of deep learning model based on information bottleneck.
Journal of Electronics & Information Technology, 2023, 45(6):
2197-2204

(FEPRDE, (VR AR He 115 EHATA IR FBE 27 SRS L B b P 5 V2%
BT 55 E2R, 2023, 45(6): 2197-2204)

Devlin J, Chang M W, Lee K, Toutanova K. BERT: Pre-train-
ing of deep bidirectional Transformers for language understand-
ing. In: Proceedings of the Conference of the North American
Chapter of the Association for Computational Linguistics: Hu-
man Language Technologies. Minneapolis, USA: ACL, 2019.
41714186

Radford A, Wu J, Child R, Luan D, Amodei D, Sutskever I.
Language models are unsupervised multitask learners. OpenAIl
Blog, 2019, 1(8): 1-24

Sharma R, Chen F X, Fard F, Lo D. An exploratory study on
code attention in BERT. In: Proceedings of the 30th
IEEE/ACM International Conference on Program Comprehen-
sion (ICPC). Pittsburgh, USA: IEEE, 2022. 437-448

Zeng Z R, Tan H Z, Zhang H T, Li J, Zhang Y Q, Zhang L M.
An extensive study on pre-trained models for program under-
standing and generation. In: Proceedings of the 31st ACM SIG-
SOFT International Symposium on Software Testing and Ana-
lysis. Virtual Event: ACM, 2022. 39-51

Yao K C, Wang H, Qin C, Zhu H S, Wu Y J, Zhang L B.
CARL: Unsupervised code-based adversarial attacks for pro-
gramming language models via reinforcement learning. ACM
Transactions on Software Engineering and Methodology, 2025,



660

H Zlj

¥ i

52 %

52

53

54

56

57

58

60

61

62

63

64

65

34(1): Article No. 22

Niu C G,Li CY, Ng V, Chen D X, Ge J D, Luo B. An empir-
ical comparison of pre-trained models of source code. In: Pro-
ceedings of the 45th IEEE/ACM International Conference on
Software Engineering (ICSE). Melbourne, Australia: IEEE,
2023. 2136—2148

Feng Z Y, Guo D Y, Tang D Y, Duan N, Feng X C, Gong M,
et al. CodeBERT: A pre-trained model for programming and
natural languages. In: Proceedings of the Findings of the Asso-
ciation for Computational Linguistics. Virtual Event: ACL,
2020. 1536—1547

Ii ZY, Lu S, Guo D Y, Duan N, Jannu S, Jenks G, et al.
CodeReviewer: Pre-training for automating code review activit-
ies. arXiv preprint arXiv: 2203.09095, 2022.

Chakraborty S, Ahmed T, Ding Y R B, Devanbu P T, Ray B.
NatGen: Generative pre-training by “naturalizing” source code.
In: Proceedings of the 30th ACM Joint European Software En-
gineering Conference and Symposium on the Foundations of
Software Engineering. Singapore: ACM, 2022. 18-30

Wang Y, Wang W S, Joty S, Hoi S C H. CodeT5: Identifier-
aware unified pre-trained encoder-decoder models for code un-
derstanding and generation. In: Proceedings of the Conference
on Empirical Methods in Natural Language Processing. Punta
Cana, Dominican Republic: ACL, 2021. 8696—8708

Wang Y, Le H, Gotmare A, Bui N, Li J N, Hoi S. CodeT5+:
Open code large language models for code understanding and
generation. In: Proceedings of the Conference on Empirical
Methods in Natural Language Processing. Singapore: ACL,
2023. 1069-1088

Ding Y R B, Chakraborty S, Buratti L, Pujar S, Morari A,
Kaiser G, et al. CONCORD: Clone-aware contrastive learning
for source code. In: Proceedings of the 32nd ACM SIGSOFT
International Symposium on Software Testing and Analysis.
Seattle, USA: ACM, 2023. 26—38

Poesia G, Polozov O, Le V, Tiwari A, Soares G, Meek C, et al.
Synchromesh: Reliable code generation from pre-trained lan-
guage models. In: Proceedings of the 10th International Confer-
ence on Learning Representations. Virtual Event: OpenReview.
net, 2022.

Wang R C, Xu S L, Tian Y, Ji X Y, Sun X B, Jiang S J. SCL-
CVD: Supervised contrastive learning for code vulnerability de-
tection via GraphCodeBERT. Computers & Security, 2024,
145: Article No. 103994

Zeng J W, Zhang T, Xu Z. DG-Trans: Automatic code sum-
marization via dynamic graph attention-based Transformer. In:
Proceedings of the 21st IEEE International Conference on Soft-
ware Quality, Reliability and Security (QRS). Hainan, China:
IEEE, 2021. 786—795

Yang J, Fu C, Deng F Y, Wen M, Guo X W, Wan C H. To-
ward interpretable graph tensor convolution neural network for
code semantics embedding. ACM Transactions on Software En-
gineering and Methodology, 2023, 32(5): Article No. 115

Peng J X, Wang Y, Xue J F, Liu Z Y. Fast cross-platform bin-
ary code similarity detection framework based on CFGs taking
advantage of NLP and inductive GNN. Chinese Journal of
Electronics, 2024, 33(1): 128-138

Sherstinsky A. Fundamentals of recurrent neural network
(RNN) and long short-term memory (LSTM) network. Phys-
ica D: Nonlinear Phenomena, 2020, 404: Article No. 132306

Cahuantzi R, Chen X Y, Giittel S. A comparison of LSTM and
GRU networks for learning symbolic sequences. In: Proceed-
ings of the Conference on Intelligent Computing. Zhengzhou,
China: Springer, 2023. 771-785

Wang R Y, Zhang H W, Lu G L, Lyu L, Lyu C. Fret: Func-
tional reinforced Transformer with BERT for code summariza-
tion. IEEE Access, 2020, 8: 135591-135604

Algarni M, Azim A. Low level source code vulnerability detec-

66

67

68

69

70

71

72

73

74

75

76

T

78

79

80

81

tion using advanced BERT language model. In: Proceedings of
the 35th Canadian Conference on Artificial Intelligence.
Toronto, Canada: Canadian Artificial Intelligence Association,
2022. Article No. 2022L2

Mohammadkhani A H, Tantithamthavorn C, Hemmatif H. Ex-
plaining Transformer-based code models: What do they learn?
When they do not work? In: Proceedings of the 23rd Interna-
tional Working Conference on Source Code Analysis and Ma-
nipulation (SCAM). Bogotd, Colombia: IEEE, 2023. 96-106

Shi E S, Wang Y L, Du L, Zhang H Y, Han S, Zhang D M, et
al. CoCoAST: Representing source code via hierarchical split-
ting and reconstruction of abstract syntax trees. Empirical
Software Engineering, 2023, 28(6): Article No. 135

Zhang J, Wang X, Zhang H Y, Sun H L, Wang K X, Liu X D.
A novel neural source code representation based on abstract
syntax tree. In: Proceedings of the 41st IEEE/ACM Interna-
tional Conference on Software Engineering (ICSE). Montreal,
Canada: IEEE, 2019. 783-794

Gong L Y, Elhoushi M, Cheung A. AST-T5: Structure-aware
pretraining for code generation and understanding. In: Proceed-
ings of the 41st International Conference on Machine Learning.
Vienna, Austria: PMLR, 2024. 15839-15853

Yang G, Jin T C, Dou L. Heterogeneous directed hypergraph
neural network over abstract syntax tree (AST) for code classi-
fication. In: Proceedings of the 35th International Conference
on Software Engineering and Knowledge Engineering. Virtual
Event: KSI Research Inc., 2023. 274-279

Guo D Y, Lu S, Duan N, Wang Y L, Zhou M, Yin J. UniX-
coder: Unified cross-modal pre-training for code representation.
In: Proceedings of the 60th Annual Meeting of the Association
for Computational Linguistics. Dublin, Ireland: ACL, 2022.
7212-7225

Goodfellow I J, Shlens J, Szegedy C. Explaining and harness-
ing adversarial examples. In: Proceedings of the 3rd Interna-
tional Conference on Learning Representations. San Diego,
USA: ICLR, 2015.

Dube S. High dimensional spaces, deep learning and adversari-
al examples. arXiv preprint arXiv: 1801.00634, 2018.

Amsaleg L, Bailey J, Barbe A, Erfani S M, Furon T, Houle M
E, et al. High intrinsic dimensionality facilitates adversarial at-
tack: Theoretical evidence. IEEE Transactions on Information
Forensics and Security, 2021, 16: 854-865

Tanay T, Griffn L. A boundary tilting persepective on the phe-
nomenon of adversarial examples. arXiv preprint arXiv:
1608.07690, 2016.

Wei H, Tang H, Jia X M, Wang Z X, Yu H X, Li Z B, et al.
Physical adversarial attack meets computer vision: A decade
survey. IEEE Transactions on Pattern Analysis and Machine
Intelligence, 2024, 46(12): 9797-9817

LiuD Z, Yang M Y, Qu X Y, Zhou P, Cheng Y, Hu W. A sur-
vey of attacks on large vision-language models: Resources, ad-
vances, and future trends. IEEE Transactions on Neural Net-
works and Learning Systems, 2025, 36(11): 19525-19545

Guo Kai-Wei, Yang Kui-Wu, Zhang Wan-Li, Hu Xue-Xian,
Liu Wen-Zhao. A review of adversarial examples for optical
character recognition. Journal of Image and Graphics, 2024,
29(9): 2672-2691

(SR, B, TR0 B, W15, XISCELL T A SCA TR AR B
FEARYUT 45k E B R BT 244k, 2024, 29(9): 2672-2691)
Zhang H Z, Fu Z Y, Li G, Ma L, Zhao Z H, Yang H A, et al.
Towards robustness of deep program processing models-detec-

tion, estimation, and enhancement. ACM Transactions on Soft-
ware Engineering and Methodology, 2022, 31(3): Article No. 50

Biggio B, Fumera G, Roli F. Security evaluation of pattern
classifiers under attack. IEEE Transactions on Knowledge and
Data Engineering, 2014, 26(4): 984-996

Yu Zheng-Fei, Yan Qiao, Zhou Yun. A survey on adversarial



4

Ll TR A PRART AL AT 55 r AR B 2 SRR UL T S Sk

661

82

83

84

86

87

88

89

90

91

92

93

94

95

96

machine learning for cyberspace defense. Acta Automatica Sin-
ica, 2022, 48(7): 1625-1649

(RIETK, EIT, R T ) 4 25 1) 57 480 1R % SO BL 3% 5 >0 iF .45
& B, 2022, 48(7): 1625-1649)

Biggio B, Corona I, Nelson B, Rubinstein B I P, Maiorca D,
Fumera G, et al. Security evaluation of support vector ma-
chines in adversarial environments. Support Vector Machines
Applications. Cham: Springer, 2014. 105-153

Chen Jin-Yin, Zou Jian-Fei, Pang Ling, Li Hu. Anti-interpola-
tion based stealthy poisoning attack method on deep neural
networks. Control and Decision, 2023, 38(12): 3381-3389
(W&, A, JEXS, 2008, —FioR F S hs (i SR A PO e Hh 3 05
k. 5K, 2023, 38(12): 3381-3389)

Kloft M, Laskov P. Security analysis of online centroid anom-
aly detection. The Journal of Machine Learning Research,
2012, 13(1): 3681-3724

Wang X R, Xiang Y, Gao J, Ding J. Information laundering
for model privacy. In: Proceedings of the 9th International
Conference on Learning Representations. Virtual Event: Open-
Review.net, 2021.

Carlini N, Tramer F, Wallace E, Jagielski M, Herbert-Voss A,
Lee K, et al. Extracting training data from large language mod-
els. In: Proceedings of the 30th USENIX Security Symposium.
Virtual Event: USENIX Association, 2021. 2633—2650

Yu S W, Wang T, Wang J. Data augmentation by program
transformation. Journal of Systems and Software, 2022, 190:
Article No. 111304

Chen P L, Li Z, Wen Y, Liu L L. Generating adversarial source
programs using important tokens-based structural transforma-
tions. In: Proceedings of the 26th International Conference on
Engineering of Complex Computer Systems (ICECCS).
Hiroshima, Japan: IEEE, 2022. 173-182

Srikant S, Liu S J, Mitrovska T, Chang S Y, Fan Q F, Zhang
G Y, et al. Generating adversarial computer programs using
optimized obfuscations. In: Proceedings of the 9th Internation-
al Conference on Learning Representations. Virtual Event:
OpenReview.net, 2021.

Pour M V, Li Z, Ma L, Hemmati H. A search-based testing
framework for deep neural networks of source code embedding.
In: Proceedings of the 14th IEEE Conference on Software Test-
ing, Verification and Validation (ICST). Porto de Galinhas,
Brazil: IEEE, 2021. 36—46

Rabin M R I, Bui N D Q, Wang K, Yu Y J, Jiang L X, Ali-
pour M A. On the generalizability of neural program models
with respect to semantic-preserving program transformations.
Information and Software Technology, 2021, 135: Article No.
106552

Tian Z, Chen J J, Jin Z. Code difference guided adversarial ex-
ample generation for deep code models. In: Proceedings of the
38th IEEE/ACM International Conference on Automated Soft-
ware Engineering (ASE). Luxembourg, Luxembourg: IEEE,
2023. 850-862

Tian J F, Wang C X, Li Z, Wen Y. Generating adversarial ex-
amples of source code classification models via Q-learning-
based Markov decision process. In: Proceedings of the IEEE
21st International Conference on Software Quality, Reliability
and Security (QRS). Hainan, China: IEEE, 2021. 807-818

Yefet N, Alon U, Yahav E. Adversarial examples for models of
code. Proceedings of the ACM on Programming Languages,
2020, 4(OOPSLA): Article No. 162

Yang Z, Shi J K, He J D, Lo D. Natural attack for pre-trained
models of code. In: Proceedings of the 44th International Con-
ference on Software Engineering. Pittsburgh, USA: ACM, 2022.
1482-1493

Kreuk F, Barak A, Aviv-Reuven S, Baruch M, Pinkas B, Kesh-
et J. Deceiving end-to-end deep learning malware detectors us-
ing adversarial examples. arXiv preprint arXiv: 1802.04528,
2018.

97

98

99

100

101

102

103

104

105

106

107

108

109

110

111

112

Singhal R, Soni M, Bhatt S, Khorasiya M, Jinwala D C. En-
hancing robustness of malware detection model against white
box adversarial attacks. In: Proceedings of the 19th Interna-
tional Conference on Distributed Computing and Intelligent
Technology. Bhubaneswar, India: Springer, 2023. 181-196

Zhang HZ, Lu S, Li Z, Jin Z, Ma L, Liu Y, et al. CodeBERT-
Attack: Adversarial attack against source code deep learning
models via pre-trained model. Journal of Software: Evolution
and Process, 2024, 36(3): Article No. 2571

Jha A, Reddy C K. CodeAttack: Code-based adversarial at-
tacks for pre-trained programming language models. In: Pro-
ceedings of the 37th AAAT Conference on Artificial Intelligence.
Washington, USA: AAAI, 2023. 14892-14900

Du X H, Wen M, Wei Z C, Wang S W, Jin H. An extensive
study on adversarial attack against pre-trained models of code.
In: Proceedings of the 31st ACM Joint European Software En-
gineering Conference and Symposium on the Foundations of
Software Engineering. San Francisco, USA: ACM, 2023. 489—
501

Bielik P, Vechev M. Adversarial robustness for code. In: Pro-
ceedings of the 37th International Conference on Machine
Learning. Virtual Event: PMLR, 2020. 896—907

Nguyen T D, Zhou Y, Le X B D, Thongtanunam P, Lo D. Ad-
versarial attacks on code models with discriminative graph pat-
terns. arXiv preprint arXiv: 2308.11161, 2023.

Henkel J, Ramakrishnan G, Wang Z, Albarghouthi A, Jha S,
Reps T. Semantic robustness of models of source code. In: Pro-
ceedings of the IEEE International Conference on Software
Analysis, Evolution and Reengineering (SANER). Honolulu,
USA: IEEE, 2022. 526-537

Wang D Z, JiaZ Y, Li S S, Yu Y, Xiong Y, Dong W, et al.
Bridging pre-trained models and downstream tasks for source
code understanding. In: Proceedings of the 44th International
Conference on Software Engineering. Pittsburgh, USA: ACM,
2022. 287—298

Quiring E, Maier A, Rieck K. Misleading authorship attribu-
tion of source code using adversarial learning. In: Proceedings
of the 28th USENIX Conference on Security Symposium. Santa
Clara, USA: USENIX, 2019. 479-496

Gao F J, Wang Y, Wang K. Discrete adversarial attack to
models of code. Proceedings of the ACM on Programming Lan-
guages, 2023, 7(PLDI): Article No. 113

Liu D X, Zhang S K. ALANCA: Active learning guided ad-
versarial attacks for code comprehension on diverse pre-trained
and large language models. In: Proceedings of the IEEE Inter-
national Conference on Software Analysis, Evolution and Reen-
gineering (SANER). Rovaniemi, Finland: IEEE, 2024. 602—613

Wang D Z, Chen B X, Li S S, Luo W, Peng S L, Dong W. One
adapter for all programming languages? Adapter tuning for
code search and summarization. In: Proceedings of the 45th
IEEE/ACM International Conference on Software Engineering
(ICSE). Melbourne, Australia: IEEE, 2023. 5-16

Yang Y L, Fan H R, Lin C H, Li Q, Zhao Z Y, Shen C. Ex-
ploiting the adversarial example vulnerability of transfer learn-
ing of source code. IEEE Transactions on Information
Forensics and Security, 2024, 19: 5880—-5894

Baracaldo N, Chen B, Ludwig H, Safavi J A. Mitigating pois-
oning attacks on machine learning models: A data provenance
based approach. In: Proceedings of the 10th ACM Workshop
on Artificial Intelligence and Security. Dallas, USA: ACM,
2017. 103-110

Li J, Li Z, Zhang H Z, Li G, Jin Z, Hu X, et al. Poison attack
and poison detection on deep source code processing models.
ACM Transactions on Software Engineering and Methodology,
2024, 33(3): Article No. 62

LiuY Q, Ma S Q, Aafer Y, Lee W C, Zhai J, Wang W H, et al.
Trojaning attack on neural networks. In: Proceedings of the
25th Annual Network and Distributed System Security Sym-



662

H Zlj

Eitd 52 %

113

114

115

116

117

118

119

120

121

122

123

124

125

126

127

posium. San Diego, USA: The Internet Society, 2018. 1-16

Jang S, Choi J S, Jo J, Lee K, Hwang S J. Silent branding at-
tack: Trigger-free data poisoning attack on text-to-image diffu-
sion models. In: Proceedings of the IEEE/CVF Conference on
Computer Vision and Pattern Recognition (CVPR). Nashville,
USA: IEEE, 2025. 8203—8212

Nguyen T T, Nguyen Q V H, Nguyen T T, Huynh T T, Nguy-
en T T, Weidlich M, et al. Manipulating recommender systems:
A survey of poisoning attacks and countermeasures. ACM
Computing Surveys, 2025, 57(1): Article No. 3

Wang F L, Wang X, Ban X G. Data poisoning attacks in intel-
ligent transportation systems: A survey. Transportation Re-
search Part C: Emerging Technologies, 2024, 165: Article No.
104750

Yazdinejad A, Dehghantanha A, Karimipour H, Srivastava G,
Parizi R M. A robust privacy-preserving federated learning
model against model poisoning attacks. IEEE Transactions on
Information Forensics and Security, 2024, 19: 6693—6708

Li Ge, Peng Xin, Wang Qian-Xiang, Xie Tao, Jin Zhi, Wang
Ji, et al. Challenges from LLMs as a natural language based
human-machine collaborative tool for software development
and evolution. Journal of Software, 2023, 34(10): 46014606
(B, &35, ETH, B, &2, £, & ORE: T BR
AU B RV A TR 55 0 A B SR B, B2 4R, 2023,
34(10): 4601-4606)

Yang Y C, Yao HW, Yang BR, He Y L, Li Y M, Zhang T W,
et al. TAPI: Towards target-specific and adversarial prompt in-
jection against code LLMs. arXiv preprint arXiv: 2407.09164,
2024.

Ramakrishnan G, Albarghouthi A. Backdoors in neural models
of source code. In: Proceedings of the 26th International Con-
ference on Pattern Recognition (ICPR). Montreal, Canada:
IEEE, 2022. 2892—2899

Wu B Y, Chen H R, Zhang M D, Zhu Z H, Wei S K, Yuan D
N, et al. BackdoorBench: A comprehensive benchmark of back-
door learning. In: Proceedings of the 36th International Confer-
ence on Neural Information Processing Systems. New Orleans,
USA: ACM, 2022. Article No. 766

LiYZ LiYM WuBY,LiLK, He R, Lyu S W. Invisible
backdoor attack with sample-specific triggers. In: Proceedings
of the IEEE/CVF International Conference on Computer Vis-
ion (ICCV). Montreal, Canada: IEEE, 2021. 16443-16452

Wan Y, Zhang S J, Zhang H'Y, Sui Y L, Xu G D, Yao D Z, et
al. You see what I want you to see: Poisoning vulnerabilities in
neural code search. In: Proceedings of the 30th ACM Joint
European Software Engineering Conference and Symposium on
the Foundations of Software Engineering. Singapore: ACM,
2022. 1233—-1245

Sun W S, Chen Y C, Tao G H, Fang C R, Zhang X Y, Zhang
Q J, et al. Backdooring neural code search. In: Proceedings of
the 61st Annual Meeting of the Association for Computational
Linguistics. Toronto, Canada: ACL, 2023. 96929708

Yang Z, Xu B W, Zhang J M, Kang H J, Shi J K, He J D, et al.
Stealthy backdoor attack for code models. IEEE Transactions
on Software Engineering, 2024, 50(4): 721-741

Li J, Li Z, Zhang H Z, Li G, Jin Z, Hu X, et al. Poison attack
and defense on deep source code processing models. arXiv pre-
print arXiv: 2210.17029, 2022.

Bryksin T, Petukhov V, Alexin I, Prikhodko S, Shpilman A,
Kovalenko V, et al. Using large-scale anomaly detection on
code to improve kotlin compiler. In: Proceedings of the 17th In-
ternational Conference on Mining Software Repositories
(MSR). Seoul, South Korea: IEEE, 2020. 455—-465

LiY Z, Liu S Q, Chen K J, Xie X F, Zhang T W, Liu Y. Multi-
target backdoor attacks for code pre-trained models. In: Pro-
ceedings of the 61st Annual Meeting of the Association for
Computational Linguistics. Toronto, Canada: ACL, 2023.
7236-7254

128

129

130

131

132

133

134

135

136

137

138

139

140

141

142

143

144

Schuster R, Song C Z, Tromer E, Shmatikov V. You autocom-
plete me: Poisoning vulnerabilities in neural code completion.
In: Proceedings of the 30th USENIX Security Symposium. Vir-
tual Event: USENIX Association, 2021. 15591575

Li HR, Chen Y L, Luo J L, Wang J C, Peng H, Kang Y, et al.
Privacy in large language models: Attacks, defenses and future
directions. arXiv preprint arXiv: 2310.10383, 2023.

Kurita K, Michel P, Neubig G. Weight poisoning attacks on
pretrained models. In: Proceedings of the 58th Annual Meeting
of the Association for Computational Linguistics. Virtual
Event: ACL, 2020. 2793—2806

Chen K J, Meng Y X, Sun X F, Guo S W, Zhang T W, Li J
W, et al. BadPre: Task-agnostic backdoor attacks to pre-
trained NLP foundation models. In: Proceedings of the 10th In-
ternational Conference on Learning Representations. Virtual
Event: OpenReview.net, 2022.

Du W, Li P X, Zhao H D, Ju T J, Ren G, Liu G S. UOR: Uni-
versal backdoor attacks on pre-trained language models. In:
Proceedings of the Findings of the Association for Computa-
tional Linguistics. Bangkok, Thailand: ACL, 2024. 7865—7877

Shen L J, Ji S L, Zhang X H, Li J F, Chen J, Shi J, et al.
Backdoor pre-trained models can transfer to all. In: Proceed-
ings of the ACM SIGSAC Conference on Computer and Com-
munications Security. Virtual Event: ACM, 2021. 3141-3158

JiY J, Zhang X Y, Ji S L, Luo X P, Wang T. Model-reuse at-
tacks on deep learning systems. In: Proceedings of the ACM
SIGSAC Conference on Computer and Communications Secur-
ity. Toronto, Canada: ACM, 2018. 349-363

Qiang Y, Zhou X Y, Zade S Z, Roshani M A, Zytko D, Zhu D
X. Learning to poison large language models during instruc-
tion tuning. arXiv preprint arXiv: 2402.13459, 2024.

Lukas N, Zhang Y X, Kerschbaum F. Deep neural network fin-
gerprinting by conferrable adversarial examples. In: Proceed-
ings of the 9th International Conference on Learning Repres-
entations. Virtual Event: OpenReview.net, 2021.

Oliynyk D, Mayer R, Rauber A. I know what you trained last
summer: A survey on stealing machine learning models and de-
fences. ACM Computing Surveys, 2023, 55(14s): Article No.
324

Tramer F, Zhang F, Juels A, Reiter M K, Ristenpart T. Steal-
ing machine learning models via prediction APIs. In: Proceed-
ings of the 25th USENIX Security Symposium. Washington,
USA: USENIX, 2016. 601-618

Yue Z R, He Z K, Zeng H M, McAuley L L. Black-box attacks
on sequential recommenders via data-free model extraction. In:
Proceedings of the 15th ACM Conference on Recommender
Systems. Amsterdam, the Netherlands: ACM, 2021. 44-54

Yu H G, Yang K C, Zhang T, Tsai Y Y, Ho T Y, Jin Y.
CloudLeak: Large-scale deep learning models stealing through
adversarial examples. In: Proceedings of the 27th Annual Net-
work and Distributed System Security Symposium. San Diego,
USA: The Internet Society, 2020.

Yang B R, Li W, Xiang L Y, Li B. SrcMarker: Dual-channel
source code watermarking via scalable code transformations. In:
Proceedings of the IEEE Symposium on Security and Privacy
(SP). San Francisco, USA: IEEE, 2024. 40884106

Wang B H, Gong N Z. Stealing hyperparameters in machine
learning. In: Proceedings of the IEEE Symposium on Security
and Privacy (SP). San Francisco, USA: IEEE, 2018. 36—52

Naseh A, Krishna K, Iyyer M, Houmansadr A. Stealing the de-
coding algorithms of language models. In: Proceedings of the
ACM SIGSAC Conference on Computer and Communications
Security. Copenhagen, Denmark: ACM, 2023. 1835—1849

Qian Liang-Hong, Wang Fu-De, Sun Xiao-Hai. Research on
source code plagiarism detection based on pre-trained Trans-
former language model. Journal of Jilin University (Informa-
tion Science Edition), 2024, 42(4): 747-753



4

Ll TR A PRART AL AT 55 r AR B 2 SRR UL T S Sk

663

145

146

147

148

149

150

151

152

154

155

156

157

158

160

(s, FAREE, PMGRIT. ZE T I 2R Transformer 15 5 BB
PRACHD S SR E 7C. RO 254 (15 B ARFERR), 2024, 42(4):
T47-753)

Lin Z J, Xu K, Fang C F, Zheng H D, Jaheezuddin A A, Shi J.
QUDA: Query-limited data-free model extraction. In: Proceed-
ings of the ACM Asia Conference on Computer and Commu-
nications Security. Melbourne, Australia: ACM, 2023. 913-924

Sinha A, Namkoong H, Duchi J. Certifiable distributional ro-
bustness with principled adversarial training. arXiv preprint
arXiv: 1710.10571, 2017.

Zhang HY, Yu Y D, Jiao J T, Xing E, el Ghaoui L, Jordan M
I. Theoretically principled trade-off between robustness and ac-
curacy. In: Proceedings of the 36th International Conference on
Machine Learning. Long Beach, USA: PMLR, 2019. 7472-7482

Bao J, Dang C Y, Luo R, Zhang H W, Zhou Z X. Enhancing
adversarial robustness with conformal prediction: A framework
for guaranteed model reliability. In: Proceedings of the 42nd
International Conference on Machine Learning. Vancouver,
Canada: PMLR, 2025.

Chen Y C, Sun W S, Fang C R, Chen Z P, Ge Y F, Han T X,
et al. Security of language models for code: A systematic liter-
ature review. ACM Transactions on Software Engineering and
Methodology, DOI: 10.1145/3735554

Kulkarni A, Weng T W. Interpretability-guided test-time ad-
versarial defense. In: Proceedings of the 18th European Confer-
ence on Computer Vision. Milan, Italy: Springer, 2025. 466—483

Chen Jin-Yin, Wu Chang-An, Zheng Hai-Bin, Wang Wei, Wen
Hao. Universal inverse perturbation defense against adversarial
attacks. Acta Automatica Sinica, 2023, 49(10): 2172-2187
(R, K2z, Mgk, 8, iRk, 56718 FU sl o hi it
AP VE. AELEAR, 2023, 49(10): 2172-2187)

Wang Lu-Yao, Cao Yuan, Liu Bo-Han, Zeng En, Liu Kun, Xia
Yuan-Qing. Ensemble adversarial training defense for time
series classification models. Acta Automatica Sinica, 2025,
51(1): 144-160

(CEBRRE, B, XU, &R, )3, BoniE. I 5515 AR
HIHE T NGB B 1%, B 3223k, 2025, 51(1): 144-160)

Qian Z, Huang K Z, Wang Q F, Zhang X Y. A survey of ro-
bust adversarial training in pattern recognition: Fundamental,
theory, and methodologies. Pattern Recognition, 2022, 131:
Article No. 108889

Bai T, Luo J Q, Zhao J, Wen B H, Wang Q. Recent advances
in adversarial training for adversarial robustness. In: Proceed-
ings of the 30th International Joint Conference on Artificial In-
telligence. Montreal, Canada: IJCAI, 2021. 4312-4321

Zhang C, Wang Z F, Mangal R, Fredrikson M, Jia L. M, Pas-
areanu C. Transfer attacks and defenses for large language
models on coding tasks. arXiv preprint arXiv: 2311.13445,
2023.

Zhou Y, Zhang X Q, Shen J J, Han T T, Chen T L, Gall H.
Adversarial robustness of deep code comment generation. ACM
Transactions on Software Engineering and Methodology, 2022,
31(4): Article No. 60

Li Y'Y, Wu H Q, Zhao H. Semantic-preserving adversarial
code comprehension. In: Proceedings of the 29th International
Conference on Computational Linguistics. Gyeongju, South
Korea: International Committee on Computational Linguistics,
2022. 3017-3028

Yang G, Zhou Y, Yang W H, Yue T, Chen X, Chen T L. How
important are good method names in neural code generation?
A model robustness perspective. ACM Transactions on Soft-
ware Engineering and Methodology, 2024, 33(3): Article No. 60

Yang G, Zhou Y, Zhang X Y, Chen X, Han T T, Chen T L.
Assessing and improving syntactic adversarial robustness of pre-
trained models for code translation. Information and Software
Technology, 2025, 181: Article No. 107699

Moosavi-Dezfooli S M, Fawzi A, Fawzi O, Frossard P. Univer-

161

162

163

164

165

166

167

168

169

170

171

172

173

174

175

176

sal adversarial perturbations. In: Proceedings of the IEEE Con-
ference on Computer Vision and Pattern Recognition. Hon-
olulu, USA: IEEE, 2017. 86—94

Hussain A, Rabin M R I, Ahmed T, Alipour M A, Xu B W.
Occlusion-based detection of trojan-triggering inputs in large
language models of code. arXiv preprint arXiv: 2312.04004,
2023.

Qi SY, Yang Y H, Gao S Z, Gao C Y, Xu Z L. BadCS: A
backdoor attack framework for code search. arXiv preprint
arXiv: 2305.05503, 2023.

Rashid A, Such J. StratDef: Strategic defense against ad-
versarial attacks in ML-based malware detection. Computers &
Security, 2023, 134: Article No. 103459

Liu Y Q, Lee W C, Tao G H, Ma S Q, Aafer Y, Zhang X Y.
ABS: Scanning neural networks for back-doors by artificial
brain stimulation. In: Proceedings of the ACM SIGSAC Con-
ference on Computer and Communications Security. London,
UK: ACM, 2019. 1265-1282

Sun W S, Chen Y C, Fang C R, Feng Y B, Xiao Y, Guo A, et
al. Eliminating backdoors in neural code models via trigger in-
version. arXiv preprint arXiv: 2408.04683, 2024.

Chen C S, Dai J Z. Mitigating backdoor attacks in LSTM-
based text classification systems by backdoor keyword identific-
ation. Neurocomputing, 2021, 452: 253—262

Mu F W, Wang J J, Yu Z H, Shi L, Wang S, Li M Y, et al.
CodePurify: Defend backdoor attacks on neural code models
via entropy-based purification. arXiv preprint arXiv: 2410.
20136, 2024.

Liu Guang-Rui, Zhang Wei-Zhe, Li Xin-Jie. Data contamina-
tion defense method for intelligent network intrusion detection
systems based on edge examples. Journal of Computer Re-
search and Development, 2022, 59(10): 2348—2361

(R 2, SR, R, B TGRS AR I 28 N IR AT I R
GERUR TS YR A T k. T SEHLIT R S K R, 2022, 59(10): 2348
2361)

Papernot N, McDaniel P, Wu X, Jha S, Swami A. Distillation
as a defense to adversarial perturbations against deep neural
networks. In: Proceedings of the IEEE Symposium on Security
and Privacy (SP). San Jose, USA: IEEE, 2016. 582-597

Stokes J W, Wang D, Marinescu M, Marino M, Bussone B. At-
tack and defense of dynamic analysis-based, adversarial neural
malware detection models. In: Proceedings of the IEEE Milit-
ary Communications Conference (MILCOM). Los Angeles,
USA: IEEE, 2018. 1-8

LiDQ,LiQM, YeY F, XuS H. Enhancing deep neural net-
works against adversarial malware examples. arXiv preprint
arXiv: 2004.07919, 2020.

Grosse K, Papernot N, Manoharan P, Backes M, McDaniel P.
Adversarial perturbations against deep neural networks for
malware classification. arXiv preprint arXiv: 1606.04435, 2016.

Xia M Z, Xu Z C, Zhu H J. A novel knowledge distillation
framework with intermediate loss for android malware detec-
tion. In: Proceedings of the IEEE Asia-Pacific Conference on
Computer Science and Data Engineering (CSDE). Gold Coast,
Australia: IEEE, 2022. 1-6

Choi S H, Bahk T U, Ahn S, Choi Y H. Clustering approach
for detecting multiple types of adversarial examples. Sensors,
2022, 22(10): Article No. 3826

Cohen G, Sapiro G, Giryes R. Detecting adversarial samples
using influence functions and nearest neighbors. In: Proceed-
ings of the IEEE/CVF Conference on Computer Vision and
Pattern Recognition. Seattle, USA: IEEE, 2020. 14441-14450

Zhao J, Wang S N, Zhao Y J, Hou X Y, Wang K L, Gao P M,
et al. Models are codes: Towards measuring malicious code
poisoning attacks on pre-trained model hubs. In: Proceedings of
the 39th IEEE/ACM International Conference on Automated
Software Engineering (ASE). Sacramento, USA: ACM, 2024.
2087-2098


http://dx.doi.org/10.1145/3735554

664

H Zlj

¥ i

52 %

177

178

179

180

181

182

183

184

185

186

187

188

189

190

191

192

Rashid A, Such J. MalProtect: Stateful defense against ad-
versarial query attacks in ML-based malware detection. IEEE
Transactions on Information Forensics and Security, 2023, 18:
4361-4376

Tian Zhi-Cheng, Zhang Wei-Zhe, Qiao Yan-Chen, Liu Yang.
Detection of adversarial PE file malware via model interpreta-
tion. Journal of Software, 2023, 34(4): 1926—1943
(HERL, AT, FRERE, X7 T HREAREN PE XX HitE
R ACRI R, B SEAR, 2023, 34(4): 1926-1943)

Tian Z, Chen J J, Zhang X Y. On-the-fly improving perform-
ance of deep code models via input denoising. In: Proceedings
of the 38th IEEE/ACM International Conference on Auto-
mated Software Engineering (ASE). Luxembourg, Luxembourg:
IEEE, 2023. 560-572

Zhang Zhi, Li Xin, Ye Nai-Fu, Hu Kai-Qian. DKP: Defending
against model stealing attacks based on dark knowledge protec-
tion. Journal of Computer Applications, 2024, 44(7): 2080—2086
(FRER, Z=fk, M55, EALEE . B TG AR ORY (R A 5 By A
A DKP. 5B, 2024, 44(7): 2080—-2086)

Asokan N. Model stealing attacks and defenses: Where are we
now? In: Proceedings of the ACM Asia Conference on Com-
puter and Communications Security. Melbourne, Australia:
ACM, 2023. Article No. 327

Zhang Si-Si, Zuo Xin, Liu Jian-Wei. The problem of the ad-
versarial examples in deep learning. Chinese Journal of Com-
puters, 2019, 42(8): 1886-1904

(B, 2oz, XU . BREES ST O BURE AR 1) . TS
&, 2019, 42(8): 1886-1904)

Lu S, Guo D, Ren S, Huang J J, Svyatkovskiy A, Blanco A,
et al. CodeXGLUE: A machine learning benchmark dataset for
code understanding and generation. In: Proceedings of the
Neural Information Processing Systems Track on Datasets and
Benchmarks 1. Virtual Event: NeurIPS, 2021.

Svajlenko J, Islam J F, Keivanloo I, Roy C K, Mia M M. To-
wards a big data curated benchmark of inter-project code
clones. In: Proceedings of the IEEE International Conference
on Software Maintenance and Evolution. Victoria, Canada:
IEEE, 2014. 476-480

Mou L L, Li G, Zhang L, Wang T, Jin Z. Convolutional neur-
al networks over tree structures for programming language pro-
cessing. In: Proceedings of the 30th AAAI Conference on Artifi-
cial Intelligence. Phoenix, USA: AAAI, 2016. 1-7

Alsulami B, Dauber E, Harang R, Mancoridis S, Greenstadt R.
Source code authorship attribution using long short-term
memory based networks. In: Proceedings of the 22nd European
Symposium on Computer Security. Oslo, Norway: Springer,
2017. 65—82

Zhou Y Q, Liu S Q, Siow J, Du X N, Liu Y. Devign: Effective
vulnerability identification by learning comprehensive program
semantics via graph neural networks. In: Proceedings of the
33rd International Conference on Neural Information Pro-
cessing Systems. Vancouver, Canada: ACM, 2019. Article No.
915

Raychev V, Bielik P, Vechev M. Probabilistic model for code
with decision trees. ACM SIGPLAN Notices, 2016, 51(10): 731—
ey

Allamanis M, Sutton C. Mining source code repositories at
massive scale using language modeling. In: Proceedings of the
10th Working Conference on Mining Software Repositories
(MSR). San Francisco, USA: IEEE, 2013. 207216

Iyer S, Konstas I, Cheung A, Zettlemoyer L. Mapping lan-
guage to code in programmatic context. In: Proceedings of the
Conference on Empirical Methods in Natural Language Pro-
cessing. Brussels, Belgium: ACL, 2018. 1643-1652

Husain H, Wu H H, Gazit T, Allamanis M, Brockschmidt M.
CodeSearchNet challenge: Evaluating the state of semantic
code search. arXiv preprint arXiv: 1909.09436, 2019.

Hellendoorn V' J, Devanbu P. Are deep neural networks the

193

194

195

196

197

198

199

200

201

202

203

204

205

206

207

208

best choice for modeling source code? In: Proceedings of the
11th Joint Meeting on Foundations of Software Engineering.
Paderborn, Germany: ACM, 2017. 763—773

Karampatsis R M, Babii H, Robbes R, Sutton C, Janes A. Big
code != big vocabulary: Open-vocabulary models for source
code. In: Proceedings of the 42nd ACM/IEEE International
Conference on Software Engineering. Seoul, South Korea:
ACM, 2020. 1073-1085

Kanade A, Maniatis P, Balakrishnan G, Shi K S. Learning and
evaluating contextual embedding of source code. In: Proceed-
ings of the 37th International Conference on Machine Learning.
Virtual Event: PMLR, 2020. 5110-5121

Chirkova N, Troshin S. A simple approach for handling out-of-
vocabulary identifiers in deep learning for source code. In: Pro-
ceedings of the Conference of the North American Chapter of
the Association for Computational Linguistics: Human Lan-
guage Technologies. Virtual Event: ACL, 2021. 278-288

Wang H, Xiong X. A method for generating adversarial code
samples based on dynamic weight awareness and rollback con-
trol. In: Proceedings of the 7th International Conference on
Communications, Information System and Computer Engineer-
ing (CISCE). Guangzhou, China: IEEE, 2025. 1172-1178

Roziere B, Gehring J, Gloeckle F, Sootla S, Gat I, Tan X E, et
al. Code llama: Open foundation models for code. arXiv pre-
print arXiv: 2308.12950, 2023.

Li R, Allal L B, Zi Y T, Muennighoff N, Kocetkov D, Mou C
H, et al. StarCoder: May the source be with you! arXiv pre-
print arXiv: 2305.06161, 2023.

Shayegani E, al Mamun M A, Fu Y, Zaree P, Dong Y, Abu-
Ghazaleh N. Survey of vulnerabilities in large language models
revealed by adversarial attacks. arXiv preprint arXiv:
2310.10844, 2023.

Li Z Z, Guo J W, Cai H P. System prompt poisoning: Persist-
ent attacks on large language models beyond user injection.
arXiv preprint arXiv: 2505.06493, 2025.

Zou A, Wang Z F, Carlini N, Nasr M, Kolter J Z, Fredrikson
M. Universal and transferable adversarial attacks on aligned
language models. arXiv preprint arXiv: 2307.15043, 2023.

Yi S B, Liu Y L, Sun Z, Cong T S, He X L, Song J X, et al.
Jailbreak attacks and defenses against large language models: A
survey. arXiv preprint arXiv: 2407.04295, 2024.

Yang Xin-Yue, Liu An, Zhao Lei, Chen Lin, Zhang Xiao-Fang.
Software change prediction based on hybrid graph representa-
tion. Journal of Software, 2024, 35(8): 3824-3842

(BB, X%, &, Bk, Smedy. 2 TR & R R E
TR 595, B4R, 2024, 35(8): 3824-3842)

Bulla L, Midolo A, Mongiovi M, Tramontana E. EX-CODE: A
robust and explainable model to detect Al-generated code. In-
formation, 2024, 15(12): Article No. 819

Zhang 7Z W, Zhang H Y, Shen B J, Gu X D. Diet code is
healthy: Simplifying programs for pre-trained models of code.
In: Proceedings of the 30th ACM Joint European Software En-
gineering Conference and Symposium on the Foundations of
Software Engineering. Singapore: ACM, 2022. 1073—-1084

Shi J K, Yang Z, Xu B W, Kang H J, Lo D. Compressing pre-
trained models of code into 3 MB. In: Proceedings of the 37th
IEEE/ACM International Conference on Automated Software
Engineering. Rochester, USA: ACM, 2022. Article No. 24

Sun Q S, Chen N, Wang J N, Gao M, Li X. TransCoder: To-
wards unified transferable code representation learning in-
spired by human skills. In: Proceedings of the Joint Interna-
tional Conference on Computational Linguistics, Language Re-
sources and Evaluation. Torino, Italy: ELRA and ICCL, 2024.
16713-16726

Tufano M, Kimko J, Wang S Y, Watson C, Bavota G, di
Penta M, et al. DeepMutation: A neural mutation tool. In:
Proceedings of the 42nd ACM/IEEE International Conference



4 3 TR A PRART AL AT 55 r AR B 2 SRR UL T S Sk 665

on Software Engineering: Companion Proceedings. Seoul, South
Korea: ACM, 2020. 29-32

BEA RARE TR R
SHEAR SR . E BT X
e s), R ER AL, Bz, Hl
A5 S IR BE 2 2]

E-mail: panhaiwei@hrbeu.edu.cn
(PAN Hai-Wei Professor at the
College of Computer Science and

Technology, Harbin Engineering University. His re-
search interests include adversarial learning, medical
image processing, data mining, machine learning, and
deep learning.)

OEXR  /RE LA
LR B LA, R TS
[ R BE S 2], RSt S B HR.
ARIEEERE.

E-mail: myj@hrbeu.edu.cn

(MA Bao-Ying Ph.D. candidate at
the College of Computer Science

and Technology, Harbin Engineering University. Her
research interests include deep learning and adversari-
al attack and defense techniques. Corresponding au-
thor of this paper.)

SKPTE M /R LR R AT SRR

HHE ARG, FEH IR

XFP >, YIBRI, BEALIRIP, IR 2

IR EHAGE.

E-mail: kejiazhang@hrbeu.edu.cn
P s (ZHANG Ke-Jia Associate profess-

=.

ence and Technology, Harbin Engineering University.

or at the College of Computer Sci-

His research interests include adversarial learning, In-
ternet of Things, privacy protection, deep learning,
and computer vision.)

BRI RVE LR R AT LR
HHER B L A, BT S
) A L 5 AR

E-mail: yxyluck131411@163.com
(YANG Xiao-Yang Master stu-
dent at the College of Computer
Science and Technology, Harbin
Engineering University. Her research interests include

adversarial attack and defense techniques.)

FME  TRIE LR ENLR
SRR A BRI
[l R0 2 IR EE .

E-mail: 1141243156@hrbeu.edu.cn
(QIN Ying-Xin Ph.D. candidate at
the College of Computer Science
and Technology, Harbin Engineer-
ing University. Her research interests include ad-

versarial learning and deep learning.)

AERE  HPHLERR Y DA
A=k Craiie e 20 W IS CE S PN
IR, XA

E-mail: luguoqgiang 123@163.com
(LU Guo-Qiang Associate profess-
or at the College of Health Manage-
ment, Mudanjiang Medical Uni-
versity. His research interests include network informa-

tion analysis and adversarial learning.)

SEBF  ASHLIERE AL S5
SRR B 2%, FER TN
XL S PEEOAR.

E-mail: £8259@163.com

(FAN Shu-Ping Associate profess-
or at the School of Computer and
Information Technology, Mudanji-
ang Normal University. His research interests include

adversarial attack and defense techniques.)


mailto:panhaiwei@hrbeu.edu.cn
mailto:myj@hrbeu.edu.cn
mailto:kejiazhang@hrbeu.edu.cn
mailto:yxyluck131411@163.com
mailto:1141243156@hrbeu.edu.cn
mailto:luguoqiang_123@163.com
mailto:f8259@163.com

	1 相关概念和理论
	1.1 对抗攻击
	1.1.1 对抗攻击目标
	1.1.2 攻击信息获取

	1.2 对抗防御

	2 面向源代码处理任务的深度学习模型
	2.1 语义对齐模型
	2.1.1 跨模态理解模型
	2.1.2 自然化生成模型
	2.1.3 语义鲁棒性模型

	2.2 程序行为模型
	2.3 单模态语义模型
	2.3.1 序列结构模型
	2.3.2 AST模型

	2.4 小结

	3 面向DL-SCP的对抗攻击方法
	3.1 规避攻击
	3.1.1 重命名标识符攻击
	3.1.2 插入攻击
	3.1.3 结构等价转换攻击

	3.2 中毒攻击
	3.2.1 数据中毒攻击
	3.2.2 模型中毒攻击

	3.3 模型窃取
	3.3.1 行为窃取
	3.3.2 参数窃取

	3.4 小结

	4 面向DL-SCP的防御方法
	4.1 对抗训练
	4.2 后门防御
	4.2.1 创建过滤器
	4.2.2 检测和清除后门

	4.3 防御蒸馏
	4.4 数据检测
	4.5 小结

	5 面向DL-SCP的对抗攻防数据集
	5.1 分类任务数据集
	5.1.1 BigCloneBench数据集
	5.1.2 POJ-104数据集
	5.1.3 GCJ数据集
	5.1.4 Devign数据集

	5.2 生成任务数据集
	5.2.1 PY150数据集
	5.2.2 Github Java Corpus数据集
	5.2.3 CONCODE数据集
	5.2.4 CodeSearchNet数据集

	5.3 小结

	6 面临的挑战与未来研究展望
	6.1 面临的挑战
	6.1.1 保留语义的词表压缩问题
	6.1.2 代码动态语义提取与表示问题
	6.1.3 黑盒攻击中查询效率低的问题
	6.1.4 攻防方法的跨语言和跨模型适应性问题
	6.1.5 应对代码大模型的对抗滥用问题
	6.1.6 鲁棒性评估框架不统一问题

	6.2 研究方向
	6.2.1 融合语法与语义信息的词表压缩方法研究
	6.2.2 面向DL-SCP中代码语义的可解释性研究
	6.2.3 源代码黑盒对抗攻击查询优化研究
	6.2.4 跨语言和多模型对抗攻防技术研究
	6.2.5 代码大语言模型的鲁棒性研究
	6.2.6 面向DL-SCP的模型鲁棒性评估框架研究


	7 结束语
	参考文献

