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Construction and Evaluation of Multi-agent Automated Penetration

Testing Framework Based on Large Language Models

JIANG Jie'! WANG Hao' LI Ming-Da'! ZHU Tian-Tian"?

Abstract Penetration testing, as an active security assessment approach, plays a vital role in guaranteeing net-
work security. Conventional penetration testing typically relies heavily on expert experience and manual operations,
resulting in a complex and time-consuming testing process. The penetration testing agent based on large language
models is capable of generating and adjusting strategies within the testing environment. Compared with traditional
methods, it demonstrates stronger innovativeness and adaptability. During the process of large language model as-
sisted penetration testing, there exist situations where the penetration testing tasks are interrupted or fail due to
test path deviations and the “hallucination” issue of large language models. Based on this, a multi-agent penetra-
tion testing framework based on large language models, namely LangPentest, is proposed, aiming to enhance the
automatic generation and execution of attack strategies through natural language processing techniques. The frame-
work employs a large language model driven program framework (LangChain) and retrieval-augmented generation
technology to improve the performance of LangPentest and mitigate the “hallucination” problem of large language
models in the application of penetration testing. The framework is composed of four modules: Task generation, task
execution, experience management, and task adjustment. After benchmark target testing, the framework based on
the Claude 3.5 Sonnet model achieves the highest task success rate. In comparison with AutoGPT and PentestGPT,
this framework exhibits a distinct advantage in terms of task success rate, and proves the feasibility and effective-
ness of LangPentest in task completion and overall performance.
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and actionable unit of work. Please think step by step.
Task objective: {Task objective or description}

The basic task list is output in the following format:
1. Basic Task 1

2. Basic Task 2

{255 B bw: {1155 B brakdiigk }
FEAAT 55445 LR A 3
1. EEARES 1
2. HARES 2

|

You are a professional cybersecurity researcher currently helping a company detect potential security risks in its systems. To
complete your task, please create a step-by-step task list based on the following task description, ensuring that each task is a basic

PR LT LK P 46 22 AT 50 5, 2T IEAE RS Bl — SR A DA I HE R GE I /2 22 A XU A T e RRAR I 55, 1B ARAE LA T
RS, QUL ARSI, IR MESAREA, THRIERN LERT. P PH%
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in the following basic task list.
Basic task list: {Task Chain}

FEAAES54E: {Task Chain}
BEAARAEHR A LI R Task ID JF4

You are a professional cybersecurity researcher currently helping a company detect potential security risks in its systems. To
complete your task, please generate basic operation instructions that can be executed on Kali-Linux-2024 based on the {Task ID}

Corresponding Task ID is required before basic operation instructions
PR — L b R P 2% 22 AR ST 0, 24 IEAE 35 B — ARSI FE R GO AE 22 2 MBS, N T 8 RARRIAE ST, TARYE AR
FEARAES B {Task ID}, AERATE Kali-Linux-2024 _EHATIEEAGRAER 4

3 RS PUTIRAR R
Fig.3  Task execution prompt template
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HABANER S {Execute Command}

You are a professional cybersecurity researcher currently helping a company detect potential security risks in its systems. To
complete your task, please follow the following basic operation command {Execute Command}

Refer to the relevant search {RAG} in the experience knowledge base and select the best basic operation instruction.
R — AL MV R R 245 22 A I 58 0, 224 i IEAE T B — S A A P R G IRV A 22 42 AU, S T S8 R IRAT: 5%, T AR BL T

SHEZIARE PR {RAGY, IEF— K iR A BRIER 4

K6
Fig.6
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Experience management prompt template
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Fig.7 Task adjustment and task-chain revision
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Original Basic Task Chain:
{Task Chain}

JRFEAAE 5 5
{Task Chain}

You are a professional cybersecurity researcher currently helping a company detect potential security risks in its systems. In order
to complete your task, please determine whether it is necessary to adjust the task chain based on the feedback information after per-
forming the following operations. If so, please provide a new task chain. Please refer to the input task chain for the output format.

Feedback: Execute Command {Execute Command}, Execution Results {Execution Results}
AR — L MV R PO 2% 22 AT 6 5, 24 I IEAE 3 B — SR A AN R e R A 22 A R, R T 58 AR 55, TR LR 4
ITEAER R BRI, PR 5 E AL 5508, A5 ., 14 DU 55 6. fn ik sNiE 225 DU R i AN AL 554

JBHE B T4 {Execute Command}, #4745 R {Execution Results}

8 RS REEIR R IAAR
Fig.8 Task adjustment prompt template
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Fig.10  Single host multi-task success rate
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Table 2 Comparison of different frameworks
on typical single-task types
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Table 5 Single-task success rate and interaction rounds
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