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Abstract A feature based fragile image watermarking framework is proposed to resist vector
quantization (VQ) attack. Image [eatures are extracted to process the origiral watermark or gen-
erate the watermark so that the embedded watermark is not only unknown to the attacker, but al-

so dependent on the image. Therefore, different images have different embedded watermarks so
that it is impossible for the attacker to build VQ codebook. At the same tirne, the watermark 1s
embedded into the image under consideration of security and localization. The basic requirements
for the embedding scheme are given for the trade-off between the security and localization. An ac-
tual moment invariants based fragile image watermarking scheme 1s presented to demonstrate our
fragile watermarking framework. Analysis and experimental results demonstrate that our algo-
rithm can simultaneously detect even one bit image alteration with graceful localization and resist

vector quantization attack without the need of any unique keys or image indexes.

Key words Fragile watermarking, VQ attack. image feature, moment invariants, random block
dependent

1 Introduction

With the rapid development of digital watermarking technique, fragile watermarking
schemes have been presented for the purpose of authentication and verification of content
integrity. A fragile watermark can be provided to decide whether the media has been tam-
pered with. Normally, besides publicity, there are two basic requirements for fragile wa-
termarking; 1) l.ocalization, 7. e., fragile watermarking should detect tamper with graceful
localization ability. 2) Security, 1. e., fragile watermarking should be able to detect any
tamper under attacks with low error probability., Most of current proposed fragile water-
marking schemes are block-wise independence based schemes.

Schyndel''! embedded the digital watermark in the least significant bit plane directly.
Wolfgang!® extended Schyndel' s work to implement a fragile watermarking by VW2D,
Walton'*! hid the key-dependent check-sums of the seven most significant bits (MSBs) of
grayscales in the least significant bits (LSBs) of pixels. Wong'*’ described a scheme to di-
vide the image into blocks and hide the hash function output of MSBs into the LSBs of
blocks. Yeung'! put forward a look-up table scheme to authenticate individual pixels. Al-
though these schemes have good localization ability, they are not secure because they could
not thwart the VQ attack successfully*®",

(ur paper is organized as follows. In Section 2, we will introduce the background of
VQ attack and some proposed schemes to impede VQ attack. Then. feature based fragile
watermarking framework is presented in Section 3. An actual example of this fragile wa-
termarking framework and experimental results are given in Section 4 to demonstrate the
performance of our framework. Finally, conclusions are given in Section 5.

2 V(Q attack
Holliman and Memon'” proposed a counterfeiting attack on block-wise independent
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watermarking schemes. Based on the same watermark and same key for each image, the
watermark embedding function of block-wise independent watermarking schemes can be
represented as

ex (X, W) = ¢ (X,,W) [ &g, (Xo s Wo) || - [l g (X, W,) (1)
where K,;, K, ,++, K, are the keys derived solely from the watermark insertion key K,
watermark W=W, | W, || «-- | W, with || denoting concatenation, X=X, || X, || *=* || X,
means the image blocks and € means watermarking embedding function. Then, the corre-
sponding detection function is

W =Dy (X)) = Dx (X1) | Dg (X)) || =+ | Dg (X)) =W, [Wo || = [ W, (2
Given a key K, two image blocks X; and X, are K-equivalent if
DK(XI') — DK(XJ) = W (3)
The consequence of this property for a block-wise independent watermarking scheme is
that a set of image blocks belong to the same K-equivalent class. This makes the VQ at-
tack successfully.
To resist the VQ attack, the basic idea 1s to make the VQ codebook more difficult or
impossible to construct. There are several proposed schemes!’™ 3,
1) Increasing block size or including the block indices in the signatures
The first proposed method'”! to resist VQ attack is to increase the block size and in-
clude the block indices into the signature. Although this method can make 1t more ditficult
to construct VQ codebook, they can not avoid VQ attack completely. When a large data-
base of watermarked 1mages is given, 1t is feasible to implement the VQ attack. In addi-
tion, increasing block size will damage the scheme's ability to locate the tamper.
2) Including image indices in the signature
An alternative scheme!”® is to allocate a unique index for a unique image, which
makes different images have different watermarks or signatures. Therefore, it can effec-
tively resist VQ attack because the VQ codebook can not be built. However, because of
the necessity of index value during verification, these schemes are unsuitable for actual ap-
plication when there are large number of images need to authenticate. To avoid this limita-
tion, Wong and Memon'""'*! suggested to extracting the image indices from image itself.
However, their suggested scheme, which extracts image indexes by the Hash function of
the MSBs of the whole image, will completely impair the localization ability of the water-

mark even only one pixel's MSBs have been altered. So does Byun's scheme"*.

3) Neighborhood dependent blocks

The main idea to impede the VQ attack of neighborhood dependent blocks is to re-
move the block-wise independence of the watermark embedding. The watermark embed-
ding in one block 1s dependent on both the block itself and its surrounding neighborhood
blocks. Therefore, this method'’! can resist VQ attack successfully. However, it has two
disadvantages, First, once a block x; is tampered with, the detection will lead to a result
that all those blocks that depend on x; have been tampered with, which damages the locali-
zation of detection. Second, once a big block is attacked by collage attack, the detection
result is the surrounding blocks of this big block have been tampered with while the inner
of this big block is authentic, which make the detection impossible to distinguish the

tamper in this block from the tamper of the surrounding blocks of this block. Paulo’s
scheme'' has these two disadvantages too.

4) Hierarchical block based

A successful hierarchical block based fragile watermarking scheme has been proposed
by Celik''?!. They divide the image into blocks in a multi-level hierarchy and calculate the
block signature in this hierarchy, The signature in the low-level hierarchy is employed to
detect the forgeries while the signature in high-level hierarchy is used to thwart the VQ at-
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tack. This method can successfully resist VQ attack.

o) Random block dependent

To thwart the VQ attack and avoid the disadvantages of surrounding block dependent
fragile watermarking, Feilong Liu"** proposed an improved block dependent fragile water-
marking. Image and watermark are decomposed into blocks and sort randomly correspond-
ingly. Two signatures, which are generated by the image block itself and its prior block,
are embedded into the LSBs of the image block. Therefore, watermark embedding in this
scheme 1s dependent not only on the image block but also on its prior block. Decision
strategy 1s used to detect where the image has been tampered with, This scheme can resist
VQ attack successfully. Especially, this scheme can distinguish the simple tamper from
the collage or VQ attack when only one kind attack happens.

In this paper, we impede the VQ attack by generateding a different watermark for
each 1image so that the VQ codebook is impossible to build. Different from these proposed
schemes, we extract the image indices from stable image features so that our indices are u-
nique tor individual 1images and can keep stable when the watermarked image has suffered
moderate alteration.

3 Feature based fragile image watermarking framework
3.1 Watermark generation

The basic idea of our scheme to thwart the VQ attack is to generate unique and un-
known watermark for different image to make K-equivalent impossible. Therefore, to im-
plement this goal for our scheme, several requirements for watermark are needed.

1) Unique, 7. e., a different image should have a different watermark.

2) Stable. Because of the need for watermark in

'Prteprocessmg
function F

. _ Original Image feature
tamper verification, watermark should be stable after the mmage A | extraction ]

image has been tampered with moderately.

3) Secure. 1. e., the watermark should not be easy to
find by the attacker even the process to generate the wa-
termark is known to the attacker.

As Fig. 1 displays, to gencrate the watermark, se- PSE‘?SE::;S“‘“J
veral steps are processed.
Series S

1) Image features are extracted firstly. To meet the |
watermark requirements of uniqueness and stability, how Fig. 1 Watermark generation
to choose image features is far more important for the success of our scheme. Two charac-
teristics of image features are necessary: a) Image features should have different values for
different images so that we can distinguish different images; b) Image features should be
stable when images have suffercd from some image processing such as median filtering,
noise adding, altering moderately ezc. For example, we extract the image moment 1nvari-
ants as the image features because the image moment invariants have these two characteris-
tics, which have different values for different images and can keep stable after altering.
2) After the image features have been extracted, a preprocessing tunction 1s used to
preprocess these features to yield the same value even after the image has been tampered
with moderately. Therefore, the preprocess function should have the ability to endure
some change of image features after the image has been suffered from moderate alteration.
3) Finally. these outputs of preprocessing function are used to generate series S,
which can be used as watermark W or transitional data to process the original watermark
to acquire the final embedded watermark W. To keep the watermark secure, we need tc
control the way to generate series S. For example, we can use a secret key to encrypt

these outputs of preprocessing function so that the attacker could not find the data when
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he does not know the key. After that, some functions such as Hash function are applied to
make the output different from each other largely. Finally, the output of Hash tunction
can be used as the key of random function to generate the series S,
3.2 Watermark embedding
To detect local tampering with low error probability, we need to harmonize the trade-
off between the localization and security when we embed watermark., Suppose the M-by-N
original image is A= {aqa,;} € F**", i=1,2,,M; j=1,2+--, N, the watermark W =
{w;; € F*"*Y, 1=1,2,++,M; j=1,2-+,N, the watermarked image A'={a;, ) € F¥*N,
i=1,2,,M; j=1,2:-y, N, where F can be in the integral domain Z, real number domain
R or the complex number domain C. Then the fragile image watermark embedding can be
expressed as
A" = f(A,W)
Q(A,A") <0
where f( ) is the scheme to embed watermark, Q( ) is the constraint function, which

make the watermark imperceptible in watermarked image, such as visual constraint func-
tion or other signal constraint function such as PSNR > 40db (where Q(A, A") = 40 —
PSNR) etc.

Before choosing a watermarking embedding function, two factors are needed to con-
sider. a) Localization. To detect the tampering locally, watermark should be embedded lo-
cally such as in one pixel or small image block. b) Low error detection probability, Once
the watermarked image has been tampered with, even only a bit alteration, we should de-
tect it with high probability, Moreover, the embedding method should have the ability to
detect the tamper after attacked by some attack methods. However, these two factors con-
tradict each other. To acquire good localization ability, watermark embedding should base

(4)

Original on smaller block, which will impair the ability to detect

INAEE the alteration with low error probability simultaneously.
| The watermark embedding process in our framework
Vg";ﬁ;‘gﬁ can be described as Fig. 2. We lirst generate the water-
] Wat;m — mark as _Sectlion 3. 1 explains. Watermark is em'bedded INto
Watermark W —> o bedding the original image by the watermark embedding scheme
‘ under the consideration of localization and low error pro-

Watermarked

mage bability. Finally, we can acquire the watermarked image
Fig. 2 Watermark embedding A! a5 We eXPreEsSss in formula 4.
3.3 Tamper detection
As a fragile watermarking scheme, tamper detection must be public. The tamper de-
tection can be explained as follows.

W' = 71 (Ae)
W =W
After comparing the extracted watermark with the original watermark, we can detect
where the image has been tampered with. From the process of tamper detection shown in
Fig. 3, we can know that choosing more stable image features is far more important for the
correction of tamper detection in this feature based fragile watermarking framework.

(5)

4 An actual example
4.1 Watermark generation

To thwart vector quantization attack efficiently and completely, a very simple means
1s to have a unique watermark, which is unknown to the attacker, for a unique image.
Most of the researchers generate this kind watermark by unique indexes or keys. Howe-
ver, this is impractical in applications. Therefore, we extract the index from the image it-
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self by processing the image moment invariants.

The use of two dimensional moment invariants was highly recognized in the area of
pattern recognition. Hu'"*~'®) has developed some moments that are invariant to geometric
manipulations, namely, orthogonal and affine transformations. For completeness, we re-

view his result as follows!7].

For an image f(x,y), its geometric moments m,., is defined as

m,., = JJ Py f(x,y) (6)
r
and the central moments
Hpeq :JJ (x — ) (y—3)f{x,y) (7)
I
where I' is the support of the image, the tmage centroids are
X = miﬁﬂ/mm,,ua y = mu.l/mﬂ,u (8)
Define the normalized central moments 7,
Pra oy = (pHq+2)/2 (9)

Movq = (t10.0)7 ’

After that, the moment invariants, which have been developed by Hu
lated as follows.

P, = 2.0+ No.2

962 — (7?2,{1_“ 0.2 )¢ 47?%.1

953 — (7?30'“‘ 37 )¢+ (77&,3_" 37,1 )*

B

¢

—

14~161  can be formu-

1 :(7?3,0“1— 7?1,2)2 -+ (7]0.3+ UEN )¢
s =30 3771.2)(7]'3.07" ??l+2)[(7?3..0+ 7}'1,2>2 — 30?0.3‘*" D21 ]+
(Ny,3— 37?2.1)(77(;.3‘“" N2.1) [(7?&3‘}‘ 7?2.1)2 _3(773.0‘{_ 7?1.2)2i
966 — (7?2.0“" Mo,2 )[(7?3,ﬂ‘“‘ 771.2)2 — 3( o3 N2, )2] + 47, (7?3.0‘*" N1.2) (o531 772,1)
¢? — (3772.1— 7?{1,3)(773.0‘“ " Z)i("?&.(]_" N2 )¢ — 3(7?0.3‘““ Mo )2: +
(3.0~ 372 (o.3+ 2. ) :(77&.3“ 72,1 )T — 3(73.01 Y. )

(10)
O = :#z.mﬁﬂﬂ — #%.1 ]/#40.0
P, = i#%,m#g..& — O3 0o 12 o3 T 4#3*0#:1%.2 + 4#0.3#3.1 — 3#?2#%.1]/#{%%
& ::#2.0 (4,2 0.3 _#%.2) — 0 (o stag0 — o pae )+ pos (s o g _#;%11 )]/#g.u
0 ::Pg,u,‘lg.a — 6#5.{1#1.1#1.2#{},3 — 6#%,0#0,2#2,1#11,3 +- 9#3,0#0*2#%.2 -t 12#0,2#}13.1#2.1#0.3 +

6#2,ﬂ#1.1#0,2#3,0#0,3 — 18#2*0#1.1#0.2#2!1#1‘2 — 8#?.1#:@.,.:1#0.3 — 6#2,0#5*2#3.0#1,2 —+

2 2 2z 2 3 ) 11
ptz o pto. oty + 1207 1 pro2 s otz — 00,1 0.2 3.0 M2, #0.2#3,[}]/;“@.0
In actual applications, these moment invariants are processed as

?S* == logm(‘ﬁ‘)
(f)* — logm(sb) (11)

From the experimental results in table 1 and Masoud''', we can find that there are

two special characteristics of the image moment invariants. One is that ditfferent image has
different moment invariants' value, which is useful for engendering the different water-
mark for different image. The other is that these moment invariants not only are invariant
to geometric manipulation, but also can keep stable when the image has been moditied
moderately. These characteristics are very important to devise a graceful tragile water-
marking scheme.

As Fig. 4 explains, after image moment invariants-'t I=[¢; ,¢; ,¢; .8 , 9" , 9, , ¢,
O s s g | are calculated, we use the preprocessing function F to process these mo-
ment invariants to produce a series array. How to choose function F is very important {or
the following two reasons: a) To avoid altering the watermark once the original image has
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image image A | calculation I

Preprocessing
function F

Watermark Water —
generation mark
extraction

seudo-rando
Watermark W function
Has image been tampered with? Watermark W
Fig.3 Tamper detection Fig. 4 Watermark generation

been tampered with moderately, function F should have the ability to keep the output
same; b) To avoid speculating the watermark from function F, function F should have the

ability to keep the output secure. In this paper, two steps are used to compose the func-
tion F. 1) we choose the simple quantization function to process these invariants first as
follows

(ceil(I/a) +0.5, when0.25 < I/a—ceil(I/a) < 0.75

Q;, = F(I) =2x<ceil(l/a), when 0 << I/a — ceil (I/a) < 0. 25 (12)
cetl(I/a) + 1, when 0. 75 < I/a —ceil(1/a) << 1

where ceil(I) functioan 1s to calculate the max integer of I which i1s smaller than I, a is the
scale of quantization, which is chosen empirically by the changing area of these moment in-
variants when the watermarked image has suffered moderate alteration. 2) A key key 1 is
used to permute the series, which is made up of the outputs of the preprocessing function
of these image moment invariants., After that, this series 1s inputted 1nto hash function to
generate the output H. The output of hash function H is used as the key to generate pseu-
do-random single polar watermark W, which is made up of 0 and 1 series with the size of
original image.

Table 1 Moment invariants of 6 512X 512 gray images

Baboon Crowd Lake Lenna Pepper Woman

b 2, 8903 2.7341 2. 9040 2.9103 2. 8551 2. 7784
P 8. 5079 7. 5609 7. 4780 8. 4089 7.7766 7.2323
b 12. 1956 11. 8196 11. 0071 12. 2636 10. 6872 10. 4646
H 12,1378 10. 5972 10. 8983 11. 2849 11. 5577 11. 6265

P 24, 5487 22. 3391 21.9078 23.4721 22.7184 22.7106
¢ 16. 7002 14, 3866 14. 8832 15. 5571 15.5210 15. 3880

¢7 24, 8699 21.5378 22. 0470 24, 5220 22.7119 23. 3343
1y 6. 3835 6. 0737 6.4194 6.4237 6. 3160 6. 1680
] 24,9975 22, 3999 22. 4600 23.7023 23. 5217 23. 1557

3 16, 2391 14, 7533 14. 9414 15. 8292 14. 9459 14, 4213

W 21, 7492 20, 7753 20. 4706 22. 0099 20. 1824 19. 7592

4.2 Watermark embedding

A better fragile watermarking scheme should reach a good trade-off between localiza-
tion and security. Suppose the M-by-N original image A= {a,,;} € F**", i=1,2,+,M;
i=1,2,--,N, the watermark W= {w;, =0o0r 1} € F**", i=1,2,+,M; j=1,2,--,N,
(which has been encrypted to keep it secure), the watermarked image A"={q, } € FM*",
t=1,24+,M; y=1,2,++v N, where F can be integer domain Z, real number domain R or
the complex number domain C. As Fig. 5 shows, considering the trade-off between locali-

zation and security, 1) we tirstly decompose original M X N image into £ by / non-overlap-
ping blocks (A, A s+ »A,,) with m=M/k, n=N/[. So does watermark W. 2) A key
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—_—

key 1 1s used to sort these non-overlapping Original ___| Decompose irto| Random sort
blocks randomly so that we can acquire the Image kxlblock [ (B(lf_); if)’ e
sorted blocks of original image (B(1), B(2), | T i

+yB(1,),*-sB(mn)) and corresponding water- [ Block BG— D) | Block B(:)
mark blocks (W (1), W (2), - . W (i), -, W — : 1
(mn)). After that, each corresponding water- Al Etfkiiill{zﬁfds pﬁ}ﬁg?nﬁi?:lglzgk
mark block W (i) 1s decomposed into two halves 1...:-———-’";”1
W.,(71) and W, (7). 3) Except the first block, Key 2—| The first br: The second bit [, . 3
each sorted block B(7) and its prior sorted block stréam series | | _Stream senies
B(i—1) are processed to generate two series,
The first bit stream series, which are composed
by all bits of all the pixels in prior sorted block B
(i—1) and all 7 MSBs of all pixels in this sorted .
block B(i) with random order that is encrypted Decompose mto| | Decompose mto
by kevy 2, are inputted into MD5 hash function to ;ai ppam
generate 128bits output H., The 128bits output Hl ..« Hp HHI .-« HHp
H is decomposed into p=128/(2k[) parts H,,

-«, H,, and do XOR operation with W,(z), the
first half of the corresponding watermark block H%;rggark
W (i), bit by bit to acquire the first series M, as Wit W (4)

Lo M= e @H W@ D e bl LSBi o second el 1B
Then, the second bit stream series, which are block B(i of block B(1)

composed by all 7 MSBs of all pixels in this sor-
ted block B (i) with random order that is en-
crypted by key 3, are inputted into MD5 hash function to generate 128bits output HH.
The 128bits output HH is decomposed into p=128/(2kl) parts HH,,-+,HH,, and do
XOR operation with W, (i), the second half of the corresponding watermark block W (i),
bit by bit to acquire the second series M, as
M, = HH, ® - &® HH, ® W. () (14)
4) Finally, M, ,M, are embedded into the corresponding first hall and second half of the
1.SBs of this block B(7), respectively.
From the view of watermarking embedding, which is not only dependent on the block

Fig.5 Watermark embedding

itself, but also dependent on its prior block, it is impossible to identify the equivalent class
at the different places in an image or at the same places in different watermarked images.
Therefore, besides the different watermark, we apply the special watermarking embedding
scheme to resist VQ attack too.
4.3 Tamper detection
As in Fig. 6, 1) We firstly generate these two series M, , M, as watermarking embed-
ding. 2) Then compare these two series with the corresponding first half and the other half
I.SBs of this image block to acquire the detection result of this image block. So do all other
image blocks. 3) Finally, cooperated with detection result of its posterior block, we can
decide whether the image block has been tampered with using tollowing decision strategy.
Assuming that
a) Detection results of each block
R, (i), M, =7 The first half 1.LSBs
R,(1): M,=7 The second half L.LSBs
 means the ith block, R;(i)=1 if equal, R;(7)=0 1f unequal, j=1,2;
b) QOutput of tamper detection
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Ol: O (i) =1, if the ith block

is authentic

02. O(i1) =0, if the ith block

Test Decompose into I~ Random sort Key 1

image kxl block (E(l ) BEIZ )s

| Block BGi—1) | | Block B(i) is tampered with
_[_j : means the ith block.
All bits of all pixels}| 7 MSB bits of all Hash function has the property that
in this block pixels in this block

lM given an input bit string and 1ts corre-

The first bt | | Th T L sponding output, it is computationally in-
€ 1ITSLE D1 € SeCOIl 1 _ ) - . '
stream series stream series | &Y 3 feasible to find another input bit string ot

any length that will be hashed to the same
output. Moreover, the output series will
vary “widely” for any change to the in-
put. Based on these characteristics ot
Hash function, we can use the following

Key 2—

i

Decompose into Decompose into

p parts | pparts decision strategy:
N\ 7\ 1) if R, (i)=1, then O®(G)=1; end
H1 - Hp HH1 --- HHp 2) it R, (i)=0,
(+) (+) if R,(1)=0, then O(i1)=0; end
Watermark 1 Rz (2)=1,
SO O O if R, (i+1)=1, then
The first half The second half O(i)=1; end
LSBs of block —~C_ =7 > CS7 D+ LSBsof block if R, (i4+1)=0, then
()({)=0; end
[)E(Zii‘:i(}n d
en
end

Fig. 6 Tamper detection _ o
From this decision strategy, we can

acquire the decision that where the image has been tampered with and where the image 1s
authentic. Moreover, we can distinguish the random altering from the collage attack or
VQ attack by our decision strategy when only one kind tamper happens. Normally, ran-
dom altering is to alter the pixels in image block directly so that R, () =0, but the collage
attack or VQ attack is to cut and copy image blocks from one watermarked image to ano-
ther watermarked image, which could not alter the pixels in image directly so that R, (i) =1.
Based on this different characteristic between the random altering and collage attack or VQ
attack and the characteristics of Hash function, we can distinguish the random altering
irom the collage attack or VQ attack by the following decision strategy when only one kind
tamper happens.

For any tamper, R; (i) must be equal to 0(R,(i)=0). Then,

1) when R, (i+1) =0 and R, (i) =0, random altering

2) when R, (i4+1)=0 but R,(:)=1, collage attack or VQ attack.

A wrong decision may happen when R, (1) =0, R,(z)=1 and R, (+1) =0, Our deci-
sion 1s that block B(i) has been tampered with. But, this decision can be acquired too
when this block has not been tampered with while its posterior block has been altered.
However, this situation can happen only when the prior block B(i—1) and the posterior
block B(i-+1) of this block B(7) all have been altered simultaneously. Moreover, because
these image blocks are sort randomly, the probability for this situation happens is small.
Therefore, this wrong decision has little effect on our scheme.

4.4 Experimental results
To test the performance of our fragile watermarking algorithm, two kind tests have
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been done. The first test we did is randomly altering the pixel value of image. The second
is collage attack that cut and paste image blocks from itself or other watermarked image.
The popular 512 by 512 gray-level image Lenna is used as the test image to be authentica-
ted. 10 image moment invariants I=[9 ,9$; ,9; ,¢; .8 .9 ., & &' ¢ ¢ ] are chosen,
(1, 2,2, 2,4, 3, 2, 4, 3, 4) as the scale of quantization for these 10 moment invari-
ants"'"', The image is decomposed into 8 X 8 blocks. All these 512/8<512/8 image blocks
are sorted randomly, Private key symmetric encryption function is used to encrypt the bits
series, which is composed by the pixels of image blocks(Certainly, we can employ some
more complicated encryption algorithms to encrypt the bits series to make the bits series
more secure, ). After that, MD5 Hash function is used to process this encrypted bits se-
ries. | he experimental results are given in Fig, 7.

watermarked image

.............
e e e

(d) Detection result of randomly (e) Counterfeit watermarked image (f) Detection result of counterfeit
tampered watermarked image watermarked image

Fig. 7 Experimental results (Darkest place in detection result means the places where image has been tampered)

Fig. 7(a) is the original 512 X512 gray-level Lenna image. The watermarked image is
given in Fig. 7(b). We alter this watermarked image randomly by only one pixel. The
altered watermarked image, which could not give any visual effect, is presented in Fig. 7
(¢). The detection result is displayed in Fig. 7(d), which shows that our scheme can
detect any small tamper. The next test result is given in Fig. 7(e) and Fig. 7(f). The
counterfeit watermarked image, where we alter the hair of the girl on the back of her
shoulder, is given in Fig. 7(e). The detection result is shown in Fig. 7({) , which indicates
that our algorithm can successfully detect the counterfeit places. As our analysis in Section 3,
when the tamper is randomly altering only, we can acquire that R, (i+1)=0 and R, (i) =0,
When the tamper is collage and VQ attacks only, we can acquire that R, (i4+1) =0 but
R,(i)=1. But when these two kind of tampers happen simultaneously, the detection re-
sult is same as random altering where R, (i+1) =0 and R, (i) =0. Therefore, in this situa-
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tion, we could not distinguish these two kinds of tampers. Besides these tests, the ettec-
tiveness of our proposed algorithm against VQ attack is obvious. The VQ attack codebook
is impossible to construct so that the VQ attack is unable to implement.

The experimental results demonstrate that our algorithm can successfully detect the
random altering and college attack. Because our watermarking embedding is dependent on
the different unknown watermark, which is generated by the image moment invariants,
and random block dependent, VQ attacker could not identify the equivalence classes.
Therefore, it is impossible for VQ attack to implement so that our means can resist the
vector quantization attack successfully.

S Conclusion

In this paper, a feature based fragile image watermarking framework is proposed.
The image features are employed to generate the watermark so that the VQ attack 1s un-
feasible. The basic requirements for choosing image feature and watermarking embedding
function have been given for this framework. An example, which is moment invariants
based fragile image watermarking, demonstrates our framework.
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