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The Concept of Configuration Redundancy and Integrated Evaluation
and Disposition of Redundancy in Sensor Systems!’
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Abstract An important subject in control system design is to actively explore and dispose both
functional and physical redundancy, which is abundant in modern control systems and of various
fashion and mechanism. We first present a new concept of ®configuration redundancy’, which
may provide a common understanding of different kinds of redundancy. An index is then proposed
based on the concept to evaluate the amount of functional and physical redundancy in a system,
and consequently provides a new basis for redundancy disposition and active survivability design.
The concept and index are applied to control sensor systems in detail, and some examples are pro-
vided to show the effectiveness.
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1 Introduction

The technique of physical redundancy has been widely employed in traditional control
system design. By disposing multiple physical elements of the same function, system relia-
bility is improved, but complexity and cost are increased. The technique of functional re-
dundancy i1s being applied more and more 1in modern control system design. By exploring
functional overlap of different elements (or components) in the control system, not only
reliability of the system 1s improved, but also physical complexity and cost are decreased.
Functional redundancy 1s still based on the system hardware, therefore, optimal design of
the control system needs integrated exploration and disposition of both functional and
physical redundancy. There are abundant results in the area of redundancy exploration.
This paper focuses on the integrated redundancy disposition. We start with analyzing the
mechanism of redundancy , then propose a new concept of °configuration redundancy’ to
generally describe different kinds of redundancy, and define an index of ‘configuration re-
dundancy’, and finally state the method of redundancy evaluation and disposition.

Integrated redundancy disposition needs a general index for redundancy evaluation.
Because the redundancy technique i1s originally employed to improve reliability, some
methods of redundancy disposition directly employ indexes of reliability or based on relia-
bility''!. However, redundancy is essentially different from reliability, so these indexes
cannot reflect the amount of redundancy contained in the system well. Ziha-*' proposed an-
other general index of redundancy based on the concept of ‘event’. ‘Event’ is in some
way similar to ‘configuration’ here, but it does not consider any correlation among system
states. Additionally, there are still some other techniques for redundancy evaluation, such
as evaluation of sensors’ analytical redundancy based on the dimensions of the observable

3]

subspace™®’, and evaluation of kinematics redundancy based on the dimensions of the Eu-

]

clid space-". These techniques are for their special areas, and are not suitable for integrat-

ed redundancy evaluatior,.
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2 Concept and index of configuration redundancy

Let Q={a;, i=1,+,q} be the set of all elements of a system. Different a; might drop
into fault in different order, which makes the system drop into different states, denoted by
s;s 1=1,2,<,m. States in which the system can perform the expected functions are valid
states, and states in which the system cannot perform the expected functions are invalid
states.

Definition 1. Suppose the system is in the state s;,, The set of all the normal elements
in  is called the realization of the system corresponding to s;, denoted by N(s,) in form of
{ » }. The sequence formed by all the fault elements in the order of dropping into the fault
is called the sequential realization of the system corresponding to s, , written in the form of
().

Denote the set of all possible realizations of the system with INS(), and the set of
all possible sequential realizations of the system with TINS(Q). The pair {INS(£2), &) is
a partially ordered set, where ‘"’ is the subset relation on INS(Q). (INS(2), &) can be
described by its Hasse diagram (INS(Q), COV)Y¥, where COV is the ‘cover’ relation
corresponding to ‘“C’, Then in {INS(2), COV), a node N(s;,) denotes a realization of
the system, the path from the top to a node N(s;) denotes a sequential realization, and the
set of all such paths 1s TINS(D).

Definition 2. A configuration ¢; of the system is a subset of 2, which can perform ex-
pected functions independently under suitable environment and working patterns. For a
valid state 5;, N(s;) must include some configurations ¢, (i=1,2, -*+), and we say ¢; sup-
ports s,;.

Definition 3. Let $={¢,, i=1,",n} be a set of some configurations of the system.
If for any valid state 5;, there is in @ at least a configuration ¢; supporting s;, @ is called a
configuration base of the system.

Instead of directly improving reliability of the system’s elements, the redundancy
technology improves reliability of the system by providing multiple system configurations
essentially. Thus all systems with redundancy can be considered to have a general struc-
ture, which i1s formed by parallelizing multiple configurations, To distinguish this view-
point from others, here we call the redundancy in the above structure configuration redun-
dancy. The concept of ‘configuration redundancy’ shows not only the relationship of relia-
bility and redundancy, but also difference between them: essentially, redundancy is not a
statistical characteristic that reflects the reliability of a system, but a structural one that
reflects survivability of the system after faults and failures. Studying evaluation of config-
uration redundancy will provide novel views for system design.

Denote the valid mode and invalid mode of the element a; with «; and a@;, respectively,

and denote the valid mode and invalid mode of the configuration ¢, with ¢; and ¢;, respec-
tively. A physical redundancy system with self-diagnosis has the simplest structure of con-
figurations, e. g. , the n-redundancy sensor system. Each component is just a configura-
tion, all the configurations change their modes independently, and the system knows its
state clearly. Split the n configurations into % subsets, so that the ith subset has g; ele-
ments with the same invalid probability P;. The invalid probability of the system is

n k
P(S_él ,9"52,,..55“) — HP(GT:’*') — prrn: (1)
=1 ;=1

Obviously, redundancy contained in the system can be measured by n, the number of the
configurations of the configuration base, and

7 R
D logee, P(3) = D logp P% =m (2)

=] =1
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When considering the functional redundancy, modes of the configurations correlate
complicatedly, and the amount of redundancy in the system decreases. To measure the
contained redundancy generally, we start once more from the invalidation probability.

Let {{j1sjassjurlj=1,ym, m=n!} be the set of all the permutations of {1,2,
yn). Forany (Gisjos*=rs7.7

P(gle ’ ‘?jz ,.“’{éjn) — HP(QB-’: ' QB-’*(:HLI) ,éaj(f—#?} !"'1§Ejﬂ) — HPJ(‘E}:)! J —=
1=1 1= 1

(3)
where
Pi(éf) — P(SB& | ‘;Bf:kﬂ) ,g_aj(k+?.) ’”.’g_afn)" Vi= 1, (4)
Multiplying the m equations in (3), we have
P B 1§00 @) = HP(@,-) (5)
P(g) = HPW(@J (6)

Fquation (5) and (1) are in the similar form. Slmllar to (2), we give the following defini-
tion.

Definition 4. For a system with the configuration base &= {¢,, 1=1,++,n}, define
the following index to evaluate the redundancy in the system,

RE(@) ERE(@) — ZlOgPW )P(GD) (7)

which 1s called the configuration redundancy degree
Physically, Re(¢;) can be looked as the contribution of ¢; to the system redundancy in
consideration of correlation among modes of the configurations. The total amount of sys-
tem redundancy is the sum of contributions of all ¢,’s. Mathematically, the configuration
base forms an abstract space. The system redundancy is the sum of its projections to all
the dimensions. By comparing (5) and (7), it can be seen that the reliability is the combi-
nation of redundancy and base vectors.
Direct deduction gives the following properties.
Property 1. For systems with the structure of parallel multiple configurations, Re(®)
is determined and R(@)E | 1,n].
Property 2. If the configuration base & can be divided into two independent subsets @,
and @,, 1. e, , for any ¢, € $, and &, =P,
Plg, | a | a € &) = P(g | {b,
and there 1s a similar equation for any ¢, € @, and ¢, P, then
Re(Pd) = Re(d;) + Re(P;) (9)
Corollary 1. If all the configurations in @ change their modes independently, then
Re(®) of the system is n. Equations (2) and (7) coincide with each other. On the other

side, if all the configurations overlap, i. e. , the conditional probability P;(¢,) =1, Re(®p)
of the system 1s 1.

— @ )) (8)

3 Calculation of the configuration redundancy measure

Denote the current system state with a random variable s. Then the set of all possible
system states S=1{s;, s;, **=} 1s the sample space of s. The distribution of s 1s a prior in-
formation. Only some states in S are valid and form the subset S,. For s=5& S5S—S,, all
configurations in @ are invalid, and for s=35, € S, , there is a nonempty subset of valid con-

figurations {¢, |0, € P, ¢, &= N(s,) ;. Therefore, the conditional prcbability
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P(%i | @(m} ? gfJ»‘F~t=~+2} ’".’@n) — [ z P(sf)]/[ z P(s) + EP(S‘)]’

5IESe SIESE SIESE
P; “‘N(SI):E P; —N(s))=¢
t t
® ~N(s))# ® —N(s,) 7+ 2
7 (i+1) TG
¢. —N(G)#Z ¢, ~NGs)#D
I In

1 =1,2,ym, 1=1,2,"yn (10)

Two conditions are necessary for a states 5; to be in S5,(s; € S, ) :

1) There is at least a configuration to be a subset of N(s,);

2) When s=s,, the system knows its current state well enough.

Condition 1) is the basic requirement for the system to perform the expected func-
tions, while condition 2) relates to the order in which the elements fall into fault and the
capability of the system to detect and diagnose the faults. Obviously, Re(®) will get its
maximum value without consideration of condition 2). In this case, Re({d) reflects the to-
tal amount of redundancy contained in the system, and we face a problem of maximum re-
dundancy evaluation. When considering both the above conditions, Re(®) will get a smal-
ler value that reflects the amount of redundancy usable under current system intelligence;
we face a problem of practical redundancy evaluation.

For the problem of maximum redundancy evaluation, S is just INS(£2). In the Hasse
diagram (INS(2), COV), if a node is valid then all its parent nodes are also valid. There-
fore, S, is the compléte sub graph (INS', COV')of (INS(2), COV) between the top node
and a subset of the configuration base. For the problem of practical redundancy evalua-
tion, the order of faults must be considered, and S is TINS(£2). If an edge e; is invalid,
then all paths including it are also invalid. Therefore, the set of valid states can be deter-
mined as follows. In the Hasse diagram (INS({2), COV), go down from the top node to
determine the validation of every node in turn, and get the valid complete sub graph
(INS', COV'). INS' is Se for the problem of maximum redundancy evaluation. In the sub
graph (INS’, COV’'), go down from the top to determine validation of every edge e; €
COV'. All the valid paths from the top node in (INS', COV') give Se for the problem of
practical redundancy evaluation.

Notice that calculation of Re(®) depends on selection of @. In the frame of definition
3, selection of @ is not unique. In the extreme condition, it can be chosen as the set
formed by the minimum elements of @.

4 Maximum redundancy evaluation for sensor systems
Maximum redundancy evaluation needs to determine validation of the realities, With-
out consideration of the dynamics of sensors, a system with [/ sensors can be described as
x(k+1) = Ax (k) + &, (k) (11)
y. (&) = Cx (k) + & (k) (12)
In the normal case, &,(k) and & (k) are mutually uncorrelated zero mean Gaussian white
nolse sequences, and by suitable normalizing, they satisfy
E{gs(k)g;r(})} '"—_0'3313;'1!' E{gw(l)gl(])} =Q3kj (13)
where 0,;is the Kronecker function, I is the identical matrix, and the covariance matrix Q
is positive definite.
The functional requirement for the sensor system is that the system is able to give es-
timates of a group of expected variables with certain accuracy. Denote the group of expec-
ted variables as

y, (k) = C,x(k) (14)

In the case of direct redundancy'®’, there is a matrix H of maximum rank such that
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C, = HC, (15)
Then the smallest error covariance of all the estimates is
Ely.(B)yI (k)] = (H H)™ (16)

In the case of indirect signal redundancy‘®', estimates of y, (k) can be derived from
(11),(12) and (14). The smallest error covariance is given by the Kalman filter'’?. Let P,
be the steady-state error covariance of x. The steady-state error covariance of y, is

E[yv.(O)¥ (k)] = C,P,CT (17)

S Practical redundancy evaluation for sensor systems

To determine validation of an edge ¢, € COV' is actually a problem to evaluate the ca-
pability of the system to detect and diagnose its faults, which can be further described as a
problem of multiple hypotheses test in a limited interval with expected false alarm rate a
and missed alarm rate 8, For the traditional physical redundancy systems, there exist mul-
tiple sensor elements for any variable in y, to form a redundant sensor component, and
fault detection and diagnosis (FDD) are limited in every component. To explore functional
redundancy, FDD among components are necessary,
5.1 FDD in a component

For an n-redundancy sensor component without self-diagnosis, the maximum number
of fault elements that can be detected and located by the normal noting technique is only
n—2. Therefore the maximum redundancy degree 1s not achieved. To identify the system
state when faults happen in the residual 2 elements, functional redundancy among different
components must be explored to provide a reference estimate of the observed variable.

For the observed variable y. (&) in (12), its reference estimate y, (k) ~N(y, (k) ,87),
where 67 1s provided by (16) or (17). Denote the output of the jth sensor element observ-
ing v, (k) as vy, (k). In the normal case y, (k) ~N(y;(k),07), while in the fault case
v (BY~N(y, ()t A;,67), where A, >0 is the given error bound of the sensor. We need
perform the following dual hypotheses test for the jth sensor element:

Y, (k) = yi(k) — yi (k) ~ N(y; 40, +6/)y k= 1,2,y N (18a)
H, cp = 0y H, ;=1 A, (18b)
Notice that the number of samples, N, can be used as the measure of the time interval.
The following theorem gives the expression of N.
Theorem 1, The minimum N for the above problem 1s
N — (Z,+ Zz)" (oF +8°)
Al
where Z, and Z; are the a and 8 confidence bounds of the normal Gaussian distribution, respec-
tively.
5.2 FDD among components
5. 2.1 Case of Direct Redundancy

Consider (11)~(15). In the normal case, £ (k) ~N(0,0°]). When the ith element

drops into fault, & (k) ~N(+A.e;,0°1), where e; 1s the ith unit vector of the [-dimensional

(19)

space,
[Let
VIH=0, V'V =1 (20)
We have
vi(k) =VTy (k) =VTE (k) =& (b), E{& . (), T (k)} =l (21)

Let v; be the ith row of V., Fault diagnosis for the ith sensor component need perform the
following dual hypotheses tests.

yi(k) ~ N ,0’ 1), b =1,2,:,N (22a)

H, . ﬂf =T ﬂiv? , H, :Auf = Ajv;'r ] F£ i (22b)
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i

Theorem 2. The minimum N for the above problem with false alarm rate @ and missed
alarm rate [ 1is

B (Z, + Zg)t o
N X AT+ allw, I — 28,  vaT |
5.2.2 Case ot Indirect Redundancy
Consider the system described by (11) and (12). For the observation y,, (&) €y, (&),
there exists a group of different observations y, (2) = [ yu1 (B) s vz (&) 4 2oy vy, (B) |1 C
y, (k) , which imply indirect redundancy of y,, (k). Let C, and C,, be the observation ma-
trix of y,, (k) and y, (k), respectively, Then from y, (%) we can get a reference estimate

(23)

V.. (k) of v, (k). The minimum mean square estimate of y,, (k) 1s given by the steady-state
Kalman filter, with the Kalman gain K and the single-state error-covariance matrix P.

For the sensor component observing y,, (£), the fundamental way of fault diagnosis is
to do statistical test on the following sequence:

Y (B) = v, (k) — 3, (k) (24)
Because if some of the sensor components observing vy, are fault, the characteristic of
V.. (k) can also change, we need test the following Kalman innovations sequence addition-
ally,

Yoo (B) = yu (B) — ¥, (R (25)
As a result, fault diagnosis in this case need perform p dual hypotheses tests as follows;
Y(k) = [Yo (k) Y.(B)]' ~N@k),R), k=1,2, (26a)

{Hﬂ(ym sensor fault) : p(k) =+ A u. (k) Pm= 1,0, (26b)

H, (v, sensor fault): (k) ==+ At (B)
where A,, and A, are the given error bounds for the sensors of y,, and y,; respectively,

and £=1 at the time fault happens. u,, (k) and u,; (¥) are the corresponding fault vectors,
and

u, (k) = [OT“ R =[C, CLTP[C, CL]+¢I (27)

u, (k) 1s given by the following theorem.
Theorem 3. Let e/ be the ith unit vector of p-dimensional space. Then

_r—[ComB) +et]7
ws () = |00 OS] k=102, (28)

Proof. Notice that the observation noise &, (k) ~N(+ A, e?, o I), k=1,2, -,
Substituting it into the steady-state Kalman filter leads to (29).

Theorem 4, For the above problem, the minimum capacity N with false alarm rate a
and missed alarm rate 8 is determined by

gzLi > (Za+ZB)25 1 = 1323"'513 (30)
N
o = D [A%uL (OR s () + ALL (DR, () — 2 | A wtly GHR WL () |]

=1

K

(31)

6 Examples for redundancy evaluation
6.1 Example 1

To show the effectiveness of the ‘configuration redundancy’ concept in the integrated
redundancy evaluation, consider the system with 3 redundant elements, A, B and C. The
set of realizations is shown as figure 1, in which the sets of nodes above different specific

curves give different S.s. Assume that all the elements have the same invalidation proba-
bility P, Re(®) for all the Se’s are shown in table 1.
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S., represents the standard physical 3-redundancy system with self-diagnosis. Its con-
figuration set 1s {{A},{B},{C}}, and the configuration redundancy degree is always 3.
This 1s also the maximum Re(®) possible for a 3-redundancy system. With the capability
of self-diagnosis decreasing, we face the problem of practical redundancy evaluation and
get smaller Re(®). For example, S,; represents the standard physical 3-redundancy sys-
tem without self-diagnosis, and S,;, in which A and B are not allowed to be fault at the
same time, represents the physical 2-redundancy system (A and B) with self-diagnosis.
Let the configuration set for them be {{AB},{BC},{CA},{A},{B}}. It is shown from ta-
ble 1 that the reliability of S,; is always higher than that of S,,, while the practical redun-
dancy degree of S,; is always lower than that of S,;. This verifies once more that redundan-
cy and reliability are essentially different, and that they give us different viewpoints of sys-
tem design. Table 1 also shows that changing invalidation probability of elements does not
bring about large disturbance of Re(®) . the slight disturbance 1s because that changing in-
validation probability of elements would change the level in which the configurations corre-
late each other.

(Aﬁﬂ (BC) <(CA) (CB)

(ABC)» (ACB  (BAC {BCA» (CAB) (CBA>

Fig.1 Realizations of the system: Example 1

Table 1 Result of redundancy evaluation: Example 1

P RE&(SEI) RE‘(SE;;) RE(Sfa) R(Seg) R(S,;g)
0. 3 3.0 2. 15 2.0 0.78 0. 91
0.2 3.0 2,22 2.0 0. 89 0. 36
0.1 3.0 4, 28 2.0 0. 97 g. 99

6.2 Example 2
Consider a flight sensor system. The longitudinal dynamics of the aircraft 1s in the
form of (11), and

a - — 1.1 1.0 0
x=|ql, A= |—316 —1.67 0|, Q=107+ I,
7 0 1.0 0

where 0 i1s the pitch angle , ¢ the pitch rate, and a the attack angle.

Control augment and attitude control need feedback of all the state varniables, 1. e. y, =
La,q,8]". Additionally, it is usually necessary to observe the normal acceleration n,. Dis-
pose a single sensor element for each variable above, and normalize them according to
(13). We have the observation vector

y, = [a/0.03 n,/0.007 ¢/0.01 6/0.01]%, n, = 14,85, a, = 1.

For the problem of maximum redundancy evaluation, let the required estimation accu-
racy for y, be 6,<.0. 05(rad/s), 0,<.0.05(rad), 0,<.0,03(rad). Calculate the actual es-
timation accuracy of y, for every realization according to (16) and (17). Then the set of
the minimum elements of S, is S, == {0}. For the problem of practical redundancy evalua-

tion, let A=2, a=£=0. 005 and N=8, and calculate &%, for every sequent realization ac-
cording to (30). Then the set of the minimum elements of S, is S, . ={{n, ,a),{a, n,),

mif
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(1,5 @)+{qs n.)+{qy @)y{a, @)}. According to S, and S, ., let the configuration base
be {{0},{qg, 0}, {a, 8} ,{n., 6}}. The results of redundancy evaluation are as shown in ta-
ble 2. It is shown that, when considering physical/functional redundancy generally, even a
normal system with single physical redundancy can provide contiguration redundancy de-
gree greater than 1. This is just the foundation of all the techniques of functional redun-
dancy exploration. The practical redundancy degree is usually smaller than the maximum
one, however the two values can be made closer by improving the system capability to di-
agnose its faults,

The concept of configuration redundancy also provides the criteria of integrated dispo-
sition of physical/functional redundancy for system design. In this example, if it is needed
to add another sensor element to make the system more fault-tolerant, we can get an opti-
mized program according to the configuration redundancy degree. Chose a general set of el-
ements, {a; sn.4, q10, 027,55 g, ,0,}, and a general configuration base {{8,},{6;},{q. +01 },

{a, !61}!{71:1 &61}{1'12 !el}i { @, 931}9 { N2 961}3 {91992}! {augz}!{ﬁzuﬁz}}- The results of

redundancy evaluation are shown in table 3, in which the program 4 is most fault-tolerant.

Table 2 Results of redundancy evaluation; Example 2

Practical Maximum
1. 662903 1.677644

Table 3 Optimized disposition; Example 2

R 0 Re()
1 (@) ,a2 572 + 1 151 } 1. 633853
2 {"11 yMz] 27172 !erﬁl} 1. 713906
3 {a1 y721 s s G2 01 ) 1. 826798
4 {a1 37121 9q1 61,05 } 2. 3092440

7 Conclusion

The concept of configuration redundancy gives us a general point to understand differ-
ent kinds of redundancy existing in a system, and shows both relationship and difference
between reliability and redundancy. Essentially, redundancy is not a statistical characteris-
tic which reflects reliability of a system, but a structural one which reflects survivability of
the system after fault and failure. Studying evaluation of configuration redundancy will
provide novel criteria for system design.

Based on the provided index of configuration redundancy degree, it is feasible to eval-
uate ditferent kinds of redundancy 1n the system, consequently to guide the integrated dis-

position of them. The provided methods and examples for sensor systems have verified the
effectiveness of the concept and index.
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