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Image Watermarking Resist to Geometrical Attacks"”
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Abstract An image watermarking algorithm in DWT domain is proposed which is robust against
geometric distortion. We hide 536 information bits in a 512 X 512 X 8 image. The merits of the
proposed algorithm are as follows: 1) By introducing distance between the attacked image and the
original image, we can resynchronize the data extraction based on the minimum distance; 2) Using
multi-resolution matching and coarse-fine searching to prune the searching space, the computation
of our algorithm is drastically reduced; 3) With BCH coding and 2-D interleaving technology the
algorithm can correct some random errors and bursting errors in detection. The watermark thus
generated is invisible and performs well in StirMark test. Compared with other watermarking al-
gorithms reported in the literature, the algorithm is more robust, especially against geometric dis-
tortion, while having much higher bit rate.
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1 Introduction

Digital watermarking is an effective method for protection of intellectual property
rights (IPR) of multimedia data"*!. Invisible image watermarking is now one of the most
active tields. Watermarking in the transform domain is the most popular scheme, which
includes watermarking based on discrete cosine transtorm domain (DCT), discrete Fourier
transform (DFT), and discrete wavelet transform (DWT)'!, Robustness is one of the key
1ssues in watermarking,and robustness against geometric distortion is a difficult issue. Re-
cently, it has become clear that even very small geometric distortions may impair water-
mark detection “*), To improve the robustness against geometric distortion, a lot of at-
tempts have been tried. However, there still remain a number of problems such as low bit
rate of hidden data, low robustness,etc. For example, the watermarking proposed in [ 3,
5] can only resist rotation, scaling and translation (RST), and it is not compatible with
the new 1mage compression standard which adopts wavelet transform. The non-blind solu-
tion proposed by Davoine et al. 1s to split the original (or the non-geometrically distorted
marked) image into a set of triangular patches'®!. This mesh of patches then serves as the
reference mesh during a pre-processing step of the mark signal retrieval. As emphasized by
the authors, however, this kind mesh based compensation is only efficient in cases invol-
ving minor deformations. It is known that DWT-based marking algorithms are popular due
to their good spatial-frequency characteristics of DWT and due to the DWT’s importance
in image/video compression standards'’’ 3. Since the DWT coefficients are not invariant
under geometric distortion, the existing watermarking in the DWT domain cannot resist
geometric transforms.

By introducing a distance (dissimilarity) measure between the attacked image and the
unattacked one, we propose a watermarking algorithm in the DWT domain, which can re-
sist geometric attacks. It incorporates error correction coding, 2-D interleaving and resyn-
chronization based on the distance measure. The generated watermark, containing 536 in-
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formation bits, is robust to most test functions in StirMark 3. 1, especially robust to geo-
metric distortions.

2 Watermark embedding

A meaningful watermark, CS, consists of a character string with length L, 1. e. , CS
={CS;; 0<i<<L}, where CS,; 1s a character (8 bits). The data hiding procedure is demon-
strated 1n Fig. 1.

Original image

» DWT |—| LL, |—»| IDWT

CS T ¢

»| BCH coding |—»{ .., P Marked image

interieaving

Fig.1 Watermark embedding process

To lower detection errors,the watermark signal is coded with a BCH (#%,8) code. We
choose n to be 61, After BCH coding, we obtain the binary data W.

To enhance the robustness of watermarking against bursting errors, 2-D) interleaving
is applied to the watermark. Bursting of errors do occur when a watermarked image 1s
cropped or jitter attacked. 2-D interleaving can spread bursting errors among different
codewords''!, With a simple random error-correction code such as the BCH (61,8), the
spread error bits within a codeword may be less than 13 bits so that the bursting errors can
be corrected. After 2D interleaving, we convert W into X .

By using the Daubechies 9/7 bi-orthogonal wavelet filters we apply three-level DWT
to the original image. The DWT coefficients in the LL; subband are scanned row by row to
form a 1-D array C. We adopt Equation (1) to embed the binary data X into C to obtain

C .
C'(i) = CG) — CGYmod o

ad if.}:l:l

et R [ QD

0L i1 <L Xn (1)

Qs lf:C;:O

C' (i) = C(z) — C(i)mod o - 1

where C(7) and C' (i) denote the ith element in C and C ,respectively. In our experiment,
they are all positive. For the watermark to be robust, a should be maximized under the
constraint of invisibility. In our work, we choose ¢ to be 32 and 64 tor Lena and Baboon,
respectively., Performing inverse DWT on the modified image, we obtain a watermarked
image.

3 Watermark extraction based on resynchronization

It is known that geometric distortion damages geometric synchronization of hidden da-
ta that 1s necessary in watermark extraction., To resynchronize the hidden data, we per-
form an anti-attack operation to remove the geometric distortion on the watermarked image
by searching for the minimum distance (best matching) between the attacked stego-image
and a reference image. The reference image may be an uncorrupted marked image or the o-
riginal image.
3.1 Resynchronization based on minimum distance searching

The distance d between an image f (x,y) and another image f (x,y) (both are m Xn
2-D arrays) is defined as the mean absolute difference of gray values:

d= (D>, | flz,y)— f'zsy) | )/ GnXn) (2)

r=1 y==1
d serves as a measure of the similarity of the two images. The smaller d, the more
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similar they are. The d between an image and itself is 0, Considering an image f(x,y) and
its geometric distorted version f (x,y), if ideally at the point of registration, then f (x,y)
= f(x,7y) and the distance is 0. In practice, at the point of registration, since f (x,y)
may be slightly different from the f(x,y) due to image noise, e. g., additive noise, image
compression or interpolation, the distance is not 0, but it is reasonable to assume that the
distance 1s minimal (this is also supported by our experiment). The stego-image may be
subject to various types of geometrical distortions: RST, shearing, general linear trans-
form, etc. RST is a combination of rotation, scaling, cropping and translation. Because the
geometric distortion 1s unknown, we apply several anti-attack operations to the attacked
marked image g(x,y) separately to generate different image (denoted by g’ (z, y)). By
searching for the minimum distance between g’ (x,y) and the reference image f(z,y) we
determine which kind of inverse operations (inverse RST, inverse shearing, inverse gener-
al linear transform) should be applied to the attacked image and what parameters of the in-
verse operation should be chosen in order to regain geometric synchronization. When we
compute the distance between f (x,y) and f (x,y), we can just use a portion instead of
the whole image in practice in order to save computation.
3.2 Searching for the resynchronization parameters

Among the above-mentioned several anti-attack operations, the anti-RST is much
more time consuming since it has a 4-dimensional searching space (5,6, z,, v,), where S
is the size of the scaled image (assuming equal scaling along x and y directions) and hence
a scaling related parameter (corresponding to ¢), @ denotes the rotation angle, z, and v,
denote the translation parameters. So in what follows, we mainly discuss the searching
process of the anti-RST operation. In the whole searching algorithm, we use the bi-linear
interpolation.

Anti-RST operation We perform the following RST transtorm on the to-be-checked im-
age g{(x,y) with different (s, 8, x,, y,)parameters:

g (x,y) = g(g(xcosh + ysind) —z,, o(— xsind-+ ycosf) — vy,)

and search for the minimum distance (d) between g’ (x,y) and f(x,y). In our work, we
substitute ¢ with S, Without loss of generality, we choose the size of f (x,y) to be 512X 512.
We choose the searching range of S to be 512~256 (the corrupted image is assumed to be
cropped less than 75% ). The searching range of translation parameters x, and vy, are de-
termined by the above S, thus to be —128~-+128 (the center of an image is the origin).
§:—90°~-+90°, We drastically decrease the computation using multi-resolution matching
and coarse-fine searching. The anti-RST operation is divided into five phases:; coarse
searching at 64 X 64 resolution, medium- 1 searching at 128 X 128 resolution, medium- 2
searching at 256 X256 resolution, fine_1 searching and fine-2 searching at 512X 512 reso-
lution. The algorithms at different phases are similar. It contains 4 nesting cycles (S,8,
Z,s v,)s where the cycle of changing S is the outermost cycle and the one of changing v, 1s
the innermost one.

1)Convert f(x,vy) to a certain resolution first to generate f,(x,v).

2)Obtain a size; X size; sub-image g., (x,y), using gray-level interpolation via pixel-
filling (also referred to as backward mapping) algorithm from the to-be-checked image
g(x,vy),which has been rescaled to the size of SX S and re-rotated by an angle 6.

3)Select a size, X sizey sub-image f., (x,vy) in the image f,(x,v), whose center shifts
from the center of f,(x,y) by x, and y,.

4)Compute d between gl, (xsydand fus (x,vy).

5)Change S, 4, x,, and vy, respectively with the searching ranges and step sizes giv-
en below, repeat steps 2, 3 and 4 given above, searching for the minimum d.

6) The parameters S, 8, x,, and v, corresponding to the minimum d at this phase can
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be determined. This candidate of the best matching is then propagated to the next search-
ing phases.

In coarse searching, we choose size,; to be 22 (about 0. 35X64)., We choose searching
ranges of S, 4, =,, v, to be 64~32, —90°~—+90°, —16~-+16, —16~+16, respective-
ly, the step sizes to be 8, 5°, 1, 1, respectively. After coarse searching, we obtain the pa-
rameters S,y 0.5 Tocs Voc-

In medium_ 1 searching, we choose size; to be 0. 7(2 S, —16). We choose searching
ranges of S, 8, x,» vy, to be (S5, =8) X2, 8.5, (zx,,£2)X2, (y,1T2) X2, respectively,
the step sizes to be 2, 1°, 1, 1, respectively. After medium_ 1 phase, we obtain the pa-
rameters S,15 Onis Tomi s Vomi s

In medium.. 2 searching, we choose size; to be 0. 7(2 S,,; —4). We chcose searching
ranges of S,8, x,» v, to be (5,1 2) X2, 0,1 T1°y (o1 T2) X2, (y,,1 T2) X2, respec-
tively, the step sizes to be 1, 0.5°, 1, 1, respectively. After medium- 2 phase, we obtain
the parameters S,: s Onzs Lomzs Voms

In fine-1 searching, we choose size; to be 0, 7(2 S,. —2). We choose searching ranges
of S, 8, =,, v,to be (S, £1)X2, 8, 0.4°, (xyns T2)X2, (y,212)X2, respectively,
step sizes to be 1, 0.2°, 1, 1, respectively. After fine-1 phase, we obtain the parameters
Sas 05 and the final parameters of translation x,, y,.

fine-2 searching contains only 2 nesting cycles (S5,8). We choose size; to be 0. 9S54,
the searching ranges of S,6 to be S, +1, 6, 0.1°, step sizes to be 1, 0. 02°, respective-
ly. After Fine-2 phase, we obtain the final parameters of scaling and rotation S,4.

Anti-shearing operation. By changing the anti-shearing parameters (the maximum
shift in X and/or Y directions), we perform different anti-shearing operations to the at-
tacked image g(z,vy) to obtain g’ (z,y). When the distance between g’ (x,y) and f(z,y)
reaches its minimum, the parameters for resynchronization can be determined. If the size of g
(x,y) 1s NX N, searching range of the shift in X, Y directions ts (512— N)—2~(512—
N) +2 (the accuracy is 0. 1 pixel). To reduce the computation, we also adopt the coarse-
fine searching algorithm.

Anti-general-linear-transform operation. Flip the image g(x,y) in up/down direction,
perform shearing on the flipped image, resize the image to the same size of the original im-
age, flip the resized image, and we obtain the image g’ (x,y). We change the shearing pa-
rameters while performing anti-general-linear-transform operation. We obtain the parame-
ters for resynchronization based on the minimum distance between g’ (z,y) and f(x,y).
3.3 Data extraction

First, perform 3-level DWT on the resynchronized to-be-checked marked image. The
coefficients of the LL; subband are scanned and turned into a 1-D array, which is denoted

by C*. Then we can extract the hidden binary data X* {z/ } according to the following
formula.

z; =+1, i (C* (G)mod a)>= -5‘25—,-. z; =—1, otherwise (3)

Next we perform 2-D de-interleaving to X~ , which is the inverse process of 2-D inter-
leaving, to obtain the binary sequence W*, By partitioning W* into subsequences with size
of n=61, we obtain the extracted signals W = {w; ,0<j<n,0<i<L}. Finally, by
searching for a codeword that 1s closest to W in BCH codebook in the sense of Hamming
distance, we can decide the possibly embedded byte CS;*.

4 Experimental results

We have tested the proposed algorithm on various images. The results on 512X512 X
8 LLena and Baboon images are reported in this paper. A string of 67 characters (536 bits)
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are embedded into the images. The watermarks are perceptually invisible (Fig. 2). Even if
the marked image has undergone very small geometric distortions, the watermark cannot
be recovered successfully without the proposed resynchronization algorithm. For example,
the character error rate (CER) of the decoded watermark without resynchronization is
51% when the marked image is rotated by 0. 25°. When the rotation angle is 0. 5°, the
CER is 93%. In Fig. 3, the image has undergone a rotation of 10°(auto-crop, auto-scale),
the CER of decoded watermark is 100% without resynchronization, but after the proposed
geometric registration, we can recover the watermark with no error. The watermark can
also resist the combination of rotation, scaling, translation and cropping (RST) and be de-
coded with no error when the cropped portion is less than 40%. Table 1 shows test results
in terms of BER (bit error rate) with StirMark 3. 1. The watermark (536bits) can effec-
tively resist attacks such as JPEG compression, Gaussian filtering, rotation (auto-crop,
auto-scale), aspect ratio variations, scaling, jitter attack (combination of random rows
and columns removal), general linear transform, and shearing. The watermark can be er-
ror-freely recovered from the marked images when they are attacked by aspect ratio varia-
tion, scaling, Gaussian filtering, jitter attack. It is noted that our algorithm can recover

embedded characters error-freely for a JPEG compression quality factor of 20 for Baboon
and 35 for Lena.

(a) A distorted version of Fig. 2(a), the (b) The recovered image, the watermark
watermark cannot be decoded can be decoded error— freely

Fig. 3 Resynchronization

Table 1 Experimental results with StirMark 3. 1

BER BER
StirMark functions StirMark functions

[Lena Baboon Lena Baboon
jitter, scaling 0 0 linear— 1. 013—.008—-.,011-1. 008 0.07 0
aspect ratio change 0 0 linear_ 1. 010-0.013-0, 009-1. 011 0.03 0
Gaussian filtering 0 0 linear—1. 007 -0, 01-0.01-1, 012 0. 09 0
cropping— 10,20 0 0 shearing— x—1(5) - y—1C0) 0 0
cropping— 25 0. 04 0 shearing— x—5.0—-v_-5.0 0.08 0
FMLR 0. 49 0.01 rotation— (scale—)10°~0. 25°,90° 0 0
3 X 3—-median- filter 0. 38 0.47 rotation— (scale_)15" 0.02 0
sharpening 0. 30 0.02 rotation— (scale—)30° 0. 004 0.02
random— bend 0. 53 0.55 rotation— (scale— )45" 0.13 0. 03
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The schemes proposed by Lin e al.® and Liu et al. ' hide only one information bit
(whether the watermark exits). The scheme in [ 5] hides 60 bits in an image. However,
the resulting stego image quality is poor due to interpolation errors when applying LPM
(logar polar mapping)and ILPM ( inverse LPM ) on the image. "***1, Pereira and Pun'"
proposed a template matching method to recover the original shape of an image, but it can
only recover the RST distortion, and can only recover a rotation of 0. 2°, while our method
can recover a rotation of 0. 02°. The shortcoming of the proposed watermarking is compu-
tation load in watermark extraction introduced by resynchronization. But the watermark
extraction takes less than 20s (PIV 1.4G). This is sufficiently fast for commercial applica-
tions.

§ Conclusions

In this paper, we have proposed a resynchronization scheme based on minimum dis-
tance to resist geometric distortion in image watermarking. It incorporates multi-resolution
matching and coarse-fine searching, achieving low computation complexity. Compared
with the existing schemes resisting geometric distortion, the major advantage of the pro-
posed scheme is that it can cope with a large amount of geometric distortion with a better
accuracy. Applying the resynchronization scheme, BCH coding and 2D interleaving, we
generate watermark which has much higher bit rate and is more robust, especially against
geometric distortion, than other watermarking algorithms reported in the literature. In ad-
dition, the proposed resynchronization scheme can be applied to watermarking in DCT do-
main to resist geometric attacks as well.

However, robustness ot the present watermarking against median filtering, FMLR,
sharpening and randomization-and-bending remains to be improved. According to our ex-
periment, robustness against median filtering and FMLR can be improved by increasing
the strength of the watermark (via adaptively embedding the watermark "'!) and soft de-
coding. Future work for the improvement will be needed.
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