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Steganalysis of Spatial Images Based on Segmentation

WANG Ran' XU Man-Kun'! PING Xi-Jian! ZHANG Tao!

Abstract
get the sub-images with similar statistical characteristics. More effective steganalysis features are extracted from each

A new spatial image content based steganalysis algorithm is proposed. The given images are segmented to

category of segmented sub-images respectively to build a classifier. Thus, a steganalysis result for each segmented sub-
image can be obtained. The classifying results of all categories of sub-image are weighted fusing to obtain the overall
steganalysis result. The performances shown by experiments demonstrate that the proposed algorithm can significantly

improve the detection accuracy, especially for adaptive embedding methods.
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Fig.2 The block-diagram of the proposed steganalyzer
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Table 3 ~ Comparison of detection accuracy when

training and testing database are different (%)

W5 AR * H A BOSS BOWS UCID
SPAM 75.82 71.93  63.10

0.1  CHk [17) 04k 79.87  75.76  65.79

LSBM AR 82.38  77.68  69.55
SPAM 81.97 76.88  68.85

0.2 CHK[17) 504k 85.46  81.83  69.72

ES e A7 87.22 8290 73.45

SPAM 57.23  59.88  56.50

0.2 SCHk [17) Hi%  69.85  67.62  59.98

AELSB AL 75.43  68.87  63.20
SPAM 67.75 71.65  60.75

0.3 UMk [17) Bk 76.11  74.42  66.28

AL 77.95  75.82  71.10

SPAM 63.38  67.40 52.85

0.3 CHK[17] 54k 67.58  68.92 5543

EA ES e A7 68.60 72.08 56.75
SPAM 73.42  75.08 58.03

0.4  CHK[17] &9k 7443 77.24 60.19

ARICHVE 80.47 81.83  65.92

SPAM 50.03  50.00 51.05

0.5 UMk [17) Bk 57.03  56.19  54.42

HUGO AL 57.58 57.10  53.03
SPAM 60.78  58.62  51.67

0.6 ik [17) % 66.23  64.18  55.24

ARSI 65.83 65.23  55.43

UG AT R IR BRI, AR SO 2 T SPAM
vk SPAM BE3E0E \A T3 1) 18 22 43 5 BE SR H
1Y 2 o MR 23R o AS SC By e 43 43 B = i 1
EIG AT R ISR I, ) R 1 EHE DY AN J7 1) (1) 22
FE RS — B R YRS A M. R RS R
M x N, WA EZ: S SPAM S35 L2497 2 36T
16MN —33M — 33N + 57 YINs 5. 3k [17) 5
T 20 AR ST FIBR T E G EA7 BA, JF HTF
PRI AR PERRAE, JL T BT 244M N IR
RISHF SMN — 6M — 6N + 4 INkiss. 925
TR F A S A AR M4300t, K FH Ik % 1 5-2400
WPEZE, 4GB WAE, KIS VEAE & Bt i s
ARADFEAT S X T — R B G EEH SPAM. HREAE 5 2L
24 0.552 Fb, $R AL PSR A W) 75 £2 24 0.942 72,
MR [17]) H9k40F 1.667 B, BT U028
i, BT R 4G SPAM FRIELEE A 686 4, ASCH L
BAR T BT 3 W Sk, AH I Sk 45 AE 4053 301 A
54 4. 176 4EM 426 4E, HIAL T SPAM $#-4E, it
RN R B R TEA S SPAM FILFRP, X
Bk [17) SRR LERCR 120 4k, FTRE 3% (101 2Rt )
. FEL HUGO FikiR AN R 0.5 bpp 1 7000
e BRI AT U o 2%, STk [17) BIEZ T 24 4%,
SPAM FEyEITE] 4 100 4386, ARSCEEN 102 4084,

4 g

ARSCHR T P AR 2 T ) 2 B S A
Jiik. SR R B SC AR R 8 < 8
IPPRBEAT IR, SEH IR 7381, A4 5 H B4 21
(K)BE— 2 R AT AR (] B (K SOB R B, 0
R BB 70 B SE K) SPAM AL, A4 3E AR
PR 73 SR REAT VIR, e n A i 5 75 21
e BRI 25 L. SEIR 5 RR W, AT T
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