38 & 10 M
2012 4F 10 H

H 2 % 4R
ACTA AUTOMATICA SINICA

Vol. 38, No. 10
October, 2012

EFE — /X Bandelet T JLATEHE 1R IKED

&R WA E

W OE PULA S RS EUGOK D B vE H Tk BN AR BER 3 s s 2 —. SCh i T BB 1) Bandelet A8 #urE:, 38
T — P LEMBRRE f 20 s 4 AR AE 1] 2 1 [P SRR WL (Support vector regression, SVR) #5748 Bandelet ¥ [1Ht
JU Ve UG K BN, SR 225154 1) 75 Bandelet 28 34 ) 21 8 EG Jm) 3B RAAE 1 LT R4 b, R A Ed
kR AIKED; 2) A Harris-Laplace S MIA—AHI S 7K B G s 8B AT JUAATTE AR S # 1 R SRR AIE 1, R HRAAIE S0 R 4R
FE N RFAE ) £, Y FH [R5 S 35 1) s ATUR LA A8 48 2 B AT U525 205 3) ZKENRIN I, SR SVR, I ZhAsi 4 45 2 F ol 15145 i
Z L B S EOAE J LR IE, 285 0 A7 A U4 B $E UK BN, f USSR B P i (oK ENBVE AN B AT B 4 (193% B
P, T EHR S B EGR A . — e LA B PN AL 6 Mok 3 AT R U S k.

xR FMEKED, JU B, Bandelet 284k, [FIE 2 Fr R 241, FiRELL

IR 2R, AT, T2 48 Bandelet S He BT LAT B BHGOKED. A 3SR, 2012, 38(10): 1646—1653

DOI 10.3724/SP.J.1004.2012.01646

Watermarking Scheme Against Geometrical Attacks Based on Second

Generation Bandelet

QI Kel:? XIE Dong-Qing?

Abstract Image watermarking against geometric attacks is the hotspot and challenging point in the present research on
watermarking. This paper analyses the characteristics of the second generation Bandelet translation, and then proposes
a novel Bandelet-domain watermarking scheme against geometric attacks based on support vector regression (SVR) with
the vector of feature points. The proposed scheme includes three important techniques: 1) the Bandelet based image
directional flow coefficient which depicts the characteristic of the image is used to embed watermarking bits with odd-even
quantization; 2) the feature points robust to geometric deformation are extracted from the watermarking image using
Harris-Laplace operator, and used as the eigenvectors to train the SVR model; 3) during detection, the parameters of
geometric attacks are obtained using the well trained SVR, which is used for resynchronization, then an odd-even detector
is used to extract the watermark blindly. Experiment results show that the proposed scheme is well transparent and is
not only robust to common image processing but also robust against some geometric attacks as well as some combined
attacks.
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[AIJH S FE R EAL (Support vector regression, SVR)
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P Z20) v PSR AR A 1) LA o R b, A A A
ALk A KED, R J5#) ] Harris-Laplace 5+ MIH
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Fig.1 Gometric flow searching of eight discrete angles
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Fig.2 Watermark embedding in Bandelet domain
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Fig.3 Watermark extracting based on
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M Z3RAFI SVR. I ZRAE X it pi) 24T Kot
TR, AN T 75 AR R PR L 16 A (25, 2,,0, ), B
fekr I 8 T 1) URTAZ 25, 2090 X 5 1RV
B Y J5 AR S ERE R S A e .
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HB 3. PREE (1 =1,2,--,1/u) FIZKE
w(i)'s WA ml NP AR @ R A
{qf(D)|k =1,2,--- ,m}}, WEAEELE N 0 11K
FANECH NUM, o, #ALRBAER 1 B ENEH
NUM; ., 3832 (7) 177 A I g5 UK BT w(4):

N

w(7) —{ L
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e, A DER 1~ DB 3, SEHUR A S & A E )L
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4.1 REEE R
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KA 5 Ak BE Bl R — e vk LAl Boky). (7 LS5
X} JGLf R AT — 9N AR 4, 1581 256 153 x 256
B RN Ay, e T M = N = 16
(R 5 J3 B, SR 5 0] [ 3 43 BB AT 8 AN B HlUAf BE 1)
JUATAEAS I, LEAH N ) Bandelet 223 2 50 i N K
JE24 256 bits K] — JCHEHLK EI 41, JK BN R I )
wHULK Q = round(0.7T), T KA KAKEIK
Bandelet ZRECHIRAE & /DI REG 54, 1E5KED
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FRIERUREAE, INGRFEASH 4 M = 120, SVR I
i H T RBF R4

Kl 4 25t T IR K ED S B EMS. SERG 45 AR I,
TR AR EN 1) R A {7 e L (Peak signal to noise
ratio, PSNR) #i{E 46 dB Aif7, 5 RUFHE ML, If
HAT W N fie 6% 58 e AER AR ICH K BN 1. R 1
BT ARSCHE S SCHR [10—11, 14) {E &% Lenna 1
K% Mandrill 1) PSNR {, A WA SCSHVE S SCHER
[14] ) PSNR fEAH ZEA K, M4 SCHR [10—11] Bef%
SRAFTE =) PSNR R, X2 K 5 32k [10—11) 78
Pseudo-Zernike HF1 75 3 ik AN K EAR LU, AR SC
SEAEFISCHR [14] #2468 Y T R 5 24
SURLFNIA ) KIE{H Bandelet A0, fig 50 4 il
A& HVS Bigrp 5T AR B 5 1) SU3s R S AN
JERIRIR R, A 7K B FL AT ST ()3 W

’ ’ N 1
(a) 5 /KENEE Lenna  (b) 5 /KENE{% Mandrill  (¢) 5 /KETEIE House
(a) Watermarked Lenna (b) Watermarked Mandrill (b) Watermarked House

Bl 4 JUAm et Pk K Bkl
Fig.4 Watermarked images

F 1 H9kPSNR {HELE (dB)
Table 1 Comparison of PSNR (dB)

PSNR {8 Lenna Mandrill House

A 46.45 45.21 46.93

ik [10] 43.59 44.28 44.14

SCik [11] 40.56 41.93 38.86

SCHR [14] 44.97 45.73 45.36
4.2 IBERE MR
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mark 4.007 X 7K B EIG AT 4 Bl 2 5 1) B,
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HE 2 AT, ASCHEIELEHLHUH UG B B
HA RS HEE, el T3k [10-11], 53¢
R [14] FHZEA K. AR SCEE R AT G0 Z B8
B JPEG Hs4i. ey 70 5 FHIARER Mk 75 45 B0t NSy

D HS 7K BT L, 3 PRk B0 v %) A A ) 2% A —
FIETGE vk K BRI 7735, T 7K BB B 52 b ik
AN 53 A T2 BRI K IR Bandelet R, X
Pl e v 1 REEAE X, TEBOKEME B 5 1m EE R
M1 n BIRFR, BT ED Gl =2 e am B s,
ANSTEHARYE A Bandelet 250 & M40 vh 1
JI. A SO K BB ik N B R T R R Ak
FEAL (1) Bandelet R %, 530k [10—-11] &
Pseudo-Zernike A1 7535 i A K ETAH LLER, AL
S5 EAT SRR PE . A SCEVE A SCER [14] #6
KK ENR A 2] Bandelet 20, KL HEHTH AL
B T REA ZEA K.

R 3 W, ASCEEAEY LB bt 2 A
B AR, PERe AL T Sk [10—-11, 14]. 5
S5 H T RTINS MR 52 B 0 5 7K B EHG rp BRI H R
FIRFAE A, 6 2 T & 7KENEIMS Lenna 3 5235 4>
JUT B e PR U AE 5, BT 15 AMRFAE SUER RE A%
B IEAREE, T WAREAE s LA B B A R i A
R, IR DR A AR SR R AIE SO0 K 22 B0
G LA AE AN RO R, 1T HLAE T 55 K B S R
JE A — A B34 BRI H Harris-Laplace 573 HURY
IE RUR B, PRUE TR R RU7E 4 B T v S A
WPE, dE—D 8w TR AE s ) LT Boads ry Fafge k.
DRI S AR AR e FH L) LA s Pk e A e 1 SRR AIE
RO ISR AE 1) 52, FH T AR 0 G ) J L AT Mok g 1.
T SCHiR [14]) 7R3 52 JLA Bk i 2 22 R0 B3R T B

4"

() Lenna PG (b) Mandrill P IEU () House P IR
KA =15) FEES (W= 15) TR (W =15)

(a) Feature points of {b) Feature points of  {¢) Feature points of’
Lemna (W= 15) Mandrill (W= 15) House (W=15)

Bl5 MK I SRR R RFAIE £

Fig.5 Feature points extracted from watermarked image

(a) A 0.8
(a) Scale 0.8

(b) 4T 0.8 + Jiel% 5°
(b) Scale 0.8 + Rotation 5°

() ight 450+
(FEH 30 %)
(c) Rotation 45° +
Translation V30

6 F/KEES Lenna JUA B0 G HREAE &
Fig.6 Feature points of watermarked Lenna after

geometric attacks
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Table 2  Watermark detection comparison for common signal processing (BER)
Lenna Mandrill
iy =
ARSCHEVE SCER [10] SCiR (1] SCiR [14] ASCETL SCER[10] SCRR [11] SRR [14]
PRSI 0 0 0 0 0 0 0.0078 0
JPEG R4 (70 %) 0.0273 0.0508 0.0898 0.0312 0.0351 0.0664 0.1211 0.0324
JPEG JE4i (50 %) 0.0429 0.0742 0.1601 0.0495 0.0576 0.1094 0.2227 0.0497
JPEG JE4i (30 %) 0.0781 0.1055 0.2422 0.0793 0.0936 0.1367 0.2813 0.0811
e BT 0.0378 0.0837 0.1314 0.0297 0.0578 0.0856 0.0973 0.0528
B ER):53/)4 0.0820 0.1484 0.2539 0.0765 0.0703 0.1172 0.2227 0.0633
e T P 0.0395 0.0952 0.1385 0.0356 0.0534 0.0813 0.1172 0.0594
WEREES (1.5 %) 0.0313 0.0664 0.2148 0.0561 0.0491 0.0781 0.2383 0.0541
WL + 70 % JPEG JE4i  0.0969 0.1898 0.2734 0.0825 0.1225 0.2133 0.2422 0.1206
EER + 70 % JPEG k45 0.1129 0.2138 0.2661 0.1027 0.1608 0.2455 0.3156 0.1508
TS+ MR 0.0786 0.1211 0.2378 0.0713 0.0842 0.1589 0.2695 0.0811
B IED + Btk 0.1208 0.1938 0.2792 0.1032 0.1025 0.2172 0.2561 0.1136
x 3 JUBER AL R (BER)
Table 3 Watermark detection comparison for geometric attacks (BER)
Lenna Mandrill
Bradi =
ARHVE Sk [10] 3wk [11] ARSI 3k [10] ik [11]
Jiekt 5° 0.0039 0.0078 0.0547 0.0039 0.0117 0.0664
ekt 45° 0 0.0039 0.0742 0.0039 0.0078 0.0898
4 0.8 0 0 0.0195 0 0 0.0352
AN 2 0 0 0.0313 0 0 0.0586
T (KT 5 153%) 0 0 0.2344 0 0 0.2539
T (KT 30 %) 0 0.0195 0.2109 0 0.0156 0.2266
T (EH 5 5%) 0 0 0.2188 0 0 0.2422
TR (EH 30 % %) 0.0039 0.0234 0.2891 0 0.0157 0.3164
SRR A i 0.0117 0.0478 0.3359 0.0156 0.0352 0.3086
514 10 % 0.0156 0.0234 0.0586 0.0195 0.0352 0.0664
gkt 5° + i 2 0.0078 0.0352 0.1758 0.0117 0.0429 0.1406
WEfs 45° + FE (FH 30 4%) 0.0039 0.0469 0.2617 0.0078 0.0507 0.2773

5 BT, FEMOK BN I i 1 I B A S R A
PR AN LA R U AR Mok B 8 )5 i SCHR [10] A
KB Krawtchouk fif4i& SVR R m) &, SCHER [11]
MHEG TG R ETT 25 B E SVR RHIE A
B, X T AURE 1) R LT AN PR RS, IRPTBT DI, AT
TR BR . JRil A M & D Bk ge %=, B, B2
BT R AE )0 JU AR Bty A RS A 1 A0 L AR T AR 1)
A, A SR BAT B ) e LA Bt g

5 LHIEFARERIE
ASCPEH T b UG Ik s R B D Ak 1)

S5 1 A U5 S K 1) = HLATES — AR Bandelet 22 #1741
JUATT Bk G K BBV, o — R i B8 B 5 LA
Yot B RAFpfa k. Sk RArRes: 1) K
BB H N 21 0F N T G SR A G0 A S 1 K A
Bandelet REH, B AT R 471135 Wk FUR 00 1) &4
PE; 2) #3577 H2l1 Bandelet RECERAE, FIH S
JESRAE et 245 B, 32D T KBTS ERE; 3)
7EH—A I F K B4 R Harris-Laplace 5.1
FEHCEAT JUT T AR S 1 1 BEUGRRTIE A, 38 = R
X JUART b AR 4) 326 H M REAE e 1 IR R AE
RAIERAIE ) B, 0GB T SVR PERE, $ & 1K ED
RGN ERE. LRI, S A hTL
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B SR K BN AT,

TEA G I AR, AT AR A IR 2 ] 3 ik 15 i
Y, A s n G P AL BE D SR G Y S AR T RN,
PLE— 20 3 s K BN IR N 25 2 TS R SR ANIEY
PHEE WY 4% Tt A% S5 4y RO AR U LA B /K Ep
SR N, BLEE— P4 2 T o R R
JUATREIE 7R PERE. 5546, BT 5954 1) Bandelet
At BMGRRIE ST ER . SVM I 25550 42 LU RE I
I RE, 2 R B oy B 55 5 1 2> Bandelet 4%
e FVRRAE A PSRBT, B vy B39 110 Jo 3 R 5 e
RIS AR I A H A

References

1 Lou Ou-Jun, Wang Zheng-Xuan. A contourlet-domain wa-
termarking algorithm against geometric attacks based on
feature template. Chinese Journal of Computers, 2009,
32(2): 308—-317
(PR, ERETE. 5 TRl AU Contourlet kg7t LA XL /K
ENSVERESL. VHEHLAAAR, 2009, 32(2): 308—317)

2 Alghoniemy M, Tewk A H. Geometric invariance in im-
age watermarking. IEEE Transactions on Image Processing,
2004, 13(2): 145—153

3 Barni M. Effectiveness of exhaustive search and template
matching against watermark desynchronization. IEEE Sig-
nal Processing Letters, 2005, 12(2): 158—161

4 Lee HY, Kim H S, Lee H K. Robust image watermark-
ing using local invariant features. Optical Engineering, 2006,
45(3): 1-10

5 Deng Cheng, Li Jie, Gao Xin-Bo. Geometric attacks resis-
tant image watermarking in affine covariant regions. Acta
Automatica Sinica, 2010, 36(2): 221—228
(R, 207, i, 210 56 0032 DS BT LAy Bl P 5K B A
ik, HEhkER, 2010, 36(2): 221—228)

6 Wang Xiang-Yang, Wu Jun, Hou Li-Min. A feature-based
digital image watermarking algorithm. Acta Electronica
Sinica, 2007, 35(7): 1318—1322
(EmIBH, BSR, umg. —FdE T PR AE s B K VIR TS .
M T4, 2007, 35(7): 1318—1322)

7 Li Lei-Da, Guo Bao-Long, Wu Xiao-Yue. A new spatial
domain image watermarking scheme resisting geometric at-
tacks. Acta Automatica Sinica, 2008, 34(10): 1235—1242
(FFEik, F05 e, QRS — Mot it 23 e LA et B Rk B,
AZk2EdR, 2008, 34(10): 1235—1242)

8 Seo J S, Yoo C D. Image watermarking based on invariant
regions of scale-space representation. IEEE Transactions on
Signal Processing, 2006, 54(4): 1537—1549

9 Tsai H H, Sun D W. Color image watermark extraction
based on support vector machines. Information Sciences,
2007, 177(2): 550—569

10 Wang X Y, Xu Z H, Yang H'Y. A robust image watermark-
ing algorithm using SVR detection. Expert Systems with
Applications, 2009, 36(5): 9056—9064

11 Wang XY, Yang HY, Cui CY. An SVM-based robust dig-
ital image watermarking against desynchronization attacks.
Signal Processing, 2008, 88(9): 2193—2205

12 Le Pennec E, Mallat S. Sparse geometric image representa-
tions with Bandelets. IEEE Transactions on Image Process-
ing, 2005, 14(4): 423—438

13 Yang Yue-Xiang, Luo Yong, Ye Zhao-Hui, Cheng Li-Zhi. A
complete frequency lossless watermarking method via Ban-
delet and adaptive matrix norm. Journal of Computer Re-
search and Development, 2007, 44(12): 1996—2003
(Wi, Bk, MR, SAL# . 2T Bandelet 5 1 5&E N AR 4L
AU T BUK B 25, VHEERUESL S R &, 2007, 44(12): 1996
—2003)

14 Liu Xu-Chong, Luo Yong, Wang Jian-Xin, Wang Jie. Wa-
termarking algorithm for image authentication based on sec-
ond generation Bandelet. Journal on Communications, 2010,
31(12): 123—130
(K52, BUK, EHUH, V. 2R T4 4R Bandelet 22N
UK RSV, A5 4R, 2010, 31(12): 123—130)

15 Mikolajczyk K, Schmid C. Scale & affine invariant interest
point detectors. International Journal of Computer Vision,
2004, 60(1): 63—86

16 Alghoniemy M, Tewfik A H. Geometric invariance in im-
age watermarking. IEEE Transactions on Image Processing,
2004, 13(2): 145—153

17 Petitcolas F A P. Watermarking schemes evaluation. IEEE
Signal Processing Magazine, 2000, 17(5): 58—64

2 8 JMRHHENRYE S HE R
PF2 Bt 0. 5 ) o B K
B, A5 BRI L A, PR AL RE, 5 R %
4. E-mail: qikersa@163.com

(QI Ke  Associate professor at the
School of Computer Science and Edu-
cational Software, Guangzhou Univer-
sity. His research interest covers digital
watermarking, steganography, image processing, and infor-
mation security.)

WEE TIMRETENR Y SHER
PR B R L EERE T ) Ry W 45 22 4,
AR, AR, RS ER.
E-mail: xiedongqing@hotmail.com
(XIE Dong-Qing Professor at the
School of Computer Science and Educa-
tional Software, Guangzhou University.
His research interest covers network se-
curity, trusted computing and network, and cryptographic
algorithm. Corresponding author of this paper.)



