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A Highly Reliable CAPTCHA Recognition Algorithm Based on Rejection

ZHANG Liang' ZHANG Liang' HUANG Shu-Guang! SHI Zhao-Xiang!

Abstract CAPTCHA is a kind of network security mechanism that blocks machines from abusing network resource
owned by human. Studying the recognition of CAPTCHA can help to find its hidden defects, and thus make it securer.
To read closely-connected CAPTCHA that can hardly be recognized by methods of state of art, this paper brought up
a new recognition algorithm based on rejection. During the process of this algorithm, recurrent neural network (RNN)
was first used to recognize the unknown CAPTCHA. Then, to make the recognition results reliable, a new rejection
algorithm was brought up. Data dimension reduction was also performed on rejection features. Experiment results show
the following three points: Firstly, our new recognition algorithm can recognize closely-connected CAPTCHA with high
reliability. Secondly, the new rejection algorithm is superior to other methods of state of art. Lastly, data dimension
reduction algorithm can improve the performance of the rejection algorithm, thus making the recognition results more

reliable.
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FOUFLHE. 1K U0 A SCHE th ) 9E TR 5 VA AR T2
AR R 2 5 AT B8 UL 3 [0 I B B R e v H R
VUSRI, 2% 4 N4 DL Aoy 288 B 5 s 6]
T m AR R e AR5 A 1 B,

2 & B FHAE U VAR B IR R A R
MAZR [FIFERT LA e FEA R 4R RR T, 777k 0 H
A BARES R, R A S s T SE v, A
HoAb I B A, gk, ek g b, AEH
FHARBTH R 4 CAPTCHA P 0.3625,
i R DL 5 P34 75 22 0.408's, TR S I ) 3 n
W EAN K, I HAE W LAFESZ IRSa

4.4 MERERERDH

Kl 5 JEEAN A B4 7L, AR SCIE R
R R S RS R Hrhoiik o
PR ARHEAT B 4E, d-LoogLDA 7~ ] LoogLDA
I FUR R B B B d 4, 1LDA £~ LDA [%
Y IFEHBEE R 1. KR ATLUE H, LDA £ 0.35
~0.52 Z [ h e ZAL T s £k (532 0 1l k),
{HREAE 0.52~0.55 LAJZ 0.10 ~0.35 2 [f) ) ik A1
TE 2. 5T LoogLDA, 44EfFk 2, 3, 4 I, H
Ml 2 E 246 R 43 X JR) B3 W 3 AR T s il £k Al LDA
(i 2k, 1WA Al LoogLDA #EAT B& 4 & 1F
AR, INEIHE ] DUE H, B d 350, 2k
LoogLDA AFELLJE, HEIREVEMMHREF AR B2

E N ENAWIRFSCE=I [N AP IR MU E 8 5

Table 1  Recognition rates and corresponding reliability under different rejection methods
PN /AT HETE 0.55 0.53 0.51 0.49 0.47 0.45 0.43 0.41 0.39 0.37 0.35
Jii 0 0.55 0.71 0.77 0.80 0.84 0.85 0.88 0.89 0.91 0.91 0.92
Tkl 0.55 0.56 0.66 0.73 0.78 0.80 0.84 0.86 0.87 0.89 0.90
ik 2 0.55 0.65 0.69 0.73 0.76 0.80 0.82 0.85 0.88 0.89 0.90
Jik 3 0.55 0.57 0.63 0.68 0.69 0.72 0.73 0.77 0.80 0.82 0.85
R 2 BRI B E AR R R
Table 2~ Word rejection rates and error rates under different rejection methods
THIRAR /RTRE 0.00 0.10 0.20 0.30 0.40 0.50 0.60 0.70
Jiidi 0 0.45 0.38 0.32 0.26 0.19 0.13 0.09 0.06
Jitki 1 0.45 0.41 0.35 0.28 0.24 0.15 0.11 0.08
JiiE 2 0.45 0.40 0.34 0.28 0.25 0.16 0.11 0.09
ik 3 0.45 0.41 0.36 0.32 0.27 0.21 0.14 0.12
!Chih-Chung Chang and Chih-Jen Lin, LIBSVM: a library for support vector machines [Online], available: http://www.

csie.ntu.edu.tw/ cjlin/libsvm. 2011-03-02
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Fig.5 Relationships between recognition rate and

reliability under different data dimension reduction
methods

4.5 SMBEIRFNGEHIZTEE

FATEFE T IR AT H) CAPTCHA 51 J7 4
BRSO TTREAT TR SEE. Tk 1 ok A T30k
(6], FCUUNRAE A : 1 SR A & A R 5
P e BTy FIHR, RS A8 A RAR UG eyt A7 300, J7
%2 KA TR (7], EE M CFS (Color filling
segmentation) L% CAPTCHA 47 50#, K5
] SVM BEAT YU, SER IR, Tk 1 AEA ST
£ ERRAIEN 0, 51k 2 R 0.05, 1
ASCHILAAT T 0.55 B PUIIAR.

K6 FIE 7 95t SCik [6—7] IR CAPT-
CHA. NIXLEE T LUF H, 1XL CAPTCHA HEAARAF
FEAR ™ B e P T B R AR T, AH R 2 ) A
ANKEA, DR AT AR 21— A e 1) o3 3 S g X
PG b IR -5 R 2 B B A T B A A I U 2
A E A (RAIF > 0.9507), DA X 2 S0k
fEAERT AR CAPTCHA EHUSE T8 ilnz. =
XFEEASTI O G, B 4 PP REAAFAE AR TE, T
H R IR A TS, AR M A b ks 3 A
CAPTCHA H AT HEITFR, 70 R
XL T7 1AM A AG D A SRR T
FIIATS, BRI T — @ o=, P H BT T
— BT BOHE PUE, YU 45 IR RS IR AR e 1) AT
PE.

HMM FEA I H Ao 30T 5 YU @it 47 B2 5

43 BT B A 1 A ATk B A s O
N AT (1) 7 - L BK 3 7 HMM (Lexicon-driven
HMM, LDHMM)M 2 3 S i 08 1 se 45 5 08),
ME T DUE H, Y5 i /N, LDHMM 33 )
HKopm, WUAE AR, (H R BE R ok, TR
) 2R T B A, TR TR SR AR K i 80K
BF, PR S BRG] B I (AR 14.46s. T AR SC IR
B CAPTCHA 5 KN ME, M 555
(2R %, L & CAPTCHA K. szibh M
56 (it X CAPTCHA B H o /47 4 it
MmMik#), L = 5 ~ 8 KILFi K/ > 56° =
96 717311574016 ~ 96 717 G. £ Q11 P K () 5 i
T, A H LDHMM AU R AN g, i H ) ]
K AEASC RS CAPTCHA Jrii if°F34)
A 0.408 s, Hf HIAR T — & M5, AT
LDHMM 7E i a] - B A B B A3

s
uquZ Wp

K6 SCik [6] YU CAPTCHA
Fig.6 Samples of CAPTCHA recognized by [6]

OMEE(XRS 2R OWMT X7 WM ERE
Kl 7 ek [7) Bl CAPTCHA

Fig.7 Samples of CAPTCHA recognized by [7]

# 3 AFFHKR/NT LDHMM (1R 2R R 1 I ]
Table 3  Recognition rates and corresponding recognition
time of LDHMM under different sizes of lexicon

TFHRA VIS BN A] (s/word)
10 0.98 0.010
1000 0.91 0.273
10000 0.81 1.992
40000 0.73 7.516
80000 0.68 14.46

4.6 XFinsa CAPTCHA 2 MHER

CAPTCHA [f) “H AN, #H—5K" MIhREAk
KN T ITE EARNIIF A, ARG A ST 45 R
RUX AT RE S b bR — A A dwi. ASCH
IV 35 T LUAE — 5 RO 3 I B AR v ) v 5
Pk, W RLAE R AR AR RN, BN AT 0 Tl I e
5K HIDRe e S 4h—5k CAPTCHA 373U, 1§
et CAPTCHA [ Fe 5 I Ba bl (AN 7% 5
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Bl Wl BN BRI, JF HAHK T CAPTCHA
PO IS Web FEPTF, A AEAERIN R 0 T
WA R B Rg . ik CAPTCHA Az sl 11
4k, iz oA CAPTCHA B ML 2 B iR 5
(RIME LR K, I HAS = E 2R % (1L
CAPTCHA U1 5 #e A 5% 5 i) CAPTCHA)
SERTHUA SCHN L I Tt —.

MR, TR ek DhRet Mg Ts
Wk, BRI ESR CAPTCHA ZE UL RE
1A T N IMEAR HE B HL AR U3 ) CAPTCHA,
T — MR AL B K.

Broc 7 AN, CAPTCHA 847 {5 BR i Ay | 7
HUNE, FHURAE RS 2 B . o B 5
I E AR T TR W B PR R0l Rk e o
P EAR NS P N TR B IE 2200, Bouh H B AF
A AR TR CAPTCHA 2 fif vk ) f51 f) 7 5
AT

5 HEWRIE

CAPTCHA J& A\ T4 G4 FLIE M 22 42 314 1)
—RRMBIN . W5 CAPTCHA HRAlHAH
BiF &8 CAPTCHA [ 5 K8, M a2 #E5h
CAPTCHA HARMI K E. A SCHFSR ) E 5Tk A

1) 3T RO Sk, RO s
CAPTCHA, .85 5A il 5Ebk;

2) PEH T —FIARIE o e AR A TR R
B, AT IAT 10 PRl I T 5 56 A R () FE T
0, IR BT R A5 AT [R] R 4E U R B SR
R o 110 ] S

3) XTEEH AR VUREAE A LoogLDA HEAT4b 2L,
Mt 4w 7 CAPTCHA 45 B nl ek

PEAR, RSCERZEASLIGHRH T “Wh—3K” (IhaE
SeBR ik CAPTCHA 1—/M 4w, Il T L
TR A X AN 7 925, S SC R AR S B AN R
BT H T CAPTCHA 5, i 0] DU T35 35K
W, FELR T 5, IRHLT S U S 2

H2, IEQASC R H I ARE, $2m T Sk Js
LBRAE AN, 60T LU B RNN U 20X 7 1 2k
THE T, BAR— BRI A MO AR BRI ), (H XA 2
—ANEEM I AR A B X 1, B AT
IEAEREAT HH N (A 58 T A
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