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Multibiometric Fusion Based on FAR and FRR
LI Yong! YIN Jian-Ping' ZHU En' LI Kuan®
Abstract Multibiometric systems are expected to be more accurate due to the presence of multiple evidences. Score

level fusion is the most commonly used approach in multibiometrics. There are usually three kinds of techniques of
score fusion: transformation-based, classifier-based and density-based. This paper firstly analyzes the advantages and
disadvantages of the three types of algorithms. Then a novel confidence-based fusion technique is proposed which combines
the advantages of transformation-based and density-based fusion strategies. The confidence is based on the false reject rate
(FRR) and false accept rate (FAR) which can cultivate the distribution of the match scores while avoiding computing the
posterior probability. The comparison between the new algorithm and the existing representative algorithms is conducted
in experiments. The experimental results show that the new fusion scheme is robust for different multibiometric systems.

Key words

AR U0 AR I AR B BRAT A R SR A A
M ANGOERE. AR R G AT
R IR BE 7 K, WA A B 1R 4% 32 % (False accept
rate, FAR) M iR4E4 % (False reject rate, FRR).
B TEWRFAE T A AT R, T I 52 s SR A e
(RIRE IR, JCI0m A2 HE 28 R G5kt IR Al R 1R 5 >Rk DL 5@
1o 22 AR R AE U i SRR v Ul R TE A A 2 H AT
IRz —.

MR AL R B2 R, 2 BRI R Gen]
PAo» N AR SRS SRR < R AR R 0 Bl A
YRR AR B R H TR R 2 1 il
A7, B VG HEE 73 2R D ik 1 % A A= 0 Ak it
JEJZ IR 2 FEPE R R A R 0 52 e i, SARAE T AMA
R AEAHALE ) B2, R DA SR X 23 56 T P MRV

Wk H A 2010-09-06 s H H 1 2010-11-24

Manuscript received September 6, 2010; accepted November 24,
2010

EZx HARRHEH 4 (60970034, 60603015), %A 4 A 51l 12
PR SCAEF NI E (2007B4), WiFA BE T v BRI E (W re 2418
F5 W 2E AR SORATE BB I E ) Bellh

Supported by National Natural Science Foundation of China
(60970034, 60603015), Foundation for the Author of National
Excellent Doctoral Dissertation (2007B4), and Scientific Re-

search Fund of Hunan Provincial Education (Foundation for the
Author of Hunan Provincial Excellent Doctoral Dissertation)

L. EEREARAR T LB Ki) 410073

1. School of Computer Science, National University of Defense
Technology, Changsha 410073

Biometrics, multibiometrics, score level fusion, multi-modal, false reject rate (FRR), false accept rate (FAR)

NZE. Y RE ITER Loy =38 T
AU RlA BT R ) G R T g3 2R A I Rl
#eL

BT IH ARG B ek VLR B — 1k, R
Je A ] i R A5 38— AN 2 B, AT AR
A, TR ARSI R
PG 1) Ak 2) BERON. HH—
1k B $045 Min-Max. z-score. Tanh Al Sigmoid!?!.
Kittler 550 $H T 73 88 @l 1) e BR HE 2L,
IFAEICHEZE R 4 Tt 5 b Ik A 1) [ 5 Rl R 00
Sum. Product. Max. Min #l Median. 3C#k [3 — 5]
X Product #UI5 Sum FENEEAT T ELEEMEST: 70 H
A3 IS A Tk e LU IR MER, HAE &2 K48 2 T H s A
ARG T, Product BENIEERF A Bayes FLiE, W%
PET Sum KU T &S0 S g 22 BOR HAu BA
FHICPE I, Sum BRI ] DA iR Z2 3047734 mil =R
BT Product M0, Indovina %56 fil Wang %7
P TR ¥, BUE AR 45 #5187 5 S 2 1 45
Hix% (Equal error rate, EER) 8(# FRR #l FAR
T He Z 8 SEF39(RJ7 242 T PR 4
#x2m (Reduction of high-scores effect, RHE) [
H—AT7 .

FET B FE Rl DU 70 550w S0k e e 5 56
MR, SR AR5 DL v Al b e 24 (k3. Duda



43 Zeik . FF FAR Al FRR Bl & 1) 2 25 AL MR AE VR 51 409

SEO1 i Hh DR 73 5 ) R 2 85 T2 T LAl o S 45 qb sl
BB T 1R 4. Snelick 25100 {5 5 VT 4> BUR
M oA, K — M S E il U7 vk SR UL I 43 2
[R5 PFRE R % . Jain 2500 S AT JE T Parzen
M AES U 7R % 2% 5. Dass %12 4211 T
T R P R UL G 4y £ 5 7 7. Nan-
dakumar %1% {if A7 BRI A5 5 8 (Gaussian
mixture model, GMM) >k HX VCHC 73 £ % & 347 2
PR UM R, IRAT T B RCR.

BT RN IT R N AL/ E A — A
N YEfFAL 1), UGN Bl & 1) U O X 1% N Y
RRAE 1) R EAT 20 28, 2 3250 B T 3k ot
ENN (Nearest-neighbor with class exemplars)
I Z R AR R, AR SR UL ) B
Y, SRIGHEAT 4325, Wang 510 BE5Y T 3T RE )
AL (Support vector machine, SVM) [ A Ji F1HT
I 22 A2 s AR ) il ) e, o 3 T 2 R
FI AW LR LS EL Kumarl'® S5 57 T 5
TR BEPLL S (Particle swarm optimization,
PSO) gy F e It milt - SRS Rl /2 AN (7] 1) 22 42
k. Tronci ZNT—18) $2 1 T VT Lo £ 1) #AR %
45 (Ideal selector), Ff7E Ut EAl EFEH T —FpIL
Mo BBh A1k 75 1.

BT RS TRE TG ISR, SEILTE 5, B
S INIRE S AT O S 7 = R ARG
A TR DG 73 50 e I RE — BAT 1) 20 A A 2R, A5
SR SHE, WA 72255, XRESHTT
LT AR — o IR AR B e iR e . 2R T
T R R S0 B AT R I Al o, SR R,
IR TR, W SR EIGRPEA, T H i 2 AR AL
PUN ZR G IEAEAS KRN 532 F P DG IE 4 0 0 4D,
I H, VCHEC 7 Hoor A vl REIF AR EE — BUAT 73 A A
AL, DRI, o TG HC 23 2808 B Al ok A . kT
Iy AR IRl AT LAANSZ 73 2R VL L7 H o3 A AN A
SO, AHJE AL T R B RS 2 — A 2R R
ANRE S VLRG>, AN REET X E ) FAR 735
ALK FRR, (A 2L 08 I 2R

FRE UL BT A B S, A SC R FAR M
FRR k% VL i 7> #1704 FAR 5 FRR 24
ARG VIR A 24, A FAR #
FRR k% i VG 7 R o3 A1, 3t 5 7 B0 DL C 7y
Hem VAT AL, ZRALT R DL TC 23 25088 B2 AR 4, Al
73 SRANS B WAL ) 2 PR SR . AR 1
A AR VG IC 73 B M3 P 1 A0 T DL e 70 B 45 1
ZEARGBA: 5 2 WE R TR A A
PRAREE SR 2L, R n e T FAR M1 FRR {5 AT
JERR KL B LR/ SO ek B T 5 3 15 se i &
R, 55 4 5 R G R

1 ZEYNFIERERE

D FC 73 $ 2 Rl (R A, ) DG C 43 B AN () 2
fift ks T AN SR, AT S AR IE AL o B 1k
o, BIDCHC > B BERAT 2k, AR5 S 45 UL IE 73
2 2 AR R A R

1.1 EESBAEREFHE

Verlinde %519 5 T UCEC /- 5L s, RS B2
P(C|My) MXHRMWT:

sy = g(P(C|My)) + B(My) (1)

Horp, g R R, B R RASHIHEHR R R, P
Lorfa M, C RGP ILEL, M), R
&, P(C|My) XoxULEm & M, J& 5% H P
(Client) ULECIIMER. pRE g F1 B HB 2 AR FHH,
U, R 2 (1) 7320V HEC 7 B0 5 B M = 2 Ta) 5%
FARMIAE. A3, f8ok A R —MA R REA L RE A3 3]
1 DL E 73 0Pk Ry B P I L 73 25 (Genuine score
8¢ Client score), MK H T AR A4 FFE A ILHC
73 20 ¥ VT T 23 BOPR b JEVE ANAZ UERE 4 21 (Tmposter
score). VLHC/BERIE T M FEAFHRE, & —HAH
XS IS, AN [ B UG I5C 70 280 5o B 1) i 6 At 3 22 1)
AR KN RR, TR EER R, B, A
2y HUCHC 4 s MERAEE P(Cls) Z A —A P
KR, P(C|s) For s Jork AR A K B 7] —
MR, PUNRSE [OOSR ONIEAR S AR o
AR LC o Z A AL DL 73 4 s = f(a, D).
VE G 73 H3005 /2 ME AT e 1k, B &5 5 WA DL G 70 28 o
My,

iz <y, W P(C|z) < P(Cly) (2)

1.2 ZEYFHEMSRE

— A2 R AE AN B RG] A — R
RN WRELEG RGEA M AL, N A
M AVEECES fr, far- - s far, WAEBUBT B — KGR
SRS R A RV N HE SR 50 K U= (ut, - -+ u?)
V=, - oM), Hr ok For 5RO 7EE k
A DG P 2% A0 (0 RSERR  AE R A N R AE, Bk ANICIC
a5 A ) i O B sp=fio(u®, o%), Bl R SEOE
s T — A e e s 8 T, BEAT e 45 2 45 0 70 H
sy = Ty (s1,), 2RI X B0y BOBEAT Rl 43 30 R A
58 s = Fusion(s"), -+ | s dg Jo AR A 43
H s BATIRIE.

Lo — AN SR () 7 S 2 i 1) NG R A
VI Z S RGP, HAh2R R 2 EY)
FRE VUM RS 5 R L. 7 B 1 2 2B )
R AE VR 28 G030 1 LA S AR PR AE R R i o SR
PS> 1 NSRS R0 R G AR R A



410 H | 1k

F {4

374

BUIER 7Y, — A R S B R A ARG ORIy
(IR TVER i1 T e 7 i U AR i S R RO
R 5 R = AN . ARSI A% L2 2 B A
LA

ira (R () Bt
b

j‘é piok [FRT|40E, [, A B ) 1t s

R |y [/

AV B .

: A—te—
ﬁﬁ‘ﬂ’* st [ s [ o S T~ Tk

L5

MPa

g \BdEEY Bk

K1 2B EYRAE U R G (N & R 1)
Fig.1 The flowchart of a multibiometric system

(face and voice)
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Table 1  The computations for FRRy, FFARy, By, and T) on training set

i th FRR:(tF) FAR;(th) B (tF) Ty (tF)

1 1.4695 0.13 0.011525 11.279826464208243 0.918565624447977
2 1.47 0.13 0.0115 11.304347826086957 0.918727915194346
3 1.4701 0.13 0.011475 11.328976034858387 0.918890263297402
4 1.4715 0.13 0.01145 11.353711790393014 0.919052668787557
5 1.4721 0.13 0.011425 11.37855579868709 0.919215131695245
6 1.4728 0.13 0.0114 11.403508771929825 0.919377652050919
7 1.4736 0.13 0.011375 11.428571428571429 0.919540229885058
8 1.4742 0.13 0.011325 11.479028697571744 0.919865558110738
9 1.4765 0.13 0.0113 11.504424778761063 0.92002830856334
10 1.4769 0.13 0.011275 11.529933481152993 0.920191116616528

2) #x <y, W Th(z) < Tily) (x,y € S*);

3) % Ty(x) < Ty(y), W Bi(z) < B;(y) (= €
Sty e SI).
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H UEHE 43 B 5 4 00 B B e 2410 40 2. R4 Sum
D7 VI8 R BB 0L DR A 5256 AR Sum
V.
2.4 TEZ4
R 11k B SER Sy — AN SER R i — AN IS
Wr, JLr G ULHC o B i NN B HES . AR 58
2.2 IR RN e S, HEANRT Ry SR AR VUL A A
AR 1 15 At 7 2R g8 e oo, IR, sEl
WP T — AR 2R R E. IR, El g, %
ANUCHC 43 H0 2 TR A SLAd UG 43 %5, 2N VT HC 4 %X
] FAR Fl FRR J&fEZrdE I, BOZ LA 7 50N 19
{HTF A58, EeReat b, THEAS AT RS ey, DA
IR 5 NILEL A ECA 6], THE RN

Bt = Tamin (23)
1) = s 24

2 W BNNRE A i, LR UL R o T
1 R ULAC 3 B 1), AR DK A L A A ) o
HITVE, UL 4 DILECM B o = 1.4719 M, BA
th <z <&, B Ty (x) M

th— 2
Ty (z) = h

3 LWHERMOR

DRk A5 SC R S0 5 SRR 2 RS, BT DAAE S
Korp, TEEOK BRSO SERAM IR, 4T

k
T —t

T (t5) +
Vg

Ti(t;)  (25)

6y 1E % T 0 o B0 22 RS SR B R R, AN DA
T WA 2 DT I LS 1 2 B A H s 4k XM2VTS-
Benchmark®?! 1 NIST-BSSR121 #E47 szt #H
T R 22 BOS AR R R & DT VRO B AR T
W LR L (Likelihood ratio, LR) J7k13) Fisk
THA ) Min-Max, Tanh /73T T 8. s2E6 L
B, B TR T

2 MR LR Bt RS

The computations of transformation on

Table 2

testing set

x Ty (z)
1 1.4697 0.918630540746525
2 1.4758 0.919978775816896
3 1.4697 0.918630540746525
4 1.4719 0.919160977392682
5 1.4714 0.919041068395404
6 1.4715 0.919052668787557
7 1.4752 0.919936319177087
8 1.4735 0.91951990765579
9 1.4724 0.919284783276248
10 1.476 0.919992928030166

3.1 HIREENE

XM2VTS HHi PEROL {55 295 A f4 A H1 7525
B, Ho, NGRS S 503E 7 4 IR RAE, & 2
PR RE 1 A H ISl XM2VTS-Benchmark 2]
BEMEVC I 73 Bl P i S /r XM2VTS Beaili b, G4
5 MNANKRBI RGN 3 MBS IR R S04 I ISR
340, W Lausanne Protocol-1 (LP1) i3, %34
P 22 D TE 53 055 0 IR B IR AR PR 43, %
FMEAFRE dev.label fl eva.label PANEdE SC4F. 32
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5 MK KK H F1, F2, F3, F4 il F5, 3 4
PG A S1, S2 A S3. NIST-BSSR1P2Y
s AR NI EHE . SRS R . RS IRAL
AN E s e, o) A Ad 1) 2 RS 0 R
517 MM, B FE et AT TR AN AN 1) A
PUONRG =R R4 50 ARG SE AT 5256, B354
YRGS b L (AR IDIARS). R (4
BRPEMNARSR). C (NP RS C) 1 G (AR
WAL G).

32 ZKRHERSHH

3 K 7 g T XM2VTS-Benchmark
1 NIST-BSSR1 A R4 EER. % 4 %4
T XM2VTS-Benchmark 17 3 1A K43 51K F
AN @A 75 EER, & 8 45 H T NIST-BSSR1
HHRFIE B 2 A R R AL 7 VR EER. R T %%
A X LRI VR YERE, #5884 BTV EER HE
51 BT 40, B24 39, B3 %25,

B4 41 G A2 AIRBEE 1, WY 2 ARSI
1 %% (443)/2 = 3.5 Jr, HABMKBLIEHE. 2 5 Mk
9 23 T 3T XM2VTS-Benchmark A1 NIST-
BSSR1 B 7 HEA 23 F s o U4 i
%5 MR tER, fF XM2VTS-Benchmark %42
b, T F LR J7EBR IS, LR 75 AR I
P, (HREMHIL T 3 KRB ARG, R —E
AR EYE, 1T Jrik b safit. ik 9, T &Ik,
FLUA Min-Max J5¥%. ¥ Aol 45 it
Sy RN LLA3 8] T: 64.5, LR: 54, Min-Max: 48.5,
Tah: 42. T J5iERMEAL, T LA T J7idE
Refadad, e/ IR £ AR BRI T AL 1) 4
RN T T RS A TTEAE 3 A KL RS
Rl RO PEBE, 3R 6 45 T 4145 1) EER L
. oo {S) f0E& S1, S2, S3 414, {F} 1%k F1,
F2, F3, F4, F5 A&, & 6 w41, LR 7R Pl
b, T TERIIRZ, 53K 5 PIMEA RS R
8L

# 3 AT XM2VTS-Benchmark #4fi #8000 R 4511 EER
Table 3 EER of each simple recognition system on XM2VTS-Benchmark
S1 S2 S3 F1 F2 F3 F4 F5
EER (%) 1.109 6.500 4.500 1.814 4.115 1.767 3.500 6.500
# 4 JEF XM2VTS-Benchmark [1J#-F17:(1 EER L4
Table 4 The EER comparison of different techniques on XM2VTS-Benchmark
EER (%) S1-F1 S1-F2 S1-F3 S1-F4 S1-F5 S2-F1 S2-F2 S2-F3 S2-F4 S2-F5 S3-F1 S3-F2 S3-F3 S3-F4 S3-F5
T 0.260 0.750 0.500 0.718 0.526 0.756 1.750 1.269 1.000 3.000 0.750 1.146 0.949 0.783 1.750
LR 0.373 0.804 0.578 0.427 0.664 0.928 1.484 0.975 0.742 2.456 0.750 1.283 0.827 0.944 1.669
Min-Max 0.914 0.500 0.456 1.178 2.615 1.250 1.637 1.250 1.383 3.532 1.098 1.232 0.750 1.500 3.798
Tanh 0.746 0.500 0.500 0.750 1.148 1.500 1.750 1.500 1.250 3.000 0.750 1.250 1.000 1.250 2.628
%5 HT XM2VTS-Benchmark [ # 77 0 BEHEH 1350
Table 5 The performance score comparison of different techniques on XM2VTS-Benchmark

S1-F1 S1-F2 S1-F3 S1-F4 S1-F5 S2-F1 S2-F2 S2-F3 S2-F4 S2-F5 S3-F1 S3-F2 S3-F3 S3-F4 S3-F5 &4

T 4 2 2.5 3 4 4 1.5 2 3 2.5 3 4 2 4 3 44.5
LR 3 1 1 4 3 3 4 4 4 3 1 3 3 4 45
Min-Max 1 3.5 4 1 1 2 3 3 1 1 1 3 4 1 1 29.5
Tanh 2 3.5 2.5 2 2 1 1.5 1 2 2.5 3 2 1 2 2 30
# 6  JET XM2VTS-Benchmark #5777k 3 ML E41EH) EER HAL
Table 6 The EER comparison of different techniques for more than 3 modals on XM2VTS-Benchmark
EER (%) {s} {S}F1 {S}F2 {S}F3 {S}F4 {S}F5 {F} S1{F} S2{F} S3{F}
T 2.227 0.666 0.889 0.753 0.750 0.973 1.250 0.750 0.855 0.830
LR 1.199 0.250 0.500 0.500 0.352 0.500 1.594 0.750 1.000 0.985
Min-Max 1.843 0.583 0.520 0.500 0.526 1.061 1.500 1.225 1.250 1.250
Tanh 2.170 0.500 0.722 0.702 0.516 1.110 1.377 1.000 1.000 1.000
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Table 7 EER of each simple recognition system on

NIST-BSSR1
L R C G
EER (%) 8.575 5.038 5.052 5.988

% 8 NIST-BSSR1 i) F /7% (1 EER LL#L
Table 8 The EER comparison of different techniques on

NIST-BSSR1

EER (%) LR LC LG RC RG GC

T 3.108 1.588 1.967 1.113 1.274 3.281
LR 6.675 2.645 5.508  2.586 3.398  4.099
Min-Max 3.204 1.132 1.834 0.663 1.467 5.066
Tanh 8.308 1.274  1.969 1.505 1.988  4.508

#9 ST NIST-BSSR1 M Fh AN REH 444350
Table 9  The performance score comparison of different

techniques on NIST-BSSR1

LR LC LG RC RG GC g%
T 4 2 3 3 4 4 20
LR 2 1 1 1 1 3 9
Min-Max 3 4 4 4 3 1 19
Tanh 1 3 2 2 2 2 12
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Fig.2 The ROC curves of five face recognition systems
on XM2VTS-Benchmark
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