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An Unsupervised Algorithm for Detecting Shilling Attacks on
Recommender Systems
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Abstract  Shilling attack is one of the significant security problems involved in recommender systems. Developing

detection algorithms against shilling attacks has become the key to guaranteeing both the preciseness and robustness
of recommender systems. Considering the low degree of unsupervised features the existing algorithms suffer from, this
paper proposes an iterative Bayesian inference genetic detection algorithm (IBIGDA) through the introduction of the
quantitative metric for the group effect of attack profiles and the corresponding object function for genetic optimization.
This algorithm combines the posterior inference for the adaptive parameters with the process of attack detection, thus
relaxes the dependence of the detection performance on the relating prior knowledge of the systems. Experimental results

show that this algorithm can effectively detect shilling attacks of typical types.
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Table 1  Detection precision and recall for random attack

pfill 3% 6% 9% 12% 15% 20%
p Jore  frec Jore  frec Jore  frec fore  frec Jore  frec Jore  frec
5% 0.58 0.91 0.62  1.00 0.60  1.00 0.64 1.00 0.62  1.00 0.64 1.00
7% 0.70  1.00 0.67  1.00 0.67  1.00 0.65  1.00 0.71 1.00 0.71 1.00
10 % 0.75 0.97 0.78  1.00 0.78  1.00 0.74  1.00 0.74  1.00 0.76  1.00
12% 0.80 0.95 0.82 0.95 0.81 0.99 0.78  1.00 0.81 0.99 0.80  1.00
15 % 0.84 0.90 0.85 0.96 0.83 0.99 0.86 0.99 0.85 0.99 0.86  0.99

%2 BHEBCHERI A AER R A ]

Table 2 Detection precision and recall for average attack

philt 3% 6% 9% 12% 15% 20 %
P fore  free fore  free Jore  frec fore  free fore  free fore  frec
5% 0.63 0.85 0.65  0.98 0.65  1.00 0.64  1.00 0.69  1.00 0.65  1.00
7% 0.69 0.86 0.68  0.98 0.73  0.98 0.70  1.00 0.71 0.97 0.74  1.00
10% 0.78 0.85 0.78 0.91 0.80 0.97 0.81 0.98 0.82 0.9 0.81 0.97
12% 0.79 0.82 0.84 0.90 0.85 0.96 0.85 0.98 0.85 0.97 0.84 097
15 % 0.80 0.69 0.85 0.84 0.86 0.89 0.89 0.94 0.86 0.89 0.88 0.96

R3O PAT ORI A R A ]

Table 3  Detection precision and recall for bandwagon attack

pfill 3% 6% 9% 12% 15% 20 %
p* Jore  frec Jore  frec Jore  frec fore  frec Jore  frec fore  free
5% 0.57  0.68 0.59  1.00 0.59  1.00 0.63  1.00 0.59  1.00 0.62  1.00
7% 0.64  0.77 0.70  0.98 0.72  1.00 0.70  1.00 0.68  1.00 0.69  1.00
10% 0.68  0.61 0.79  0.95 0.78  0.99 0.78  1.00 0.78  1.00 0.78  1.00
12% 0.67  0.57 0.81 0.94 0.82  0.99 0.81  0.99 0.82  1.00 0.81  1.00
15% 0.73  0.59 0.83  0.87 0.84  0.97 0.84  0.96 0.84  0.97 0.87 0.9
RfAL Y T BE
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Fig.4 F score for detecting random attack, average attack, and bandwagon attack (all under p*** = 10 %, pill =6 %)
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