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Abstract
value, unhandy matching threshold value and large detector set size of existent algorithms, a novel detector generation

Efficient detector generation algorithm is the kernel of anomaly detection. Aiming at low true positive (TP)

algorithm based on multiple populations genetic algorithm is put forward in this paper. According to morphologic analysis
of intrusion detection system and covering problem principle, self set is divided into several partitions on the basis of their
characters. Each population evolves according to each self partition independently and their best populations will be
combined as the final matured detector set, which decreases redundancy of detectors, minimizes the size of detector set,
and maintains diversity of detectors. Matching threshold r is self-adaptive according to mazSel f which enlarges application
area of the algorithm by applying several matching rules. The TP value is improved compared with traditional algorithm
through theoretical proof and efficiency of the algorithm is testified by simulation tests. Time complexity of the algorithm

is analyzed and the algorithm does not have a significant time complexity increase.
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Table 2  Parameters settings (r is the pre-set matching threshold.)
Parameters r Detector size Crossover probability Missing positive maxGen popNum
NSA 7,8 5 — — — —
GATMA — 6 0.3 0.05 2000 —
IGATMA — 6 0.3 0.05 2000 —
LGATMA — 6 0.3 0.05 2000 —
MRMTMA — 6 0.3 0.05 2000 —
MPTMA — 4 0.3 0.05 2000 2
* 3 B ERIESERSER TP
Table 3 TP value comparison of different detector generation algorithms
TMAs Set 1 Set 2 Set1 + Set 2
MPTMA 1.0 + 1.20E-6 0.9052 + 1.05E-5 0.92603 + 2.36E-3
NSA (r=38) 0.6875 £+ 1.83E-2 0.6662 £ 2.65E-2 0.6129 £ 3.69E-2
NSA (r=7) 0.7256 + 1.81E-3 — —
GATMA 0.8829 + 2.34E-3 0.7688 + 2.30E-3 0.5708 + 3.34E-2
IGATMA 0.9123 + 1.30E-3 0.7868 + 3.33E-3 0.6253 + 4.66E-2
LGATMA 0.9112 + 1.43E-3 0.8125 + 1.52E-3 0.6951 + 3.35E-2
MRMTMA 1 0.9110 £ 1.01E-3 0.8322 £ 2.11E-3 0.7023 £ 2.54E-2

MRMTMA 2

0.9213 + 1.02E-3

0.8812 + 2.32E-3

0.6952 + 1.05E-2
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Table 4 Pm value comparison of different detector generation algorithms
TMAs Set 1 Set 2 Set1 + Set2
MPTMA 1.5261E-6 £ 1.2E-7 0.0948 + 1.05E-5 0.087 + 3.63E-4
NSA (r=38) 0.3124 + 1.83E-2 0.3335 + 2.65E-2 0.3871 + 4.30E-2
NSA (r=17) 0.2743 + 1.87E-3 — —
GATMA 0.1172 £+ 2.23E-3 0.2312 + 2.30E-3 0.4292 + 1.65E-1
IGATMA 0.1001 + 1.33E-3 0.2132 + 3.02E-3 0.3747 + 4.66E-2
LGATMA 0.0887 £+ 1.32E-3 0.1875 £ 1.52E-3 0.3049 £ 3.65E-2
MRMTMA 1 0.0888 + 1.01E-3 0.1678 + 3.20E-3 0.2977 + 3.35E-2
MRMTMA 2 0.0787 + 1.02E-3 0.1188 + 2.31E-3 0.3048 + 2.98E-2
X5 BPAFERDZSEREER FP AL
Table 5 FP value comparison of different detector generation algorithms
TMAs Set 1 Set 2 Set1 + Set2
MPTMA 1.22E-5 £ 1.53E-6 4.58E-5 £ 1.50E-6 1.67E-4 £+ 5.33E-5
NSA (r = 8) 0+00 0+00 0+00
NSA(r="7) 0+00 — —
GATMA 2.25E-4 £+ 1.02E-5 1.23E-4 + 1.55E-5 2.39E-4 + 5.64E-5
IGATMA 2.14E-4 + 2.12E-5 5.22E-4 £+ 1.66E-5 1.57E-4 + 2.31E-5
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