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Stealthy False Data Injection Attacks on Remote State Estimation of
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JIN Zeng-Wang">* LIU Yin' DIAO Jing-Dong® WANG Zhen' SUN Chang-Yin® LIU Zhi-Qiang'

Abstract The optimal strategy for stealthy false data injection (FDI) attacks in cyber-physical system (CPS) is ex-
plored from the attacker’s perspective. The Kullback-Leibler (K-L) divergence is selected as the evaluation index of
attack stealthiness, and the attack signal is designed to keep the attack stealthy and minimize the performance of
CPS remote state estimation. First, the statistical characteristics of the residuals are used to calculate the error cov-
ariance of remote state estimation, which transforms the FDI optimal strategy problem into a quadratically con-
strained optimization problem. Second, under the constraint of attack stealthiness, the optimal policy is derived us-
ing Lagrange multiplier method and semi-positive definite programming. Finally, simulation experiments are con-
ducted to verify that the method proposed in this paper has significant advantages in terms of stealthiness com-
pared with existing methods.
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Fig.1 Diagram of CPS structure under FDI attack
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