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Abstract This paper investigates secure control problems of flexible-joint robotic manipulator cyber-physical sys-
tems (CPS) against cyber-attacks on sensor measurements and actuator inputs. Firstly, flexible-joint robotic manip-
ulator CPS are described by the T-S fuzzy model, in which there may exist premise variables (PVs) not measured,
or measured but influenced by the sensor attacks. If these PVs are directly used to construct the fuzzy controller,
the control performance will be affected. Therefore, a fuzzy cooperative interaction observer is proposed to con-
struct new, reliable and available PVs. And also the observers can cooperate with the auxiliary system which con-
tains attack estimation error (AEE) information. Different from existing results, the proposed observer makes full
use of the AEE information by the cooperative interaction structure, resulting in improvement of reconstruction ac-
curacy of the attack signal. Furthermore, a class of secure control scheme with the attack compensation structure is
given such that the influence of sensor and actuator attacks on flexible-joint robotic manipulator CPS performances
is removed. The effectiveness of the proposed secure control scheme is verified by simulation results.
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Fig.1  Single-link flexible-joint robotic manipulator
cyber-physical systems under cyber-attacks
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9.81 m/s*>, b=0.15m, 6, =0.0046 N-m/V. Ni#
it T-S BUIE R G, RESHT LS

0 1 0 0
A = —48.6 —1.24 486 0
0 0 0 1

| 195 0 -22.85 0]

) 1 0 0]

4, _ | 7486 —124 486 0
2 0 0 0 1
| 195 0 —18.78 0]

B=1[0 21.6 0 0]

A PFAZ & o(t) € [Vmins Vmax) > 2 F, vpm =
—0.217 2 M1 vy = 1. SHEDIERAS (9) WEARIEFE A) =
L. N ERTAR R RTI (5 A2 B sz B i
) FOHT AR B AT U RS TR 34T MATLAB #{
E 07 B3 IE.

3.1.1  RAIETERLNAER

RIS HUT:

1001

10 00
01 00

B, SRR RGIRE & & nril
(). FIAH LMI THEARAME (11), (19) ~ (21) ATEA4S
FIWMESZE: L= [1.371 3, 0]

Ci = ,Co=1[0 0 1 0

—42.1505 0 144474  1.1168
e — 0 ~1 0 0
17| 150743 0 —139494 —0.3433
11793 0 —0.7082 —28.897 1

diag{—43.361 3, —43.361 3}, Py, = I. %% H,(0) =
0, n=200. 53— /7, HEUTAREHES:

1) t € [0, 10)s B, WHKAEL S, Wat) =
f(t) =0;

2) t €10, 20) s B, RAMRMIKE: at) =0,
f(t) =[5 +sin(0.8¢), —3 + cos(0.8¢)]T;

3) t € [20, 40)s B, KA MK i at) =
—a(t) — [sin(t), —cos(t)]¥, f(t)=>5a(t)+[—5sin(80t)x
cos(0.5t), —5cos(50t)sin(0.5¢)]T.

BRI S S A%, ¢ e (0, 10) s B, R4 H
K52 B Yoy, FoAl R AR B2 RIS I T AE ¢ € (10,
40) s I, RG 2 BN By, HowifFA2 & nl R K 52 21 14
R B N T il M 0T 2R G BT s
SR P RIAE EM 25 (Cooperative interac-
tion observer, CIO) #J3& 1. 7] 5 B Al £F 2 &,
DAV B3 DR A A e 2R L S BP0 b 5 42 1) 245 1 12
RE N %

N T SRR PR TR A B, B RS SCHER [25]
T LA MM 2§ (Proportional integral ob-
server, PIO) HIZ7iAEMISCHR [31] & TARAAG T
MZE (State/fault estimation observer, SFEO) ]
JES TR CIO FiEdE AT Xy L. 15 45 3
K2 B, WIEIH R DUE Y 6 T PR R i Mo il
B9, = HB A RONHER I E M BT S S, X T
RARHE 5, A ST IR 7 R R B0 % B T
HIUEAS 5. X2 BN BT 778 F W [R] 52 B 45
e T B iR 2 A BRI R, e 1 86E
fhTFRRE B E—20, g5 R T BRI 25 ) 2 4
PR N v R, 07 A R 3 fow, Al
PLF B e 7 v i il ROR B 4T, iX 2 RO Beak #b
R T SN HE s B il T HE 5, A 20t
TH BRI B2, B2 s P Re.

3.1.2 RBIEZTEAANAIER
BRI SEIN R
1 00 1
Ci=1{1 00 0f,Co=[0 1 0 1]
0100

M EFLLEH, SAiE e RGNS &
AT, A LMI T HEFRM (11), (19) ~
(21) ATLAE RIS 5 L = [1.329 4, 0]
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Fig.2  Comparison of the attack signals considered in
section 3.1.1 with the reconstruction signals based on
the proposed CIO, the PIO in reference [25] and the
SFEO in reference [31], respectively
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Fig.3  System state response curves under the security
controller U based on the proposed CIO, the PIO in
reference [25] and the SFEO in reference [31],
respectively, when the system is attacked
by the one considered in section 3.1.1

[—41.2208 0 6.8311 0

4l — 0 -1 0 0

171 66229 0 —658.8329 0
0 0 0 —27.865 4
[—41.1959 0 7.087 8 0

4d — 0 -1 0 0

271 67417 0 —659.2928 0
0 0 0 —27.865 4

Py, =1, Ay, = diag{2.811 5, 2.811 5}, Ay, =
diag{—39.788 1, —39.788 1}, Py, = I. i&EH H,(0) =
0 Ml n = 200. FHEMWFHEHES

1) telo, 10)s B, A KA, Bat) =
f(t)=0;

2) t € [10, 20) s}, a(t)=0, f(t)=[5 + sin(0.8t),
—3 + cos(0.8t)]T;

3) te[20,40)s B, a(t) = —a(t) — [sin(t),
—cos(t)]T, f(t) = 5a(t) + [~ 5cos(8t)cos(0.5t), —
sin(5t)sin(0.5t)]T .

BT SCHR [25] 5 [31] FOMEI 2% 25 44 45t mT 3l £
[E[1 520 = S P 12 = i 1 2 2=~ o7 T < R o T
BEATXFEE, BT RA R IR TTE R 07 BRUR. 7 545
R 4 & 5 Froas, MEHRTLUE H, A ST
J7 V2 fe S i e Hh B A A S, HE T B
AR A @Zﬁx&/ﬁ&%ﬁ%ﬁ%é}ﬂi fp=A0

il il 10 £ |
\_ﬁ 20 . fees 1 || ,I-I I I|'|||I
I I. X |

ﬁ“ﬂﬂ 0 \Ll 'i|--.' ."'H'-I' I

= =5 ' i 'I.rl
0 5 10 15 20 25 30 35 40

Al /s

i 10

el R At A g Ml A

Pllng & R TPl Tt

% ﬁ g 3 —%'Q':ﬁ? S| 'III II,I II l. III' 'III"II I\'I | |II'.|'I ‘I

K= - W

5 10 15 20 25 30 35 40
BFIE] /s

Bl 4 1E53.1.2 WhHBENLTGES
NI 25 (¥ S A {5 5 (R X Ll

Fig.4  Comparison of the attack signals considered in

Sl

section 3.1.2 with the reconstruction signals of the
proposed observer

3.2 MHEMIESIRIE

ATTHEE T WE 6 BT AR AF 75 PR 1525
V&, PAIGIERT 8 TH 7 R A &, b StarSim
SIS R A AR R R RO LA S 2R 5 R S 7 3 il B B
AT R R R S BN/ O T A S
PEXT R B G T A% i 2R GUIRASHR I 2% H T e
RGBITIRA; Bl 5 5 SR 830 T SR il
S EMBHE S, N AT AR & ] A A i)
PR T, BAIEFTHE T R MH 2.

3.2.1 AIHTEFUNER

HFESCHR [25], [31]) AASCHTIE ik, HHt TR
PRAE IR N EE AT B S2 U6 SR 36 AIE AT 3 7 9 A ik, 3
o AL B AR H RS S HE 2 311 TS
I, RN TR HES
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1) telo, 10)s B, WA REB S, Wat) =
f(t)=0;

2) t €10, 20) s BF, RAMMBIEE: at) =0,
f(t) =[2+sin(t), —3 + cos(t)]*;

3) t €20, 40) s B, RA AT a(t) = —5x
a(t)—[sin(2t), —cos(2t)]%, f(t)=8a(t)+[—5cos(30t) x
sin(—0.1¢), —3sin(—0.1t)cos(20¢)]™.

BT RERAEIR S0 B I SLIR 45 RN 7. K 8
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3.2.2 HIFZERANRIIER

T 1 = o T U DR - Vv =
% 3.1.2 WHIFRKSHOFE T Z @A LR &
RISUETTEA R, F R TRt {E 5

1) t € [0, 10)s b, WA KEK S, fMat) =

Fig.7
section 3.2.1 with the reconstruction signals based on
the proposed CIO, the PIO in reference [25] and the

SFEO in reference [31], respectively
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Fig.8 System state response curves under the security
controller U based on the proposed CIO, the PIO in
reference [25] and the SFEO in reference [31],
respectively, when the system is attacked
by the one considered in section 3.2.1

f(t) = 0;

2) t € [10, 20) s I}, a(t) =

3) t € [20, 40) s I}, a(t) =
3, —cos(5t) — 2J%;

4) t € [40, 60)s Bf, a(t) = —a(t) — [sin(2t),
—cos(2t)]T, f(t)=5a(t)+[—0.5cos(0.3t)sin(—3t)e’-05¢
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¥ A 5132 1 BUIERA

%t €y AT 4 5 4R, 7T E] O — S x

Ve, Doy, He Se Ml D #RRFHERE, Ve, = [Xe,

0], Xo, & MXAMFE. /FET = DS ESE

fifF C\ Tt =0 I, R E=1[0 1;1 0; S =
I 0

|:0 Xalsg :| mH Te, By = [gj, FHAH DG Al % T

?%rank(XC B ) =rank(By) =1+ h,. HC BX—BQ,

Rtk By S HI R, R Y8 23 A8 o, oI LA 2
Tp, =ESE, H
Tp,By = By = L%] (A1)

X By = S, Va,, HH1, Vi, = [Ba; 0], Sp, &4
FE, H By AR, 2 568
I —B,B!
ﬁzh é;} (A2)

% Tpe =TTe, 24 (10) 1] LAFEAR .
A (p

- ) An(p)
TooAx ()T 1 |:A21( ) AQQ(N)] (43)
ren =[] citit=lo 1) (as
W EARAH, WUEE Tase = o | B
E _ [L 0], Le R(ha+4fm)><(m7ha71). ZEJEQJQ_J;/}E
HHE T = TapcTee, R4 (10) ¥4 (12), Hrp

Apy(p) = A (p) + LA (p), I H
_ B 1 An(u) AlZ(ﬂ)
A(p) =TAWT™ = Aon(p)  Ao(p)
B_TH — O(ha+4T)x(ha+1)] (A5)
X By

C= BXTil = [Omx(ha+4—m) Im]
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WV = 2eT(PAy (1) + PLA1s(1)). 4 M = PL, EH Cra < LICHPIHL? + v2llall®, % 5 HEWT e X T

X (11) 7713 Vv < 0. Fik, FATE R T A E A 4R
A T. O
ik B 5I3F 2 AYUERA
MRAER (18), AT A3
Féy — FAY()ey = FAgy (f)er + f — f + FQ., (B1)
T, 51 F 2 R 1) ATRLS
Hy = Féy — FA%Y(fi)e,
st B 0 B ¢ FEAT R 15 3]
Hy = F(y —9) — F(y(0) — 9(0)) —

[ PAY @) - otr)dr + Ha0) (B3

0

(B2)

S5, X Hy TR G TS
Hy = F(j — ) = FAY(i)(y — ) = F(éa ~
AY(ji)es) = FAgy ()er + f — f + FQe, (B4)
|

Mk C I 1 AYIERR

MR SCHR [32) H Y€ X 4.7 F 4.16 LUK STk

F AR S AR BE AT A a(t) B A2 Jlat)]| < B(lla(o)], t) +

e(supo<r < la(T)])s 7 € [0, 1), B [[oa(r)|| = OBF, B

IR a(t)]| < ,B(||a(0)\|,t), Hrbe() J&T K KA,

B(, ) BT KLIREL ZHEEERREL VL (L, a) e

pi(llall) < Va(t, a) < p2(llal)

OVu(t, a)  OVu(t, a)
ot da
—ps(llal))

|22 < puraly

X p1, p2, p3 Moy F2 K KERE. R, BT

G(t, a, 0,) 1E (a, &,) H7& B Lipschitz, FILH] LA

133:

IG(t, a, 0) — G(t, a
{IIG(t, a, 0q) —

(G(t, a, 0) — G(t, a%, 0)) <

O < psllall

(C1)
G(ta a, 0)” < p6||5llH

A ps Ml ps 2 K TEEL. #t—2, 7T F
Vo= %0+ 924 < —ps(|lall) + pepa(llal])l|dall -

K?%Ifﬁ 2. 3 (17) F1ak (18), H B K
BEV =0, Vi, vy = TP, ey, Vo = el Pyes,
Vs =V,, Va=nH; Py,Hy, Vs =nH{ Py Hy, Vo=
—ZHFCf(_l.

R KA n, AT LR UE nAin(Prr,) — 5-(1CF 1> > 0,
H pi(llall) = mllall® J&+ K K% T2 (e,
le2ll, Nlall, 1H1ll, 1Hzll) < V < ra(lleal, lle2lls llall,
| Hyl|, | Hzl)), b ry(c) Flro() & K REEL X &
R X TARE Jlea]| lleall lall [|Ha ]l [ Hal]] # 0, V
A T
ZJG
Vi = 2ei P., (Ani(f1)er + Q)
Vo = 2@2 P.,(As (1) —l—A£ 2o (fi)es +
Be, o(f —nAwn,Hy — 0Py, H1) + Q)
Vs < — pa(llall) + pepa(llal))|éal]
Vi = 20H3 P, (FA¢ 21(t)er + f X
NAm,Hos — 0Py, Hy + FQ,,)

(C2)

Vs = 2nH{ Py, (nAg, Hy + 1Py, H>)
Vo = — 2nHT A}, Cya — 2nHy Pi,Ca x

2HTC;(G(t, a, 6,) — G(t, a®, 0))
H# RANSE T 75

_ 1
— 2nes Po, Be 9 Ap, Hy < EUQHQTA}QAHZ& +

fylegPQBg 2B£T 2P62€2
2nH; Pu,GAg, 21 (f)er < van*Hs Pu, Pu, Ha +
1 - R - N
%%Ag, 21(N)GTGA€7 21(f1)e1
2nHj Py, (Cra® + Dyo,) < 2v3n*Hy Py, P, Ho +
1
—(ICsIPa®l1* + 1Ds 11l eall®)
V3
1
QWHQTPHQFQCQ < PYQUQH;FPH2PH2H2 + ?QZ2QG2 -
2
2n6§PeZBg, 2PH1H1 S 74772H;FPH1PH1H1 —|—

1 _
%egp@ Be 2B 4 Pe,e
1
- 2"7*[7[1T“4H1cvfa/ < 7772H1TAH1Ag1H1 +
5

s lCr 112l
- Hircf(G(ta a, Qa) - G(ta ae’
2772’74H1TPH1PH1H1 +

11
77||PH110f|| (p3l1all* + pglleall)

0)) <

(C3)
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HI (19) R (20) 773 —He(Py, Ap,) + L x
Al Ap, + 2(v2 +73) P, Pr, < 0, He(Pr, Am,) +
L Ay, AYy, +9uPu, Pu, <0, Hist (21) AI75:

1% < - ’yele?el — ’}/626562 +
o2 Qf Qo + <a§2 - 1) QlQ., -
V2
12, Amin(Prt, Py, ) Ha Hy —
0>V iz, Amin (Prr, Pry, ) H{ Hy —
ps(lall) +lICr | llall® + vspgpi(llall) +

11 _ B _
S IPRCHRlal? + 25l P al? +
(1||Df||2 L Lypaics PR 4l Dl +
Y3 N Ya !
1 1
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8 V3

é\
11 _ _ _

Ba = 25 PRACH Rl + 251G Plall? +

1 11,
%HDsz + ?%”PH}CHFpg +llDg |1 +

1 1
— loall® + | — +7a | 1Cs 12 lla®|I?
8 3

€ pa(llall) = pa(llall) — r6lICrlPllall® — s x
pepillall), EFE v6 Ml ys, 2 pa(llall) BT K K%L,
JES)

V< —veefer —Yeesen + (ng + ,;) Q6 Qe, +
= pa(llall)
(C5)
X H=[Hy; Hy], Py = diag{yy, Auin(Pu, P,) |
Yy Ain (P, Prp,) } -

BT Qe, = 0 MO, = 0 MTELL, 24 || H| > 2 x
VA, B AT DURIE Y < 0, 3 5 MR 0L 38 1 A
WRZEJLFAFH |H| < ; VAL XTRBKE 1,
limy o0 | H || = 0. G (15) I3 limy, o f(2) =
limy 00 f(2).

ZREE Q. # 05 Q,, #0 KEN, Xy 2BK
i, AT LIAS 3|

oo
T T 2 OT
/ Ve, €1€1 + Vena€2 — 05, Q. Qey —
0

1 o0
<0§2 + ) QEQQ@2>dT < / Pyﬁlerlrel +
72 0

1 .
reyebes—o? QT Q,, - (032 N 7) ara, +v) dr +
2

V(0)—V(x) <0 (C6)

A, — 772>‘min(PH)HH”2 + 021 le Qel

S fooo 7816¥61 + '7626362(17— < fooo 031931961 +

(ng + %)QEQQCQdT + V(OO) % Ve = diag{'yeu 7ez}a
. Amax (Te > \

Uz = dla‘g{aglv 0'52} , 0= Aminé-ya)) . ﬁ X e = [61; 62]

Q= [Qc,5Q,], AIRRE] (7 eTedr < [70?QT0d7

+ 5 V(o) ERIBM EHIRERGH o K
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