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Secure H., Platooning Control for Connected Vehicles Subject to

External Disturbance and Random DoS Attacks

SONG Xiu-Lan' LI Yang-Yang' HE De-Feng'

Abstract In response to the vulnerability of connected vehicle platoon systems to disturbances and denial of ser-
vice (DoS) attacks, a secure Ho platooning control approach is proposed for connected vehicles subject to external
disturbances and random DoS attacks. Utilizing Markov random processes, the characteristics of random DoS at-
tacks on connected vehicles are modeled as a stochastic communication topology switching model, based on which a
protocol for secure platooning control is designed. Next, the parameters of the secure queue controller are computed
using linear matrix inequality (LMI) techniques, and the Lyapunov-Krasovskii stability theory is applied to estab-
lish sufficient conditions for stability of the platoon system under the external disturbances and random DoS at-
tacks. On this basis, the sufficient conditions for the string stability of the closed-loop system of the platoon are ob-
tained. Finally, the superiority of the results presented in this paper is verified through comparative simulation ex-
periments on a platoon system composed of seven vehicles.
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Fig.1 A schematic of a connected vehicle platoon
subject to DoS attacks

L1 FWMAREIHFRE

2 FEBABI R 2250 4 RN 1) Bl g 2 T R
pi(t) = vi(t)
0i(t) = a;(t)
si(t)

al(t) = fz(vz(t)v Tim;

A, m AR EE, 7 R ERS 8 5
w;(t) € La[0, oo) AN T, () &L RSN

N, TR £ R

filvi, a;) = 1 (ai +

T

(1)

ai(t)) +w;(t) +

EY; Fyiv? Fmi) §Yi Fyvia;
+ - —_—
K, &5 Y Fy M Fy 430 RS OB B B804 1
TEE AR BH 1 RECFHUAREE /7. v 7 2k tEesX (1)
IR AR TR, &

1
G = uim; + §§YiFdz‘U¢2 + Fni + €Y Favia; - (2)

A, w AEEE N K (2) RN (1), AT

3)
a;(t) = _al®) + uilt) + w;(t)

A HAMEPIRA AR 2:(t) = [pi(t), vi(t), as(0)]T, W

3 (3) AR HEAIRAS 28] T FE DN



350 H | 1t =2 Eitd 50 %
T; (t) = Ax; (t) + B’U,l(t) + Cw; (t) (4) TN
A B i i
0 1 0 0 0 To2 /7
A= 0 1 , B = 070: 0 _ o~
1 1 G 0—o—(———a0—0
00 —— — 1 -
Ti T :
Tyq /N
1.2 FEHREEEIRD _
G, 6—o0—0—0—0—0—0

DR W I 2R 18] IS B A A, SR A 1) &
Gn = (V, En, IT) R ZE40 B KBS S0 4h 24, H
Ve ={1,2,---, N} KN FREENES,
il Ex C Viy x Viv A& BR B 25 5 H AR ZE 40 1) ] G
FAGIEES, 1T = [a;;] NASESERE. HERFEZE i n] LARE
4&%5?%]5@%5, il a;; = 1; }iz, a;; = 0. E X
ARG N N, = {j € Vylay; = 1}, Bl G I
FEREBE A = diag{dy, -+, dy}, HH d; = ZjeNi aij.
Gy W R R e X L = A =11 539k, A3k
AR Hy = diag{hy, -, hn}, £ IRBEZ ¢ o] DL
PR B LEMER, Wh =1, RZ, hy =0. RIX
Gy ZE NS 18400 B, T
NP R RN L= L+ H.
DoS K 1RE
BT IR ZE 32 BIBAATL A A (1) DoS Bk, AR
Ly JRBER BEHLAE S #0 Fh U0 R 1R 2R 1% DoS B
5. AT Goyy € (G, G -, G}y o ot
RIEAMRES ={1,2, -, ¢} FHIELLNE /R
Rk e, R e L

P{o(t+ At) =s|lo(t) =r} =
Trs At + O(At),
{1 + 1 At + O(At),

1.3

r#£s

r=s

KA, 7 seS, At>0, lima,o O(AL) /AL =0, 7,
M v B s BB 2 I 2 M #£ s I,
Trs >0 Mr=sb), 7 = —ZZ:LS#T Trs TERL, 4
r=s I, RINTE 2 FTI (A BB S 0 I R R A Bk AR,
BIZE 8% A %2 2] DoS Bili; 124 r # s B, RIRAE
B ZI ¢ + At BEHR e Il s, BIBAFI R f 2%
32 3 DoS Bk,

ZEAHBNFSZ B DoS Budid #2 an & 2 Fis. &
WEMEUL Gy IEEHAME AT S, ERE—8Z, B\
FIZER 52 DoS Biitifa, W ZE BAFI ¥ Fh BEHL 1) 46 i
AH LI AE B 2% 52 B L, X AN i AR RN 5 R L B
P FE.

[ R ik

FEZFBNF b, AR B 4 o AR ) B R B Sk A

1.4

Kl 2 DoS Zriig i IR 2 18
A schematic of topologies switching suffered from
DoS attacks

Fig.2

(P B v (t), [RIBY 5 FT— 4 45 PR FFER AR 1) 22 2 PR Y
di i1, FHECERAR A
{Pi(t) = pi—1(t) —di i1

V; (t) — Vg (t)

()

KA, di oo AER S ATER AR P, A SCE
ZE SR B 2 4 S
di i1 = dges + lv; (6)

K, dges AFFIEBRAEZEA R, 1 R KI PR, B2
B 5T 4280 [F]— b s (R s [|] 22

7 R& B 5 51 R B\ S R ER A A AE AN A
w; (1), ZEHNEREE 1 B BA 1 5% e 14 ] BE 22 52 5.
BE—25, BENL DoS By 3 35 75 59 () 045 B 6 4 28
BRI AL e, 2R BT e M 2 &
RN, R, ASCH PR R B — 24 Hy BA
FUFE 5%, ORAE R R 4 A [F] IS A7 AE AN B P A
Bl DoS B}, 2B FIATI SR R OR 4 BR AR (14 [7) £ 22
AR EAT .

2 RE H,AFEH

2.1 BAFIERIRE T

R R EERER B AR (5), B4 hilda A s
N

u;(t) = cKZa?j(t){xj (t) —x;(t) — Dyj} +
j=1

CKhZ(t) {mo(t) — Z; (t) - Dlo} (7)

K, Dy =1[diy, 0, 01T I d;; i 5% j ZH1

HAEERE, ¢ 2BEREG K = [ky, ko, ko)" ZFFIT

SR Ay ) 1 7 aij(t) FRTD 23 B AR AT 44

FEAISL AR PRI O ER, H ¢ I ZIRIEAE P e .
ZIEEFPRES T TR (4), € R E S



2 1 K525 SR HANBENL DoS Bifi TP %24 Ho BAAI4% 351
K Z IR HPRE R ZE N HWAEMEORES, A ¢ MRS, X3 (14) kKT, W15
ei(t) = xo(t) — X (t) — DiO (8)

X, wo(t) = [po(t), vo
(8) FAAF (4), 715:

(t), ao(t)]". #5380 (7) A3k

éi(t) = Ae;(t) — cBKZaa(t {ei(t) —e;(t)} —
cBEKR e (t) — Cwi(t) (9)
SE SLIERRINBIAR 22 e(t) = [e1 (1), -+, en (D],
xR ET w(t) = [wl @), -, wh )], )”Ji%[ﬂ&ﬁﬂ
IR RGN
é(t) = (In ® A= cLy) ® BK)e(t) +
(In ® C)w(t) (10)

A, In NN BB R, Zg(t) = Loy + Ho() N
AR AE SR AR i — 0 X RS
y(t) = (In @ M)e(t) (11)

X, M =11, 0, 0] FEFEHILRFATT, M T Vw(t) €
Ly[0, oo), ZEHBAI R Gk th y(¢) W2 AT Hoo 12511
PR

| wola<y? [ eoia o2

0 0

X, 24y > 0 LoRMBHMHIKF.
2.2 BAIIABRFREM SR

TE 5 R BEHRBENL DoS Budi A4k 5 [R) I A7 715
BUR, FIEZEWBASI A 24t (10) FEREE B AR (5),
M. H Lyapunov-Krasovskii f2 i@ 4 EL i 20 & 57
LML 3 & PN H R E PE IR 78 73 %A

EIE 1. B EEREAS IR 5 G0 45 5 $ 30 1
HKFy > 0, WRAFTEE U IEERH FE P € RP,
AL U LM

o, BY PM' C

x =y 0 0

—1I3x3 0

* * *

—7?I3x3
X, 2480, = PA" + AP, — cABB", ¥, =
Y mes PRt Hor o NIEAE SR AN AR,
W R gL Re e, BIERRE 5 Sk i [ 5.

JERA. #R#E Lyapunov-Krasovskii 2 & P18,
HanF s

Va(t) = B [T © P elloo]  (14)

X, P e RYCNIEEHIE, r=o(t) € S £4H

V() = e () (In © P )e(t) +

e (t)(In ® P71)e(t) +

s=1
N, s R B FEAS RERE
™1 712 ... Tiq
o1 7292 c.. T2q
m= (16)
gl Tq2 ... Tgqq

¥ (10) RN (15), BEH A1
Vi(t) = ' (t)[In @ (ATPT1 + PT1A) —
L, ® (BK,)"P' — ¢L, ® P"'BK,Je(t) +
w'(t)(Iy @ CTP Me(t) +

() (In ® PLCYw(t) +

Zw
R, K, = BTP L AR (17), 5

Vo(t) = e"()[In @ (A"P7' + PTTA) —

IN®P ) () (17)

o(Ir +I,)® P BB P Ye(t) +
wT(t)(In ® CT P Ye(t) +
e'(t)(In ® P Clw(t) +

eT(t) Z Trs(In @ P e(t) (18)

s=1

A X=mini_y, .. ML + L), WARHE H, 4

oA, A AR
Vo(t) + 5" (0)y(t) — y*w" ($)w(t) <
Ty @ (ATP Y+ PP A+ MTM) —

q
Ay @ PT'BB P+ m(In @ P Y)]e(t) +

wT(t)(In © CTP7)e(t) +
')y ® PTIC)w(t) = Pu (w(t)  (19)
TSR0 (2) = [ (1), w" (O], W3 (19) 7T



352 H 3

S 50 &

GVSE
V() + ly@)l =+ lw@)l < 9" (M) (20
K, FERE A e ROVON R

- [F Iy ® PT1C

N

x =7 N @ I3xs
I=Iy@A"P '+ P 1A+ M M) —

q
Ay @ PT'BBTPT 4w (In @ P

s=1
R Lyapunov-Krasovskii 2 MEE®, 2 H
4 A < 0B, ZERBASI A RGuinifase. SR,
B IR AT RGL, R R ANSE AT

I pP-1ic

i <0 (21)

—7*I3x3
K
P=ATP '+ P A+ MM —

q
APT'BBTP7 4y . P
s=1
EAEER R, R (21) RIELEARZERX, it
i AT e VEAL, AEANSE CPTIL 23 Tl 2 SR NUAS TR £
JERE diag{ P,, Isxs} Fl diag{PY, I3}, FEN ] Schur
A E B A, 13 BIANGE S (13). 0O
HRYEBEHL DoS B s Al A5+t 2259 A 571 11
SO, AE 3 A BB N A E e A e, SR S R B
RIANEHAR, PT DAHE T i 22 LMI S E 1 78 73
A, A LMI AT FIAT AR, AT SRAT XS B2 1 5 4 7
FERE K FIFE S R ¥ c.

2.3 BAISZIREM DR

% 2.2 7133 7 BB ZBEHL DoS T A4
I ORI 240 A B AR e PR A ) 8%, i — 2 B/
I HT BN S  sZ RS E M. 528 E R BA A i
TR ZEASAE BRI NI TBOR . AL S
-5 I 4 P T B R AR T B R bR, BRSO
Kw>0, BRI L|H(w)| <1, EoF H(s) =
ep,r(8)/ep,r—1(5), €p,r(s) N ep,r(t) HETALE TR S
Hep »(t) = pra(t) = pr(t) — di, i1
FREMMN A TTENX (3), A
& ot) = s (1) — (1) (22)

R 5 (22) B EL: B4 M A e, AT A 3
B H (s) = e () /ep.r—1(s). WIREHZ DoS I
B, AP RE LT 3 RS R L O 9 R 5

1) WO e SHATSr -1 BIRZ L
i, W AR AT RS R s I

Hq(s) = e:p;i(ls(l) —

kp 4+ kys + k,s?

23
2k, + 2kys + (2kg + 1) 82 + TisB (23)
£ s = jw, Al {5
[1Hy (jw)l| =
kp + kywj — kow? B
2k + 2kpwj — (2ka + ) w2 — Twj|
(€3]
ar + b1 (24)
A

ay = (kp — kaw?)? + (kyw)?
B = 3k, + (37 — 6kpkq — 4ky)w® +

4 51 2
(3k§ + kg — Ak, + 2) Wl s
(& C C C

2) 160 2. i r SHTGr — 1 22U, #
TEZWREREAE R, HA BRI 25 2. shi
38 RN

2
Ha(s) = kp 4+ kys+ kqs

ky + kus + (ko + 1) 2 + Zis3
A B, AR s = jw, A[15:
g = (kp — kaw?)? + (kyw)?

2 i 1 2
+ (ka — 2k, 4 2) w + T—’Qwﬁ
C C C C

3) UL 3. B r RPNy, (HAT R 32 B,
RIS %328 PR HUA:

(25)

B2 = (ki - Qkp)oﬂ

r—1
kp + kys + kas® + (s + s2) > €p,(5)
j=

Hs(s) = (26)

kp 4 kus + (ko + 1) 2 4+ Zis3

hr b, X (26) 7 Tﬁfﬁmﬁ (25) HIFRB. K
( )%¥‘EPB/]IHSZ] 1 ep j( )E&Ej“jﬁn—l:ﬂ%ﬁ

s Z ep,j(s) = SHl(s)]e{Tl(;()S)__l sl (27)

K, Hi(s) =ej(s)/ej_1(s). 7 H, A EEHRTHI,
limg_,0 sHi(s)e,—1(s) =0, limg_o SZ;: ep,i(s) =
0. X (26) T3 (25).

WA Pk, 7 20 2 BA 31 52 58 € 1 25K
[H (jw)|| <1, WEKB >0, B2 >0, HI:



2 1 KRF5 2258 HMBTIABINL DoS By N MR 224 He, BAFIE ] 353

3k2 — 6kyk, — 4k, > 0

4 i
32 + ko — 4k + = >0
c C C
(28)
k2 — 2k, >0

2 1
“ha 2k, + 5 >0
C C C

F I, EAMBT-IABEHL DoS Kk T 1 249\
Hsais Ve M e e

3 HERIESSH

A {#F Matlab 2016a % it B2k, % &
TE R BERBENL DoS Bk FAMERT- 3 [F] i 77 7E 1%
BUR, B8R A S22 A BA 3 ) 28 00 A sk st
P LG ST [6] AISCHR [9]) BIFE ] i, dE— P IRiE A
ST VRER X BENL DoS H i AT Rk

M4 S BRBASIAT B 5¢, 1 BTN 80 s,
AT B i RFE AL 1.2 km. BAFIH 7 AN A 4
AL, HAAFE 1SR 6 IR A, K EVIG
P E po(0) = 0 m, P v9(0) = 10 m/s, R FE 45
WIURIRZE 2> BN 25(0) = [—154, 10, 0)T. AKUERA S
FRERVERE, PlSe e kB FPIRE N

10 m/s, 0s<t<10s
(0.5t +5)m/s, 10s<t<20s
(2t —25)m/s, 20s<t<25s
vo(t) = (29)
25 m/s, 25s<t<35s
(=t+60)m/s, 35s<t<50s
10 m/s, 50s <t <80s
IR 5 R AR O RSN 1 R,
®1 MhHESH
Table 1  The parameters of simulation
24 Kl 2 e
dges (m) 5.00 kp 1.7391
1(s) 1.00 ko 3.3422
i (s) 0.54 ka 2.8996
ol 1.50 c 1.5200

BB H WL 4 FhRALE (S SR B 3 B
N, HR s Gy NIEE K2 B H, Ga Gas
Gy 7 ZFRIRAN A DoS Bty i B Frids B s A5 4 4,
H AR EAE IS BEFRESB M A BN © = [m,
g, 3, m4) = [0.8250, 0.0875, 0.0500, 0.0375]. 7E4)j 3
1A 80 s N, XM BAAN L AT 5 kM, By s
BN 14 s, FAR T iy (a) A e S n i 4 pir
I, HA A EER RN 52 B DoS Bk R L 1] B
2, A NS R w(t) = 0.5sin(2mt), K

=

1 0
o o~

a, b
a, S —
G, 0

B3 4R LR IBE R E

Fig.3 Four common communication topology diagrams

w— DoS Ll LI 1] | {

HAE

0

0

0 10 20 30 40 50 60 70
IRFE] /s
Kl 4 DoS Zrdiid 2
Fig.4  Process of DoS attacks

F LMI THARMER (13), tH5E S AR e
s il 28 0 25 K ARG R 8 e ik 1 BT,

Bl 5 25 3 P B\ FIEHISS1E R T &40 %
AR R, K 5(a). B 5(b) FA 5(c) 4
X R AR S BT A 2% SCHR [6] BTk m4a ]
FRASCHR [9) B EEHI S BB 5 WA, £ 3
Fh e Ayl 2 R 1 250 B\ 5 B (R KF — 2 1 PR
EEERE, (AR EE T oAt 2 Pl il 88, A SO i 28 1F
N S — SRR . AR AN T A b
Bl DoS Brhi T, SCHR [6] Fa il 2% SR 30 T 14 R Bl 42 5k
55 S B R A T R m S, Uk B ZE A B B (1 R
B REAR 22 SCHR [9] $2 I 28 DK h T (0 FE 26
ZAbEE, & BT E, WA A I ER ER
PEREAS 72,

Bl 6 25 3 Phg A BAFIFE G35 FH T 0 2 8] R
WA HELER, LA 6(a). B 6(b) FE 6(c) 435
X RLAR S BT A 2% SCHR [6] BTk p4aE ]
AFISCHR [9] Vit pIdEdl s, B 6 nTLUE H, AL
JIEANSCHR [6] 42 il 45 BE 520 A F1 -4 22 1 4 B
[ B % 22 A3 B ) B A, RS VA3 31 1)



S 50 &

354 H )
- — 0 --F1 - FE2--F3—%H4 F5--%¢
£ 30 T —— T T
ool ST
10 b————" ~N———
= 0 | | | | | | |
s 0 10 20 30 40 50 60 70 80

] /s
(a) ASCHEI 2
(a) Controller in this paper

—H0--%1 - Ho--F3—Ffy4 H5--%4¢

:
= = S —
E20f 4 X
~ o

10—

= 30

=

4‘0 5‘0 6.0 7‘0 80
1) /s
(b) 3CHR [6] 4214
(b) Controller in [6]

0 10 20 30

T B FL k2 Es %4 5 %G
8 | TN
=20 é»ﬁ/& ~

10 e ~——
20
B 00 20 30 40 50 60 70 80

INf1E) /s
(c) SCHR [9] 42 HI%%
(c) Controller in [9]

K5 R

Fig.5 Velocity profiles of vehicles

o N
(=% %2 %3 --%4 K5 Ko
0 10 20 30 40 50 60 70 80
1) /s
(a) ASCH= s
(a) Controller in this paper

[A]PEIRZ /m
o

g |*1F~1’"1FA2<‘~1|?37,,1F471';5771‘:6
o I i T I T T T
RIS 10 . 1
= o)
& S I R il A
E 9 10 20 30 40 50 60 [0 80
il /s

(b) 3CHk [6] T4

(b) Controller in [6]
g
-~ T I T T T
B0 A A
K0 ]
& 10 [—%1-—-%2 %3 --%4 —%F5--%6
= * ; - L L n n
=y

0 10 20 30 40 50 60 70 80
BFIE] /s
(c) SCHR [9] H2 &%
(c) Controller in [9]
6 FAmlRlEiR 2 h 2

Fig.6  Spacing error profiles of vehicles

[E) BE R ZE WA Y 4.6 m, SCHR [6] 35512845 21 1 18] 5
RZEWEAEIA R 16.4 m, JoyRik B 46 /N ) BEAR 2 145
IR TR STk [9] A IRBN T, A 4 A) BE R
ZE B MBI — B H TR SR 2 | TR] A T AR 22
WEEIAF] 13.2 m. ULk, K 6 #E—P a5, 3 fhw

S BAF 425 1] 5 42 B S I Bk 22 BA A E T8 32 AT
AMBEHL DoS Hili T HIBAZIsZ AR EE. 2SR 4 R
B, R ST 45 R B0 T B R IEC 4 BA B e FR i R
A, IF Hl T4 ER R 22 S/, (E 1538 IR A 40
TRA s BE W] LATE R, AN vy 1 T e (A3 AT 2R
A&

NRE— D IR AEA S ] 48 X BEAHL DoS H il i
SR, AERAEZE (AL FIARIRGS IR 4N S B A Sk
AT AR OL T, $80 DoS B i (RIEL
LR BER AN R ), B BIRE G oL, 4
©,(t) N[0, t)AkENIEIS G, EBLREITE, 1 6, () =
O, (t)/t, Hr0,.(t) MR G, BRI E, X B st
ZURIER 2 Pos. &2, «/ TAERRE, xR
AFERE. 3R 2 ATLE ), BEAE Bk i a] (8, 3¢
Wk [6] J5 A2 M B A A B die S ok B R e M, AR A
FESCHR [9]. 24 DoS KUl Kk ] 26 s I, A5
FAEHIR NS A R LR E . W AR 2 st
2 FISEH 3 Al A, BEE AN N DoS By & AL
H, SR (9] TRz ARSI 2 e e P AR
5E; 2 DoS Bri AN i A B ISR K N 21— €
REPERS , ARSI A2 6 1) 2R A S K 2k A e 1k,
BIXt DoS Mo B A7 fE 3 B 5.

* 2
Table 2

ANFEFE R DoS Ko sk
Experiments of DoS attacks with
different intensities

ap RS A X6 SR [
MK () IR0 (%) ik HE Tk
1 14 82.5 Vi v i
eI 2 18 775 Vv X Vv
S5 3 22 72.5 v X X
SEBG 4 26 67.5 X X X

4 LERIE

BEXT AR R T PUABENL DoS Zali ) % 4
BAF 42 8l e L, AR S Y — A T Hoo IR %
L BABIE R T 5, KRN DoS Bl A
N RBIRIBE AV RE. A5, B8
MR TP, KA LIMI J5 3k v % ) 2 48 2 AR &
R AR L SR AS I R G AR E
PEAIA S 52 A8 PR 78 o VESR A fc)im, X Al L 45
RIGAUE 1A ST AL ST PEABEEHL DoS X
o™ AL B R e T A LR R SR EE— 2B A
A5 P S R 00 3 2 ) 2 3 A 7 A X 4 ) IS Sk
WA IE 47 22 A BA A 1R BE RS2

References
1 Zhu Yong-Xin, Li Yong-Fu, Zhu Hao, Yu Shu-You. Observer-



2 1 KRF5 2258 HMBTIABINL DoS By N MR 224 He, BAFIE ] 355

10

11

12

13

14

15

16

based longitudinal control for connected and automated vehicles
platoon subject to communication delay. Acta Automatica Sin-
ica, 2023, 49(8): 1785-1798

(RAHr, AR, ARi, TR 3845 S I BRBE T B 1 00 5% i
RE 199 1K 4 05 A 510 23 J2 W 1R) 9k 1) 2 ). 11 Bl Ak 224, 2023, 49(8):
1785-1798)

Chen Fu-Yuan, Dong Zhen-Jiang, Dong Jian-Kuo, Xu Min-Jie.
A review of security protection technology for internet of
vehicles. Telecommunications Science, 2023, 39(3): 1-15

(Frigtk, #ARIL, SEAkfE, IREEN. RN 2 2P R GaER. fE
B, 2023, 39(3): 1-15)

Yang Fei-Sheng, Wang Jing, Pan Quan, Kang Pei-Pei. Resili-
ent event-triggered control of grid cyber-physical systems
against cyber attack. Acta Automatica Sinica, 2019, 45(1):
110-119

(B $E, B, WA, B, M Lol RS B A BRI RS
RSP Rl 4 ). B AEHR, 2019, 45(1): 110-119)

Petit J, Shladover S E. Potential cyber attacks on automated
vehicles. IEEFE Transactions on Intelligent Transportation Sys-
tems, 2015, 16(2): 546—556

Xiao SY, Ge X H, Han Q L, Zhang Y J. Secure distributed ad-
aptive platooning control of automated vehicles over vehicular
Ad-Hoc networks under denial-of-service attacks. IEEE Transac-
tions on Cybernetics, 2022, 52(11): 12003-12015

Zhang D, Shen Y P, Zhou S Q, Dong X W, Yu L. Distributed
secure platoon control of connected vehicles subject to DoS at-
tack: Theory and application. IEEE Transactions on Systems,
Man, and Cybernetics: Systems, 2021, 51(11): 7269-7278

Chen J C, Zhang H, Yin G D. Distributed dynamic event-
triggered secure model predictive control of vehicle platoon
against DoS attacks. IEEE Transactions on Vehicular Techno-
logy, 2023, 72(3): 2863-2877

Zhao H, Li W D, Li Z C. Resilient event-triggered control for
vehicular networked systems under Markovian jump DoS jam-
ming attacks. IEEE Transactions on Vehicular Technology,
2023, 72(4): 4182-4195

Zhao Y, Liu Z C, Wong W S. Resilient platoon control of
vehicular cyber physical systems under DoS attacks and mul-
tiple disturbances. IEEE Transactions on Intelligent Transporta-
tion Systems, 2022, 23(8): 10945-10956

Liu Y H. Secure control of networked switched systems with
random DoS attacks via event-triggered approach. In: Proceed-
ings of the 40th Chinese Control Conference. Shanghai, China:
2021. 1399-1404

Sun Y G, Wang L. Consensus of multi-agent systems in direc-
ted networks with nonuniform time-varying delays. IEEE Trans-
actions on Automatic Control, 2009, 54(7): 16071613

Ploeg J P, Shukla D, Wouw N, Nijmeijer H. Controller synthes-
is for string stability of vehicle platoons. IEEE Transactions on
Intelligent Transportation Systems, 2014, 15(2): 854—865

Zhou J S, Tian D X, Sheng Z G, Duan X T, Qu G X, Zhao D Z,
et al. Robust min-max model predictive vehicle platooning with
causal disturbance feedback. IEEE Transactions on Intelligent
Transportation Systems, 2022, 23(9): 15878-15897

Liu Y G, Gao H L, Xu B G, Liu G Y, Cheng H. Autonomous
coordinated control of a platoon of vehicles with multiple dis-
turbances. IET Control Theory and Applications, 2014, 8(18):
2325-2335

Kwon J W, Chwa D. Adaptive bidirectional platoon control us-
ing a coupled sliding mode control method. IEEE Transactions
on Intelligent Transportation Systems, 2014, 15(5): 2040-2048

Wang P W, Deng H, Zhang J, Wang L, Zhang M F, Li Y F.
Model predictive control for connected vehicle platoon under

switching communication topology. IEEE Transactions on Intel-
ligent Transportation Systems, 2022, 23(7): 7817-7830

17

18

19

20

21

Huang C, Coskun S, Wang J, Mei P, Shi Q. Robust H, dynam-
ic output-feedback control for CACC with ROSSs subject to
RODAs. IEEE Transactions on Vehicular Technology, 2022,
71(1): 137-147

Ge X H, Han Q L, Wu Q, Zhang X M. Resilient and safe pla-
tooning control of connected automated vehicles against inter-

mittent denial-of-service attacks. IEEE/CAA Journal of Auto-
matica Sinica, 2023, 10(5): 1234-1251

Petrillo A, Pescapé A, Santini S. A secure adaptive control for
cooperative driving of autonomous connected vehicles in the
presence of heterogeneous communication delays and cyber at-
tacks. IEEE Transactions on Cybernetics, 2021, 51(3): 1134—
1149

Li Z Y, Zhou B, Lam J. Lyapunov-Krasovskii functionals for
predictor feedback control of linear systems with multiple input
delays. In: Proceedings of the 33rd Chinese Control Conference.
Nanjing, China: 2014. 6136—6141

Wen S X, Guo G. Sampled-data control for connected vehicles
with Markovian switching topologies and communication delay.
IEEE Transactions on Intelligent Transportation Systems, 2020,
21(7): 2930—2942

RE=Z WL RSB TR
R, B0 TTT [0 N 2 AR TE 2%
HAF, PR GE 2  AA . AL
SR

E-mail: songx12008@zjut.edu.cn
(SONG Xiu-Lan Associate profess-
or at the College of Information En-

gineering, Zhejiang University of Technology. Her re-

search interest covers multi-media wireless communica-

tion and secure platooning control for connected ve-

hicles. Corresponding author of this paper.)

ZERR WL RS B R B
- HF e AR 32 BRI 55 [ ZE 4 %
EXINEGR

E-mail: seanlee1122@163.com

(LI Yang-Yang Master student at
the College of Information Engin-
eering, Zhejiang University of Tech-

nology. His main research interest is secure platooning

control for vehicles.)

(CIRE S AN NN S S NI e
. EEWTCIT 1A R Re T
Z A e A bt 55 W A F i A 22
Ex iR

E-mail: hdfzj@zjut.edu.cn

(HE De-Feng Professor at the Col-
lege of Information Engineering,

Zhejiang University of Technology. His research in-

terest covers intelligent predictive control, multi-agent

distributed estimation and collaborative control, and

security control theory.)


https://doi.org/10.16383/j.aas.c210311
https://doi.org/10.16383/j.aas.c210311
https://doi.org/10.16383/j.aas.c210311
https://doi.org/10.11959/j.issn.1000-0801.2023046
https://doi.org/10.16383/j.aas.c180388
https://doi.org/10.1109/TCYB.2021.3074318
https://doi.org/10.1109/TCYB.2021.3074318
https://doi.org/10.1109/TCYB.2021.3074318
https://doi.org/10.1109/TSMC.2020.2968606
https://doi.org/10.1109/TSMC.2020.2968606
https://doi.org/10.1109/TVT.2022.3215966
https://doi.org/10.1109/TVT.2022.3215966
https://doi.org/10.1109/TVT.2022.3215966
https://doi.org/10.1109/TVT.2022.3197192
https://doi.org/10.1109/TITS.2021.3097356
https://doi.org/10.1109/TITS.2021.3097356
https://doi.org/10.1109/TITS.2021.3097356
https://doi.org/10.1109/TAC.2009.2017963
https://doi.org/10.1109/TAC.2009.2017963
https://doi.org/10.1109/TAC.2009.2017963
https://doi.org/10.1109/TITS.2013.2291493
https://doi.org/10.1109/TITS.2013.2291493
https://doi.org/10.1109/TITS.2022.3146149
https://doi.org/10.1109/TITS.2022.3146149
https://doi.org/10.1049/iet-cta.2014.0172
https://doi.org/10.1109/TITS.2014.2308535
https://doi.org/10.1109/TITS.2014.2308535
https://doi.org/10.1109/TITS.2021.3073012
https://doi.org/10.1109/TITS.2021.3073012
https://doi.org/10.1109/TITS.2021.3073012
https://doi.org/10.1109/TVT.2021.3128635
https://doi.org/10.1109/JAS.2022.105845
https://doi.org/10.1109/JAS.2022.105845
https://doi.org/10.1109/JAS.2022.105845
https://doi.org/10.1109/TCYB.2019.2962601
https://doi.org/10.1109/TITS.2019.2921781

	1 系统描述
	1.1 车辆纵向动力学模型
	1.2 车辆间通信拓扑
	1.3 DoS攻击模型
	1.4 问题描述

	2 安全$\makescalebox{1.2}{{{\bm H}_{\infty} }}$队列控制
	2.1 队列控制器设计
	2.2 队列内部稳定性分析
	2.3 队列弦稳定性分析

	3 仿真验证与分析
	4 结束语
	参考文献

