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Privacy Preservation Method for Vertical Federated Learning Based on Max-min Strategy

LI Rong-Chang' LIU Tao'! ZHENG Hai-Bin>? CHEN Jin-Yin"? LIU Zhen-Guang' JI Shou-Ling’

Abstract Vertical federated learning (VFL) is an emerging distributed machine learning that applies to the data
distributed in various institutions to realize the joint construction of privacy preservation machine learning models.
It has been widely applied to various fields such as industrial internet, financial lending, and medical diagnosis.
Therefore, the privacy security research of vertical federated learning highlights its significance. Aiming at the risk
of privacy leakage caused by the embedding exchanged by participants in the vertical federated learning protocol,
we propose a general property inference attack initiated by the server. The adversary uses the auxiliary data and
the embedding exchanged by the vertical federated learning protocol to train the attack model and steal the target
privacy property of the participant. The experimental results show that the embedding representation generated by
the vertical federated learning during the training and inference process can reveal the information of the personal
private property. To deal with the above proposed privacy leakage risk, proposed a privacy preservation method for
vertical federated learning based on max-min strategy (PPVFL), which introduces a gradient regular component to
ensure the performance of the main task of the training process and adopts a construction component to hide parti-
cipant’s privacy property. Finally, in steel defect diagnosis industrial scenarios, compared to VFL without any de-
fense method, privacy-preserving method reduces attack inference accuracy from 95% to below 55%, which is close
to the level of random guessing, while the main task only dropped by 2% of the prediction accuracy.
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K,y = arg max fo,, (Bager)-
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HA 5 NI N O(1).

H 3, EMA A H R R BEAT S [ AL 4,
HAHREAY Hoh 5] NI AN R 245N O(1).

DL 3 AN IR IEAR 1 R 58 Rl AR R AR B AL
Ry, I 8] 5 A BE N O(n). 7E A FEAT B 47
R VEL ) B AR Sy A A R 58 B 1 VKT )
FERE BT a) ) B 4B O(1). T 58 IE
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3.1

3.2 SLENRE
3.2.1 BURSEHA
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VFL B 58 A& B 52 V1Al s A gy 18 v fe
X 3 M EHR AR AL 45 A B A B 2 FhAS [ 2K
PR, K2 B4 T 3NN EIRENEARRIHE L.

* 2  VFL #dEErEAGTHE R
Table 2  The basic statistics of VFL datasets
Bt REAB EURR BREIG BRI RAENE
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Rochester 4563 167653 6 236 HE
Yale 8578 405450 6 188 T

1) Adults Hdfs 422 — MR A 3% 2 80 il
M 5 53R T0 /1) o KA. %
BB 48842 frgnit NI B &8s, Jorhi
i 14 NMEMERME (W88 2 20E FR AL AE).
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By E, HEA 6 Mrgil.
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% 405450 4 IED I R 188 AN B MERFAE (W5
CERSFIUS NS ). AR £ vh TG 2 HE T PR BERL 8 1k
R B 6 MR
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SER 25 BRI 10 I FENL SEAR &5 R A
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I'= ——— 19
attack acc (19)
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3.24 18R
XA A I EHESE ) VL SREUAS A (R AR A Y 0
T Y. 38 3 B4 17 VEL A A R 54 0 T 350 5
R 254

XF Adults R4, BT 1485 WAL B VI 2
B A IR R SR ) A5 e o 2 I 2 3R AT SR IR AR A
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GON)PU FIfaifb B BRI M 2% (Simplifying gra-
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Table 3  Model architectures
g A H T TR A
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FREE R, % 3 FONN-1 #£or 1 24 s i
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e A B SR FH BEAL 5 SR N BB 77 7%, Sea i &
3 HREHLE I € 2518 0.2 0.5, 0.8.
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A I AS Y 1) B L 2 R S MR N R AR B, B
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TR RS B2 K. Luca 50 PG5 H
YEEEAE N FL R EER AN 7 . LIk E 4
BRLEME d 21N 324 16, 8. 4.

4) 2457 F3 AL (Differential privacy, DP) $iA &
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[El R A TR B S5 o 23 7N 0.14 0.2 0.5.
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W A B 2 e, AR 1 23 i VEL I 2R3 ke
& RTI HE H ) BEORL R P AT HE I BT o
WES R 7 Bk,
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Fig.7 Performance of property inference attack with different proportions of background knowledge
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BEAN, AHI IR VEL HEZELE B AT A7 5 fi 5
VR, T J& P 4 Iy Mo I Be AL R A% . (B 15E
B, AR A S S AR A g5t
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SRS RE, 2B BUAAFLE B AL S 1 Y 1) A 2

3) PPVFL Wi A T-# T8 R 41 VEL?

41 BCHERABEGE

MY C AR PPVFEL MBI 54, B
AR TR A 20 & B F B R B
M RAR KRB S 57 LA RR, 1XLHR
ANEBRES 5T AL R R g e al. B
FONA B HA R E RN, R o B A Xk 2 R
LA )2 B0t TE A A I H R S 1k

4.2 RIBMEHEARE5I%
U2 5B AAEEAS S VEL 114, B

Fo4 SERRIDMEHIKMIEEE S B BRFA DRI SO
Table 4 Privacy protection effect on actual industrial internet dataset
BT A300
[ R & 1 PN e MR EE plEsiein e e
HEWTERG S BUETE MEWTERGE AUBHME TARSMENRR JEWTMEGRRE BUSEE ERTERREE BUE SRR
To s 0.95 0.82 0.96 0.81 0.78 0.74 1.00 0.72 1.03 0.74
Noisy (o = 1.0) 0.66 1.00 0.84 0.79 0.66 0.63 0.95 0.62 0.97 0.60
Noisy (¢ = 5.0) 0.60 0.93 0.55 1.02 0.56 0.60 0.83 0.59 0.85 0.50
Dropout (n = 0.5) 0.91 0.88 0.91 0.88 0.80 0.70 1.03 0.64 1.13 0.72
Dropout (n = 0.8) 0.86 0.86 0.86 0.86 0.74 0.70 0.96 0.64 1.05 0.67
DP (o =0.1) 0.56 1.21 0.56 1.21 0.68 0.67 1.06 0.65 1.09 0.71
DP (¢ =0.2) 0.90 0.79 0.89 0.80 0.71 0.68 1.06 0.67 1.07 0.72
DR (d = 8.0) 0.87 0.85 0.86 0.86 0.74 0.69 0.80 0.67 0.82 0.55
DR (d = 4.0) 0.66 0.97 0.65 0.98 0.64 0.68 0.79 0.64 0.84 0.54
PPVFL (A =0.1) 0.55 1.38 0.57 1.33 0.76 0.60 1.20 0.62 1.16 0.72
PPVFL (A = 0.5) 0.55 1.36 0.54 1.39 0.75 0.59 1.20 0.61 1.16 0.71
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