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A Survey on Privacy-preserving Federated Recommender Systems

ZHANG Hong-Lei' LI Yi-Dong! WU Jun' CHEN Nai-Yue' DONG Hai-Rong?

Abstract Recommender systems aim to provide users with personalized information services and decision support,
by mining the centrally stored historical behaviors of users on items and their inherent attributes. However, there is
numerous users’sensitive information behind the massive data, therefore, how to mine users’behavior patterns on
the premise of ensuring users’privacy and data security has become a hotspot. As an emerging privacy-preserving
paradigm, federated learning can coordinate multiple participants to jointly train a lossless global shared model by
transmitting model parameters or gradients, and ensure that all original data are saved in the local terminal devices,
compared with the traditional centralized storage and training mode. Therefore, it has been widely concerned by
many researchers in the field of recommender systems. Based on this, the paper will provide a comprehensive sur-
vey, systematic taxonomy, and in-depth analysis of federated recommender systems. Specifically, we first summar-
ize the classical recommendation algorithms and potential problems; then introduce the taxonomy and current chal-
lenges on privacy-preserving recommendation methods, and then summarize the privacy-preserving federated recom-
mendation models from multiple dimensions. Finally, we conclude this paper and discuss possible research direc-
tions in this area.
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Table 1  Summary of privacy-preserving recommendation algorithms
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Fig.2  The procedure of federated recommender systems
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Fig.3  Summary of research directions for federated
recommender systems
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Fig.5 The diagram of FedFast model
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Table 3  Summary of commonly used repositories in federated recommender systems
THEAR ZARE &Y B AL OR AL AT PR RATERAL
T MIRBIRES] 2T R4eitH
FATE - ﬁﬁii YIRS EESIIES https://github.com/Federated AL/ FATE AT
TV memiERs) s,
TFF FARWEFE BRI Z B Fh https://github.com/tensorflow/federated a4
MRS 2T R4eitH )
JUR—— . .
PaddleFL =y NS Y2 5] N https://github.com/PaddlePaddle/PaddleFL HE
EIR o !
PySyft SEARWFF BRIABEE S [RIZs s https://github.com/OpenMined /PySyft OpenMind
Z5r AL
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y s e . 0T ' I e 2%
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FederatedRec 2 ARAFFT zi Egﬁiﬁi; ;;]\‘jg,j 7 https://fate.fedai.org/federatedml/ AERAT
=~z g
EFLS i%;;; PR BRFR 2] igﬁ% https://github.com/alibaba/Elastic-Federated-Learning-Solution oy 5L P
FedBPR ORI BEBERES) PR —BRRE RAE https://github.com/sisinflab/FedBPR SisinfLab
%, g
FedGNN 2R MBS ﬁﬁﬂzg‘i[};i https://github.com/wuch15/FedGNN TR T IIT 72
FedAttack ORI BEAEER RS PR https://github.com/rdz98 /FedRecAttack Pty N
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Table 4 Summary of commonly used datasets in federated recommender systems
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