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Universal Inverse Perturbation Defense Against Adversarial Attacks
CHEN Jin-Yin"? WU Chang-An*> ZHENG Hai-Bin> WANG Wei® WEN Hao*

Abstract Existing studies have shown that deep learning models are vulnerable to carefully crafted adversarial
sample, leading to wrong decision by the model, which will cause potential security threats. Many effective defense
methods have been proposed, most of which have good defense effects against specific attack methods. However,
since the possible strategies of attackers cannot be predicted in practical applications, it is a challenge to propose a
general defense that does not rely on attack methods. This paper proposes a defense method based on universal in-
verse perturbation (UIP), which generates universal inverse perturbation by learning important features of classes in
the original data. UIP is universal to data and attack methods, that is, one UIP can realize defense against all
samples obtained by different attack methods acting on the entire data set. In addition, UIP can guarantee the ac-
curacy of benign samples by enhancing the important characteristics of the benign samples, and the generation of
UIP does not require prior knowledge of adversarial samples. Extensive experiments are carried out to testify that
UIP has a significant defense effect against various attack methods in different data sets and different models, and
the model’s classification performance for normal samples is improved as well.

Key words Deep learning, universal inverse perturbation (UIP), adversarial example, general defense
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Y2k, UIPD J5iEAN T B8 H R & X HUFE AR AT
Wk, TTE T RKERIPUREA A B A].

AT RIS R, TR INGTE, B2t
ML A2, UIPD J7i#f e A 52 b4k — A UIP £
g ia], BRI B 44 2 O(1).

2.4 BRSIREHBENMES

AR T AERFAL [ 1R ST T RREAS (8 22 4
TGP i U G T B A . TR
FE T R 25 18] AP K A AR SEIA 5, S0t UTP A
A B R B SR A 2 s, UIPD J5iE A e
B A P SR A, DR b ok SR B 2 1, (EREAR
FE YR 5 A3 (A (K A2 B PRSI S AR 1T 5 1, UTP
SPEREAAE A R R AL E R T A, BB
A5 P FTLF AR BB R A T AR, (AT R AAE
R RS T (0 R A EE [ B A RS R )
graF — R, REFEARPIE# 2 C1 A C2
R, I E C2 KM — MEABIR D FKN C1
(BRI ETT ). M RMEFEAZIN T UIP Ja, #
gl AR AR AR AL 2 8] P (1 20 AT PSR A 3l A
T 5 RAEREA IR B EE R (B AR 73 AR
AEAT IR, B S2 BTl JRAS KR AE R 5K
12 5 B3I A A e 3 B N R SR AR AL 2 1)
(S AR DS B A = DU/ ¥ & N =3 1
UIP J&, AW 535 0] 31 1E i R 0E 23 18] 3F 1) 28 oo
%)

/ORI @ C1 RIEHFEA M2 BIEFHHA @ XHiFEA

Bl 2 EE TR A AR SRIL S ) UTPD 347 m i
Fig.2  The UIPD analysis based on feature distribution
and decision boundary

BT REA &b 22 A SR UIP A B
RORHE L, BARnE 3 pros. s il Jy,
TR T ASEAN O — A i K d /MY e Rl
Wi 1 H br e 8, RS SO TR A E I Eh
45K R BT (2 + A, y) AR S B E K
s Ee/MEBTEE B H AR R, HH B2 TR
RILE B B PUOREA IR DL, BBt 0 A _E 5
PNIPIES Y -2 S = d R W =2 B S W

minp(w)

p(w) =E b Jnax L(w, x + Az, y)]

(11)

b p() 2T B/ MERIBI A H AR, w R AR
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Fig.3 The UIPD analysis based on robust

security boundaries

B, o RARMNIERE, y ZRRERAREE, B yyonl]
TR TR, Dle, y) T 40 N AR 1L i 15
BB, Av TG, L(, -, ) Tk
BRHL RO A € S, BTN SR A B B 30 7 7
S, 36 FE P 0 R 3 0, BRI S, By A AR B
AR,

] 3 o, BLPEREAH 2 A REAR R, B S, < 1
e BRI, R TR S A
DLAM S, 02 N R e A il JFi
5| R, 0o LLSCHLE A BEIA T UTPD 773574
o R 2 T MR P A o A 2 ] o
WS T TR, SR S W2 PR 7 ] o I
TH S, < r H2ADIIRREN S, < R,

3 S5HER

R E RN AR VE, AR5
el S IR PR Bl Uk B ik PR EAR
S5 AR0A, AN UTP #E B U5 ik B ad F 1 St A
A R FIE, 55 AN [R5 A v 0 B A CR B
FE RAEFEAS R P P RE S . 2 BUBUE AT (8]
B AR T3 T BEAT SER AT AT

BEASIHIRE

1) SEERAEAE SR & i7-7700K 4.20 GHzx
8 (CPU), TITAN Xp 12GiBx2 (GPU), 16 GBx4
memory (DDR4), Ubuntul6.04 (OS), Python3.7,
Tensorflow-gpu 1.1.14, Tflearn 0.3.2.2.

2) HdE4E: 296K H MNIST. Fashion-MNI-
ST (FMNIST). CIFAR-10 1 ImageNet Pg/4~/A 3t
Hymge. Hb, MNIST #4844 10 283L 60000
TR IIZRFEA K 10 2845 10 000 FKMARFEAS, FEAK
/N 28 x 28 K FE MG ; CIFAR-10 $¥54EH 10
3L 50000 FRIIZRFEA K 10 253E 10000 TR MR
KA, FEAR K/ N32x32x3 FIEEE R

3.1

FMNIST ¥4 845 10 283L 60 000 K I ZrfEA
Je 10 253£ 10000 FRMEAFEA, FEA KN E 28 x 28
HIK K 1% ImageNet £ H5 4 H 1000 £ 3Lt
200 Z JITKAEA L R, ASCRENLPRIENIZRE4E 1 10
K AT 9256, A2 1300 FRAEAS, Hodh 709% 1
RNIERFEAR, 30% 1E MR FEA. s256 o 1 BT G
BAG ZAE AR — 4L E] [0, 1).

3) RFEAEAL: &% MNIST ##5 4, 29748 A
AlexNet. LeNet Fl H S MM 4 454 (M_CNN);
Xt FMNIST a8, 7l AlexNet A1 H C
MM Z (F CNN); £1%) CIFAR-10 A1 Image-
Net $4E4E, #8H VGG19 M. 1T MNIST Al
FMNIST ¥4+ 0 AH L, s25 4 M CNN Al
F CONN ff AR50, Wk 1 fros. SRR
K1 22 $0% ] Tflearn AL HIER A S

B ORI M R
Table 1  The network structure built by ourselves
k%2 M_CNN/F_CNN
Conv + ReLU 5x5x5b
Max pooling 2 x 2
Conv + ReLU 5 x5 x 64
Max pooling 2 x 2
Dense (Fully connected) 1024
Dropout 0.5
Dense (Fully connected) 10
Softmax 10

4) Btk AT R AE O UTP XA ]
Wi oy ik i A, SR T FGSMP, BIM!™., MI-
FGSM., PGD!", C&W!M L-BFGS®, JSMA!"
DeepFool?", UAP!M!, Boundary!"?'. ZOO!"',
AGANPI, AUNARY, SPNARY St 14 FpXh vk, W
i A foolbox™! [FJpR %, ZHERIN.

5) BT VE: LBk T 8 MBI VEAE Xt
FL BV, 209l 2 resize™. rotatel” Distillation De-
fense (Distil-D)", Ensemble Defense (Ens-D)P,
Defense GAN (D-GAN)PY ¥ I0 Gaussian B
(GN)\ DAEPT Fl APE-GANP. 3 7 i % bt s 46 o
AT, X EE A AL T BN B 3 2K
777k, H resizes rotate Al GN J2& & T H ¥ Fish
PR F74H; Distil-D &2 T M 282 IERIBTE; Ens-D-.
D-GAN. DAE 1 APE-GAN /& 5&F Bt i £ (¥ 5y
. LU S E0E AT BRSO, Horb o e 1 4 iR
~PRIIE R 1 S R &0t 2 B, Bk
AL ZHL.

a) resizel: X} MNIST fl FMNIST, % %44
FEARGE/INA 6 x 6, FHHCKE] 28 x 28. Xf T CIFAR-10,
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E B REARYE /NN 16 x 16, FBCKE 32 x 32; &t
T ImageNet, HLRFEARA /NN 128 x 128, FK
Ka] 224 x 224.

b) resize2: XfT MNIST Ml FMNIST, ¥ 4tk
FEARTIOR N 32 x 32, Fi4i/NE] 28 x 28; X T CI-
FAR-10, BRI A 56 x 56, Fi4i/N ] 32 x
32; X} T ImageNet, B /AN 512 x 512,
FE4E/NA] 224 x 224,

¢) rotate: XJF* MNIST. FMNIST. CIFAR-10
Al ImageNet 454, & SR FEA N £ e 45°,
FLI T e 45°.

d) Distil-D: %fF MNIST. FMNIST A CI-
FAR-10 #¥84E, 2818 %% epoch B & N 20, fit X
SN 64, 221508 0.001, fifb# A Adam; X} Image-
Net B4, 280814 epoch W E AN 50, LR A
16, %=1 0.0001, itk 28N Adam.

e) Ens-D: %}F MNIST. FMNIST, £k 3 F
i AlexNet LeNet f1 M__ CNN; X F CIFA-
R-10 1 ITmageNet, ££i% 3 FIEZY: AlexNet. VGG16
1 VGG19.

f) D-GAN: %} MNIST. FMNIST, Il 4%
AP )20 epoch I E N 10, LR N 32,
23108 0.001, fE46E8 A Adam; X CIFAR-10,
AT PUI 28 ) S8 epoch ¥ B N 30, #t)R )
N 32, F 2 EN 0.001, LAk Adam; T Tmage-
Net, I A AT PN KIS epoch WKE N
50, LRSI A 16, 21 %04 0.001, iftdsy Adam.

g) GN: fEFEAR LS INIAME A 04 75 %8 1 b
Ml /= 78 UIP (X8, 3 UIP Bfg — &
(PR

h) DAE: %t MNIST. FMNIST, Il Z:4m 5% 4%
FIRIL 23 1280 epoch W E N 10, #LR TN 64,
231N 0.001, 4628~ Adam; X T CIFAR-10,
W w28 FRID 28 220 epoch W E N 20, it
RPN 64, %213 0.001, Hi4b 288 Adam; % T
ImageNet, Il 259005 2% F L 2% 9S50 epoch &
BN 50, #LRSFN 32, F 21 3% N 0.001, HLiLE
Adam.

i) APE-GAN: %fJ MNIST. FMNIST, ll%:
R AT BTN 28 ) S8 epoch BN 20, #ER~F
32, % 21% 05 0.001, RALEE N Adam; X T CI-
FAR-10, 2R BT B 48 1220 epoch % B
40, #RSF N 32, ZE21F N 0.001, LA HN
Adam; X T ImageNet, YIZrAE RSP 2% 12
#: epoch BE K 50, #LRSF2H 16, %21 %N 0.001,
A28 N Adam.

6) VAT FEbR: ASCR A2 BUEHI % (Accuracy,

ACCQC). Biili iIh# (Attack success rate, ASR). B
RN (Defense success rate, DSR) FIAH X B A5
FEARAE (Reonf) KA UIPD. EAkN

nright
ACC =
N
Nadv
ASR = nright (12)
right
DR = "
Nadv

Horb) N RoRFr 0 KN RYEFEA S, noieht Fom7 2K
TEBR RAYEREARSL, naay R 8 BT BN IR FUREA
S, B PR R BT R R R R A, e
BN EE K e R P W = N =
Reonf = (confD(line) — confA(lie)) +
(confA(laay) — confD(luayv)) (13)

Hrb, conf D(line) RSB FHSLSER 1 T E 5
BE, confA(lie) o B Ja H S SAR 1 TN E A5
FZ, conf A(laav) R J5 XL bR ) T B A5 L
con f D(Laay) 7 B A5 X 52 1) P00 B0 52

7) SLIPRR: s, W 1 s, R AR
A R R AIE 22 8] 55 R FE 7 23 B ) 4 Ok 1E AT I AR
25, "ERGE S PEh, BARERINSEE 1 Fos: A
B RVEFEASR X, 73348 f(x), WIBEK e
K epoch £ N, #:FE WA LE LS poiv, FIH]
RPEREA LR AR I AR 25560 I8 I SR B 14735
Rk, IZr5ei)mfs 28 S T80, B, AR
(B0 S T BT IR AR T 3 2R 4% f () AR A SR
BB UREAS. e m, IZRA5 2038 F 3P0 8 7
B PUREA A, S8 BRI B 1.

3.2 UIPD XA FBERM

AL EBIGUE T R — AN EdE R A UTP
FEA R B 773 ol F . B sz 45 Rk 2
fiz~, S5 SR A DSR KA & UIPD J7 kX AN [
ks () B AR 8k

f1# 2 Af 4N, £ MNIST. FMNIST 1 CIFA-
R-10 IX =AM & L SMERIZ445 2 UTP
TEA R B 7735 N AR REIL 2 50% LA _F (1 57 78 B )
B, ORI O T REIL B 70% LA F. XF T Image-
Net KERLE, 18 W3 B e A R B ik T
I 1575 48 B T R . g TA B 309% LL_E. UTP X AR B
T3 iR B RE S TE NS E B s AR T O 4,
X2 RO/ N SR 1 AR RSN, BB AR AEAS
Bz /N T ImageNet KEHE 1 &%, BTl
Y5 UIP B 525 5y Ysi, 1mi HAL & i) AE S B PR AE B
IN4sTE, S8 UIP R R AR
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Table 2 The defense success rate of UIPD against different attack methods (%)
MNIST FMNIST CIFAR-10 ImageNet
DSk AlexNet LeNet M_CNN AlexNet F_CNN VGG19 VGG19
KPR AR AIER & 92.34 95.71 90.45 89.01 87.42 79.55 89.00
FGSM® 73.31 85.21 77.35 79.15 80.05 78.13 43.61
BIM!™ 99.30 93.73 99.11 95.28 97.61 85.32 72.90
MI-FGSM" 69.65 90.32 98.99 88.35 85.75 56.93 44.76
PGD! 99.31 95.93 99.19 97.80 95.83 81.05 73.13
C&W 99.34 96.04 92.10 96.44 94.44 80.67 46.67
L-BFGS" 98.58 70.12 67.79 66.35 71.75 68.69 31.36
JSMAM 64.33 55.59 76.61 72.31 69.51 60.04 37.54
DeepFool ™ 98.98 97.98 94.52 93.54 91.63 83.13 62.54
UAP™ 97.46 97.09 99.39 97.85 96.55 83.07 72.66
Boundary 93.63 94.38 95.72 92.67 91.88 76.21 68.45
Zoom 77.38 75.43 76.39 68.36 65.42 61.58 54.18
AGNA® 75.69 76.40 81.60 64.80 72.14 62.10 55.70
AUNA®Y 74.20 73.65 78.53 65.75 62.20 62.70 52.40
SPNA® 92.10 88.35 89.17 77.58 74.26 72.90 60.30

BRitz 4b, T LA EE S [F—AS UTP B4R
ANF I BUeh J7 iR R, E A B A RCRAEAS [F) 2
H i L REA ZRE. F—A4 UIP {£ DeepFool
A PGD LB BT JSMA, XK A
ARV T AR B B B I K NN 3R 26 AR AN
[7]. DeepFool fl PGD ZERINBNI) Ly YU EUL AT BE
N, IXSELT BARIK S W 5 iR A R BUREAS TR
TNBRGHEL, A BURE A A A 35 () R A 1 R I 25 5
B UTP $E3H, B LABT AR S 4. {2 JSMA [
o BRI B 1N BT AS PR 1] 5 AN R s 3 sl K
N, B — BRI AR SRR E IR 2 A, s
OB IR R IG5 RS JE G H AR 1E, BBl UTP
AR ME 58 A HETH B 0SB RR MR, X S8 T
BAR R R B 25— . FE TR B iE e A ek
SEPLHL BN, A B B /M E B 1 5 T B A
Kbk, UTPD 741 % T 0u b 0 B b1 B 48 s 1
M3 T 32 T R ) s

723 (1) W SEAtE I, 8 F SR A WS & UTP
B AR, Bkl

p(Ax) = min {E(x’y)wD [ min L (z+ Az, y)} }

AzxireS,
(14)

Hp, o) BT ERMMUMRAE R, 2 RRFN,
Y RARFERNREE, Byl B PRI, D(z, y)
RN NFANRZE BT L BB MER 0 A, Az RKoR
BTN, L(, -, ) BBk msl. L@
Az'P e S, RIS PRBNTETE S, Yo [ P AR 2 22 4,

R S, FRON 24Tl A UTP Al B EE T BRI
WL RAT IR, 1E C I 2R AR 7R Aty 3k
—SEIAE TR R BT BRI T BT UTP Rt sh ik
b, X — i 2 R S SR EUE 2 (AR ARRE, BRI R
PEREA R (2R SCHFAE, AR REA 1 2R LB,
UIP Ml Zafd F 02 & JRFEAR, RIVIZREE AT FEA,
R [A — 42 /) UIP fefE 5 AN [F) 28 #8 R 4

LEAT S, UIP fEAN R Mot 75 i 3 BT
BB RCR.

UIPD x#4EHE A B8 A

AT E BN UIPD J5iEAE R — M T A5
P EX T ARSI EHME. K3 ERT
UIPD £ M_ CNN 8 |- MNIST %df 45 H A [H]
FEAS ()38 F P (58 22 A2 1 ) e 4208 F M e s L
SR A). B 4 JBR T MNIST $ ¥ 42 b AS [H) 4 7Y
(1) UTP Al AL (B8 2 Bl dE vh A R B AL ) UTP
AIAAL LB 5% A).

B 3 (R0 P9 ZH 204 mT 0, MINIST i 4 v
0 2] 9 N RMEFEARTE N LF—/ UIP J&5, KFs &
5 BEH A U, 7RIL T UIPD EAH R R PEREA
SrRER R LA, R 3 RIS 3 AR R
BRI 0 ~ 9 NXFHUREA. HES 4 HmT %0, 720 B[R —
A UIP J&, 9 5KXF Ui AR LA = 1) LA FE 38T 1E
4825, XARIL 7 UIPD 7£ B4 R — 5t 4 v i ot
PUREAS (1388 F 1.

Kl 4 F i) UTP nT AR AL B i python H[#) mat-

3.3
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#* 3 UIPD #FX A R E AWM (MNIST, M_CNN)

Table 3 The universality of UIPD for different examples (MNIST, M CNN)
EpE ERE #34l 44
RPEREAISRR B (RHFEA + UIP) 255 A Yot HURE A S by A (KA + UIP) Zbs A
0 1.000 0 1.000 5 0.5390 0 0.9804
1 1.000 1 1.000 8 0.4906 1 0.9848
2 1.000 2 1.000 1 0.5015 2 0.9841
3 1.000 3 1.000 7 0.5029 3 0.9549
4 1.000 4 1.000 9 0.5146 4 0.9761
5 1.000 5 1.000 3 0.5020 5 0.9442
6 1.000 6 1.000 4 0.5212 6 0.9760
7 1.000 7 1.000 3 0.5225 7 0.8960
8 1.000 8 1.000 6 0.5228 8 0.9420
9 1.000 9 1.000 7 0.5076 9 0.9796

(a) MNIST, AlexNet
IMHE: 0.0003, 75 Z: 0.0002

(a) MNIST, AlexNet
mean: 0.0003, variance: 0.0002

(b) MNIST, LeNet
¥J{E: 0.0005, 77 %: 0.0009
(b) MNIST, LeNet
mean: 0.0005, variance: 0.0009

(c) MNIST, M_ CNN
I{E: 0.0034, J72%: 0.0005
(c) MNIST, M_ CNN
mean: 0.0034, variance: 0.0005

Kl 4 MNIST $ifaferh AR AL UTP ml AL AL
Fig.4  The UIP visualization of MNIST dataset in different models

plotlib & BLTH 1] pyplot EA rainbow [FR A %k
#, BRI —AE [0, 1]. B 4 7750, H—HdRE
£ PIAFBETE UIP #A [H, (22 UIP 3
BN ZE# AR N, B LA | UTP J5 B8R AR
M N AR SE 2. st (5) Mk (6) AT %0, UTP it
SRR AR AT B BT A B I R A R AR A R )t ik
T, XTHUREAR S UTP (14 i P20 2 i i A A J 15t
B R, 3 T 50 BOR AR B SR A (R e, AN
5] 2 ARTE T, XFHURE A A BRI B K 7 7] 2 453 2% bR 4L
R B J5 1), 10 UTP A2 BRI B 1 75 1 A2 453 2K bR 0K
NI TS AL, DR UTP AMUAS 2 5o 55 28 118 500 4 1
RPFRE AR, M RE R KK A —
FHER. B&EE 1 a5, 78 UIP fIER R
B ONIRFERE A 32K 38 £ (2) & B4 I 25 58 I U 8L
AL R UTP fERUN BN P e T, 2%
AR UTP B3 R/ INAE RN il Nl fie 0 A A
UK B Sk.

3.4 AEIREFERIB RS
FEAF T, AL EE AL T UIPD 5 HAb R 1

TIVEETREASFIBEAL AR 5, R AR St 7
A BT X BORE A I 5 AR Ak S AR S G 4 S
LK 4RI 5 Fon, HA R 4 AN B 55 18 77 v A
T8 B 8 B 7 R I B AR, 3R 5 AN F B
AR Y S0 25 TR A 1) 5 P B T v R 7 R
ASCH DSR AT Reonf KA & A [F] B 181 77 v 2 18]
BT 2. 2% 4 FI3E 5 HR i DSR 52 i 25 ity
J7 5 A AN [R) Bk 1~ Y8 5 A R T %6

G, AR 4 ML 5 oo [F B4R 7 i
AN FRE R RS R B4 46 19 DSR. AT =AY R 4L
PE4E A, UIPD ) DSR & T EBUR 4 BUEIEs:
BT GAN Wit 2T B gt 1B M. = g
P ZETR B AN AR BB, A SCER Y UIPD AR
BRI R AT PUREAS, A AR B 2R 1 5 44 R )|
Yrim, 5IX S [A] REA U URE A (5 B BV AR B,
ASCHEH I UTPD B A R 2 e i 1. G 4R ]
A5 T B 1 A T PR PR A B U 0 B A ke B B U
(R AR I B2 150 B T 3 RO P B AR B
PERFIE MG 55 M, s BOR BEBE 4 UTP Frdkyl, Bt
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Table 4 The performance comparison of different defense methods against gradient-based attacks
MNIST FMNIST CIFAR-10 ImageNet
AlexNet LeNet M_CNN AlexNet F_CNN VGG19 VGGI19
P ASR. (%) 95.46 99.69 97.88 98.77 97.59 87.63 81.79
resizel 78.24 74.32 81.82 79.84 77.24 69.38 47.83
resize2 78.54 64.94 78.64 79.34 69.65 64.26 43.26
rotate 76.66 80.54 84.74 77.63 61.46 72.49 42.49
Distil-D 83.51 82.08 80.49 85.24 82.55 75.17 57.13
—_— Ens-D 87.19 88.03 85.24 87.71 83.21 77.46 58.34
D-GAN 72.40 68.26 70.31 79.54 75.04 73.05 51.04
GN 22.60 30.26 27.56 27.96 22.60 23.35 13.85
DAE 84.54 85.25 85.68 86.94 80.21 75.85 59.31
APE-GAN 83.40 80.71 82.36 84.10 79.45 72.15 57.88
UIPD 88.92 86.89 87.45 87.77 83.91 78.23 59.91
resizel 0.9231 0.9631 0.9424 0.8933 0.9384 0.6742 0.4442
resize2 0.8931 0.9184 0.9642 0.9731 0.9473 0.7371 0.4341
rotate 0.9042 0.8914 0.9274 0.9535 0.8144 0.6814 0.4152
Distil-D 0.9221 0.9053 0.9162 0.9340 0.9278 0.6741 0.4528
Ens-D 0.9623 0.9173 0.9686 0.9210 0.9331 0.7994 0.5029
Heon D-GAN 0.8739 0.8419 0.8829 0.9012 0.8081 0.7839 0.4290
GN 0.1445 0.1742 0.2452 0.1631 0.1835 0.1255 0.0759
DAE 0.9470 0.9346 0.9633 0.9420 0.9324 0.7782 0.5090
APE-GAN 0.8964 0.9270 0.9425 0.8897 0.9015 0.6301 0.4749
UIPD 0.9788 0.9463 0.9842 0.9642 0.9531 0.8141 0.5141

H17 UIPD J5 ik (S m 47 1. s v 37 B L e s
FEC 1) 149 975 80 255 R AT Lk, X AR T IR 1 v
RIS UIP fb 22, shak, N RSER ASR F1 DSR
BT R s 4, 1% 2 B T RO A 4L K
BT B RHIE S B 2 T/ N R S IRAHE (S .

HR, AR R 4 F1E 5 oA 5 B 4 7 A
AR R RAS [F) B0 85 42 B Reonf 8K, 7EAT R
RIKHE 4, UIPD () Reonf ¥ T BB 457 &
1RIEHE . 78R 26T GAN (B, 3T H gihg
PRITBARD . o B e e R BB . A AR ALK
FORBHAR S IR PURE AR S A PRI 1 B A P R
PE. ASTRIB 18 5 VEAEAS R S04 45 T 1 B A5 AR
105 57 A8 B S AR R B I — 2, X BoR T UIPD
TE B AR CEh 22 R0 7 A o] SE 0 B AR R 4F R L. i
F 4 RN 5 AT KOG RS B A S AR SCR AR T AR
T, {E 2 5 R 1 T I SR 2 AN A I ZRARN B
K, B 2T, UIPD 7532 2& — A 5 4716 B 4
EFE.

3.5 AREIFGEFEX RIEHAIR A IS
AT EZ M UIPD 5 HAb R 407 55 R

FEAS R A HERR R 2. BAR SIS 25 SRk 6 T
N, ARSCGE T AN S 8 RAEREARLEAN R B
I T B K HER R (ACC).

HIZ% 6 ] A1, AN R K R VEREALE UTPD
75 AR £ BB 18 Jm 70 RUERR R A T I Sl BT, 2
FEH AR TET R A T — e R T N
TGS sy, M R RE AR T iR A 4R B
{ELRE B A5 AR SR BB A A 2 ) R I, 2 e —
TERE LI RAEREA 7 S0 L. ST UTPD B e A
BAT IR RAEFEA ) 70 SEPERE, S ITTAT I AP 24
FROR, ZA3a1T UIPD fEYIZRnS ) RIEREALE N
IR, #E— B RIUIZRIRTT 1A H 7> F .
L B AR FIRERE G SR = 7 RMER R, (HR R E
WEZRZ AR, B T IR

3.6  SEBUBMRAEERE S

AR, FEXF UIPD J7iEk A5 K iUk
PRI [B] 52 % B2 2B AT 2 #

B 5 o T IO KU SE IR 45 R, B AL bR
FKonillgy UIPD BIERE K, YLbhbrER UIPD 1
B A Al 3R . Szl ] MINTST ol 45, H An i Ay
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Table 5  The performance comparison of different defense methods against optimization-based attacks
MNIST FMNIST CIFAR-10 ImageNet
AlexNet LeNet M_CNN AlexNet F_CNN VGG19 VGG19
P ASR (%) 93.28 96.32 94.65 95.20 93.58 88.10 83.39
resizel 78.65 70.62 79.09 74.37 66.54 65.31 38.28
resize2 63.14 67.94 77.14 66.98 63.09 62.63 41.60
rotate 76.62 72.19 71.84 66.75 64.42 65.60 42.67
Distil-D 82.37 82.22 80.49 82.47 83.28 71.14 45.39
DSR (%) Ens-D 86.97 83.03 85.24 83.41 82.50 74.29 47.85
D-GAN 82.43 80.34 86.13 79.35 80.47 70.08 43.10
GN 20.16 21.80 25.30 19.67 18.63 21.40 13.56
DAE 83.66 84.17 86.88 82.40 83.66 74.30 51.61
APE-GAN 82.46 85.01 85.14 81.80 82.50 73.80 49.28
UIPD 87.92 85.22 87.54 83.70 83.91 75.38 52.91
resizel 0.8513 0.8614 0.8460 0.7963 0.8324 0.6010 0.3742
resize2 0.7814 0.8810 0.8655 0.8290 0.8475 0.6320 0.3800
rotate 0.8519 0.8374 0.8319 0.8100 0.8040 0.6462 0.4058
Distil-D 0.9141 0.8913 0.9033 0.9135 0.9200 0.7821 0.4528
Ens-D 0.9515 0.9280 0.8720 0.8940 0.9011 0.8155 0.4788
Heont D-GAN 0.8539 0.8789 0.8829 0.8733 0.8820 0.7450 0.4390
GN 0.1630 0.1920 0.2152 0.1761 0.1971 0.1450 0.0619
DAE 0.9120 0.9290 0.9510 0.9420 0.9324 0.7782 0.5090
APE-GAN 0.8964 0.9270 0.9425 0.8897 0.9015 0.6301 0.4749
UIPD 0.9210 0.9340 0.9520 0.9512 0.9781 0.8051 0.5290
® 6 AFPIETEL IS REFEAKVUNERE (%)
Table 6 The accuracy of benign examples after processing by different defense methods (%)
MNIST FMNIST CIFAR-10 ImageNet
AlexNet LeNet M_CNN AlexNet F_CNN VGG19 VGG19
KRR A 92.34 95.71 90.45 89.01 87.42 79.55 89.00
resizel 92.27 (-0.07) 95.66 (—0.05) 90.47 (+0.02) 88.97 (-0.04) 87.38 (-0.04) 79.49 (-0.06) 88.98 (—0.02)
resize2 92.26 (-0.80)  95.68 (—0.30)  90.29 (0.16) 88.71 (-0.30)  87.38 (=0.04) 79.48 (~0.07) 87.61 (~1.39)
rotate 92.31 (-0.03)  95.68 (-0.03)  90.39 (~0.06) 88.95 (-0.06)  87.40 (0.02) 79.53 (~0.02) 88.82 (~0.18)
DisticD  90.00 (-2.34)  95.70 (~0.01)  90.02 (~0.43) 88.80 (-0.12)  86.72 (~0.70) 76.97 (~2.58) 87.85 (~1.15)
Ens-D 94.35 (+2.01)  96.15 (+0.44)  92.38 (+1.93) 89.13 (+0.12)  87.45 (+0.03) 80.13 (+0.58) 89.05 (++0.05)
D-GAN 92.08 (-0.26)  95.18 (-0.53)  90.04 (~0.41) 88.60 (-0.41)  87.13 (-0.29) 78.80 (~0.75) 87.83 (~1.17)
GN 22.54 (-60.80)  25.31 (~70.40)  33.58 (-56.87)  35.71 (-53.30)  28.92 (-58.59)  23.65 (-55.90)  17.13 (~71.87)
DAE 9157 (-0.77) 9528 (—0.43)  89.91 (~0.54) 88.13 (-0.88)  86.80 (—0.62) 79.46 (~0.09) 87.10 (~1.90)
APE-GAN 9230 (-0.04)  95.68 (-0.03)  90.42 (-0.03) 89.00 (-0.01)  87.28 (~0.14) 79.49 (~0.06) 88.88 (-0.12)
UIPD 92.37 (+0.03)  95.96 (+0.25)  90.51 (+0.06)  89.15 (+0.14)  87.48 (+0.06)  79.61 (+0.06)  89.15 (+0.15)
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® Al UIPD £ AN RIBEEFEATE A % (FMNIST, F_CNN)
Table A1  The universality of UIPD for different examples (FMNIST, FCNN)
14l Fod L 544l
R EFEA SR b Bl (RYEFEA + UIP) %bst B RHUREA SR B LA + UIP) Febs AL
0 1.000 0 1.000 6 0.4531 0 0.9415
1 1.000 1 1.000 3 0.4714 1 0.8945
2 1.000 2 1.000 6 0.5641 2 0.9131
3 1.000 3 1.000 1 0.5103 3 0.9425
4 1.000 4 1.000 2 0.4831 4 0.8773
5 1.000 5 1.000 7 0.5422 5 0.9026
6 1.000 6 1.000 5 0.4864 6 0.8787
7 1.000 7 1.000 5 0.5144 7 0.8309
8 1.000 8 1.000 4 0.4781 8 8.9424
9 1.000 9 1.000 7 0.4961 9 0.8872
* A2 UIPD -0 ANREERFEANEAHYE (CIFAR-10, VGG19)
Table A2  The universality of UIPD for different examples (CIFAR-10, VGG19)
14l 24 B34 344l
R R A K b B (RYEFEA + UIP) Fhs B XFPURE A b BEH O PiREA + UIP) ks BAEY
KL 1.000 L 1.000 it 0.4914 KL 0.9331
hawe 1.000 K 1.000 7 0.5212 K 0.9131
5 1.000 15 1.000 ) 0.5031 15 0.8913
b 1.000 b 1.000 b 0.5041 i 0.9043
i 1.000 i 1.000 1 0.5010 i 0.8831
¥ 1.000 ¥ 1.000 2 0.5347 ¥ 0.9141
e 1.000 i 1.000 Wk 0.5314 Tk 0.8863
1 1.000 o 1.000 A 0.4814 " 0.8947
i 1.000 i 1.000 KL 0.5142 i 0.9251
% 1.000 % 1.000 KL 0.4761 R4 0.9529
# A3 UIPD 45 A REHEAEA B (ImageNet, VGG19)
Table A3 The universality of UIPD for different examples (ImageNet, VGG19)
F1dl Fodl 34l 55441
R YEFEA bR NER (RMAEA + UIP) Fbn B AE7IN %N HIEE (CHFUAEA + UIP) Kbx B
S 0.9425 S 0.9445 e 0.5134 S 0.8942
P2y 0.9475 Py 0.9525 WS R 0.4981 Pty 0.7342
£ 0.9825 K 0.9925 573 0 0.5014 £ 0.8245
A 0.9652 A 0.9692 Ak 0.4831 A 0.8074
LA B 0.9926 Je 2 REAR 0.9926 Jap:s 0.4788 Je s REAR 0.8142
R &ML 0.9652 R KL 0.9652 S 0.5101 R 6L 0.7912
57585 0 0.9256 Byt O 0.9159 P70 0.4698 s 0 0.8141
1T 0.9413 1T 8% 0.9782 L 0.5194 1T 0.7861
ESN 0.9515 B 0.9634 o 0.4983 HHL 0.7134
HE 0.9823 H 0.9782 1T 8% 0.5310 T 0.7613

(a) FMNIST, AlexNet
YA —0.0002, 77 %: 0.0002
(a) FMNIST, AlexNet
mean: —0.0002, variance: 0.0002

(b) FMNIST, F_ CNN
JME: 0.0339, J7Z: 0.0191

(b) FMNIST, F_CNN

Al
Fig. Al

mean: 0.0339, variance: 0.0191

(¢) CIFAR-10, VGG19

I —0.0005, J7Z%: 0.0003

(c) CIFAR-10, VGG19

mean: —0.0005, variance: 0.0003

AN FH R AR ) UTP w4

The UIP visualization of different datasets and models

(d) ImageNet, VGG19
YIH: —0.0137, J7%: 0.0615

(d) ImageNet, VGG19
mean: —0.0137, variance: 0.0615
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