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Adaptive Federated Deep Learning With Non-IID Data

ZHANG Ze-Hui' LI Qing-Dan' FU Yao' HE Ning-Xin' GAO Tie-Gang'

Abstract In recent years, federated learning (FL) that can break data barriers and realize the value of isolated
data, has been received wide-spread attention from industry and academia. However, in real industry applications,
federated learning has problems with privacy leakage and model accuracy loss, which is analyzed through mathem-
atical demonstration in this study. To solve the issues, this paper proposes an adaptive global model aggregation
scheme that can adaptively set the Mini-batch value of each participant and the global model aggregation interval
for the parameter server, which aims to improve the training efficiency while ensuring the accuracy of the model.
Moreover, this paper introduces the chaos system into the federated learning field, which is used to construct a hy-
brid privacy-preserving scheme based on chaos system and homomorphic encryption, thereby further improving the
privacy protection level. Theoretical analysis and experimental results show that the proposed approach can guaran-
tee the data privacy security of participants. Moreover, in the non-independent and identically distributed (Non-
IID) data scenario, the proposed method can improve the training efficiency and reduce communication cost while
ensuring the model accuracy, which is feasible for real industrial applications.
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%% 53# K Mini-batch 7775 I A £
A5 P BEH LI AR, A4 Mini-batch 1955 5> 4

52 55 NGRS AR, B )

(k)

= ptrain'

%253 #l A Mini-batch {8 #H E K F LAR 5

(k)

_ ,,CL
M ninibatch — T

minibatch °

(k)
ﬁ EF‘ > Tminibatch

CL

" pinibatch

n

N
> n
k=1

(26)

N2 5% k%€M Mini-batch fH,
NEEF A 2] W E ) Mini-batch {H, n, NS

¥ k MFEARSEE. 45630 (25) FI=X (26), 7T RIS

r t ~ ( 1 ) e M ( N)
aggregate \ Puinibatch? » Prainibatch

= Ptrain = Ptest

(27)

Sifrst (21), ATBLA 5]

FL(global) X n(k) batch ,, FL(k)
global) minibatch
e(r+1) *z: n Le(r,0)
k=1
n N nfn’fnfilmt(:h
i) FL(k i
R X Ve LS (a9l ) =
k=1 i=1 ’
FL(global)
We(r)
N nr(wfi:)ibatcl
. Ve L(F (25 )  00) =
k=1 =1
wg(Lr+1)’ T=1 (29)
A, wf(LT(ff;m) RNECZ SIS e RIER I

r+ 1% Mini-batch FI AR E 240 @it DL 4
2NRIESF A LUVE W, 787 = 1 R A ST
Mini-batch H &N J5 ¥, it g IR 54
2 SRR A [R] 14 e

2) 3T N A ey AR S R B

TEAEIRAL [R] 3 A7 B s DL T, SR FBOR I 4
Je A TR B T ) By 1) 2 3 04 SR R TR PG B BRI
T R P /N 4 B8 37 1B+ U] 5 08 A5 A KK
Pem, B RBANGRCR.

Rl AN SCS 25 PR B 2 20 P I O S 3R 22 )
R TTIE, B — Pl 3 N1 R A R A A o S [
Jiik. AN Gt SEIRSEEAREES
AT b AL A B IR A R kA
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aw:g;gw%w (30) Sy — 2 ST 2 S AR KT, A0S

FEINGRRL R, #7388 © IRELH] Py sl grid
PR B kg B2, WL M0 (31) TR 4 R R B B
[ 7 :
7 =max((t — 1), 1) (31)
AR ST R I U R 4 J A 2R B R (] % B
%, BBIRIE S 5 & IZRI R B R, et B4
JEAS R S AL, AT 42 i IR 2 2 I R0 [
I PRAIE A LA EZ.

4 BENERBEIE LS
LR

EX 1 (CPA &%), IAxs TP % £ 0isk
fif[d] (Probabilistic polynomial-time, PPT) &
A, AEAE—ATT LB TR negl, 145

4.1

Pr [Pm'v (Kj’}(n)) = 1} < ! +negl(n)  (32)
’ 2
W #5260 N % 77 & 1T = (Gen, Enc, Dec) &

CPA Z&MNE 7R, K, MR RIF LT A
(CIBEALPE RN S2B6 BB LM (A3 4] PK. BENLELER
DL AE I ik A2 Hh LA 25 R P B LM ).

I LA EE AT LA

1) Frfa i /2 CPA 22 &N 7 & IR FE R 2 3
JEGIWT EAFAENE O T B2 N T &

2) ATAR i 2 M B 0 %5 7 AN L CPA %
4 R CPA %A% J5 — 2 e MR .

IR 1. AR H B2 S 7 =, Wik [
AIN# CKKS & & CPA 4, FNra 55
H SRR % ) AN T 3 2 (A1 B, %
TR S 5H N RAGER.

HERR. LA E— T A, ST T I
MM ES . BT HRF ARFE CKKS &
MW EE N, T A A BEA BB SK. ARPEA ST
B, SHEANSE RS R ARG INE A &
W, NI SK ANt 45 2 538 4 HAh sE ik,
AT T A AR E%8 SK. Nk, #F A ik
Mo AR IR S A B 25 SO AT R, DT SR B 2R AL
HZHP A, FET, A RCE S 4 DL S
RIS % L, RESHIRSHEALS HAh 2
HHBH, WS 5EHRPARIHANS 538 LA
M ESH. RN, 255 @ AR P 240050
85 55 2T 5 B, T B b A& S (S
BHGiE. Rk, S TR Ry s 5%

HCHR [31] PR S BB AL T RS
BRI EEAAE R, BT, Kook (28] thR K
R TR RSB RIS F%, SRR SR H
W 2 R g, il 5 s, @i hn 2 ) 3 s A8
RSB (AE TR &S 08 S5 ) HE W HY 1945 5L 55 (R
TAZFEE N EUR AT I . Rk, AR LA
F G In s 438 A 45 2% (Information en-
tropy, TE) RXJ 4 Wr i 8ol 24T 70 A, A se e B v
AT LA, ATR T I s A A5 20 25 b A5 21 ) 1
s B EaR T RARMAE 8. BRIk, SRR a4 R
RERGE— D ERTTIRFR % 2T I (5 B 2 47K

1E: 7.46

1E: 3.06

K5 e S50 ok 15
Fig.5 Inferring data of the encrypted parameters

4.2  EEMEESHR

FHEC T g4 QU255 ¥, A SCHR H R B
2 SRS AN (R TS S BN R A R S
o /i 5% bk ) TR S H NS5k
s H RS AR R R4
BE LB S BT 28 1 Y B &, LB [A] 3
FEI B AN BE LB A K. 3 A CKKS 14
VEEZ NN % UL % SCRRE. Ik 1 B, 18
I 1E) P44 B SR CKKS 025 0 36 5 27 2] S50k 0] B
TET Paillier 1% AIMLAS 5 > Syl I H
TR R G0 AR O BE AL RE () TR 7R B 2 Y Bl A

x1
Table 1

TN /g s SR (R AT I T
Execution time of the encryption/
decryption operations

BRAERR 500 MEE 2000 NS 54000 NSH
BEALECE W) 12.05 ms 25.50 ms 0.40 s
CKKS 9.37 ms 9.68 ms 0.54 s
CKKS fift# 1.56 ms 17.18 ms 0.03 s

CKKS %3¢k 0.15 ms 0.15 ms 0.02's
Paillier fin% 3.82's 14.61 s 410.32 s
Paillier f#% 1.06 s 4.22's 115.92 s

Paillier % 3Nk 7.87 ms 30.03 ms 0.87 s
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W& H5HAA 20000 NMFEEA, Mini-
batch A 128, MIBCFHE 2% 2] R G K AN B £UE 1) 4
Je RS 250 BT (] B 0 15551 PR R S 0N /A P IR
BN 2 fron. 3K 2 ] LLE W i/ & R i
SRR RS 7, B4 A R R R AR, & SR
5 ST R GE SR BOR R I . R, AR SR A
B A R Y T R B 7 vk, TR ARUEASE RO B 1 A
BN, I/Em RGNS RCR.

®2 N/ RE AR PATIREL

Table 2  Execution numbers of the encryption/
decryption operations
AR S R 1] B 50 X 80 X 100 X
T=1M1 7800 12500 15600
T =4 1550 2480 3100
T =150 500 800 1000

4.3 THREXTEE R
R 3RASCER MR~ 3 5k APFL (Ad-

aptive privacy-preserving federated learning) i
I FU R R IBCHS 2 2] BVEREAT DhRe PR X B, HE
H 4G PFL (Privacy-preserving federated learn-
ing)!"™, AFL (Adaptive federated learning)!"™ Fl
MFL (Momentum federated learning)"". PFL %
BRI XTI 22 2] Rt 2 5 # TR
AR, H I B W ERIR 2 2] I Zrad B AT A0 A0 Bl
$E . AFL A1 MFL Z3 548 F 5 & 8 58 G A sk
HB) B AR LT B B LA m IR 2 =) I R 200
SR, IX AP TR AR A 5 e 2 5 2 RS AL
BEAT ORAF . HeAh, DL =R o o) BV AR AN
X2 535 (1) Mini-batch (TR E. AL H
APFL 5330 RIS s o AR AR o & $oAR %t 2
538 B FRALEAT DR AP, [RIIN $2 B 3l B A2 3R
BT BRI B BB T BRI m IR 2 1IN 2Rk
R, PRG5BS BRI R T AE.

R 3 AFEAE A T5 ZI DR b

Table 3  The functionality analysis of the different FLs
e PFL AFL MFL APFL
[SEENVSTA J X X J
EpeANA ke X J X J
Mini-batch ¥E X X X ~/
IRy X X J J

5 SLW5Sth

51 SLIIMERSCI
S IR N Windows10, MATLAB2018b,

Python 3.6, Pytorch1.5 fll CUDA10.1 T #4 # %
JE P2 R 25 158 Python i i Matlab-Python 4%
F1HFH MATLAB H R G2 7 28 Oy BE AL
B, AFHTFIRR) CKKS Pt A (A B S0 T n
5 R % 4E. Fashion-MNIST (F-MNIST) Al CI-
FAR10 4 45 F T30 UF A SCHT 2 tH IR 2 ) &
G RE.

FRHEABIEESEEE 10 MAFEZEA I E
Fr, WIZREEATIAE 73 745 60 000 7K & FF1 10 000
sk . R bR sh, &2 55 R ERA 1)
HH AR ARG, Pk, A SO E R ED)
Gy AR SL R 3 A B R A, F TR PR R IR
SYEVEFAT VR . BT O MIZREE 2 4 5
N0~ 3 EERI NEHESE N-trainl, Ji'5H 4 ~
6 MG R 9 N B4 N-train2, 4458 7 ~ 9 (K
B %73 R AE N-train3. ¥4 70 E10F 0 B0E 4 N-
trainl, N-train2 #1 N-train3 7 Al TZ& 5% 1, 2
A3 B A AR I 2k, & B IIZR%E AKX E Epoch
N 50, MRAGEVE N /N LE R FE R B (Mini-batch
gradient descent, MGD) &% (%% n= 0.1, 3
iy =0.5), AMEF K] CL # Mini-batch (&
N 512, [ IE B A JR AR Y 5 B IR B SRR R 4R 4 R
RV ISR — 2N 15, LA TA PIRE E EoK @ 4
W 5.

KA HERZE (Precision). 4% (Recall) FZE
BV Fa bR (Fl-score) #EAT S IFAL Y. KA 3¢
Wik [19] AR H T, VPR IRIR A ) AR AL A v 5
SR AR 2, B

1
o Z laccrr,; — accor, i (33)

i=1

Devyyg =

A, on NEARE PRI, acepy,, WBHSE
SRR S ¢ KB B T % , accoy , WEEH
A SRR & SRR M

5.2 MEREXTELSEI

MR SCHR [16, 18, 33], AT 43 71l 15 B A% 4L B
RGN =1, 4 M1 15, 5RAASCHE H 1) B & SR
2 ) EF AT R b B B A ) B AR
FE PP i B & N R ST BN &N S 5 ET
Mini-batch HH#ATEE, IS H5E 1 51
Mini-batch B4 int(512 x (4/10)) = 204, &5
# 2 5 A1 3 5] Mini-batch BN int (512 x (3/10)) =
153. & 6 FE 7 73 0 R % B 5 21 JF R AE Cl-
FAR10 A F-MNIST ##54E F s k. MR
HMZr] DUE Bt 7 AR ZRid AR A A Y
R R ETHE T FL (7= 1, 4) A1 CL, KA
B APFL AT i) - KT 4. &IOS R AT,
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Fig.6  Experiment curves of the different federated

learning models on CIFAR10

APFL Z# A4 R A R A R g, Bl T4 5
PTG H AR . 3% 4 N3 5 43 S AN [ BRI 2 ST A5
RILE CIFARI0 Al F-MNIST #5470 3545 5.
MEF A LLE H, £ CIFAR10 Al F-MNIST #t4f
£ b, APFL PRl E IR BAHL T FL (7= 1) 2 5lk%
KT 31.43% A1 55.44%. [FiF, N2 45 B al LUE
W A ST TR A I R R R TR B A D B 9k
AE % MR 4 A 55 A HEAT B AEBCONTRT B F-
MNIST #4554 Jm 158 20 58 B [A] B PR A 1 3 R AR
T CIFARI0 £ 4E. AT IS4 al LUE
B 1 1 3 AR Y 56 T R R E RIS ARG
MIRTER T, PRI SR & IR H, AT BEAR T 550 R
fERAR, T HE I SRR
BENRRREHRERASH
ARSI EIE N R A T REBEAEHA
#543: Mini-batch 5 5E Al [ & B 1 3 4 Jo A A 5 A
) B . R VPA IX AN 0 AR, AR5 R T
RS B8 6 FL AT .
5.3.1  Mini-batch 3% E;ERRSZIE

¥ 3.3 it T A S5 Mini-batch % &

5.3

Fig.7 Experiment curves of the different federated
learning models on F-MNIST

R4 CIFARI0 EASAIBIRE: SRR 73 L5 R (%)
Table 4  Classification results of the different federated
learning models on CIFAR10 (%)

T3 W R AR Devy, RERH
CL 63.36 63.92 63.29 —
FL (r = 15)® 25.76 9.34 25.87 49.91 250
FL (7 = 4) 1 27.64 50.14 27.76 45.04 1100
FL(r =1 6178 6276 6177 191 4400
APFL 63.66 63.49 63.64 2.02 2758
# 5  F-MNIST AR SRR 70 2K 45 R (%)
Table 5  Classification results of the different federated
learning models on F-MNIST (%)
T3 #EfR  RMER % Dev,, RERH
CL 90.15 90.07 90.15 —
FL (r = 15)™ 65.99 62.18 65.99 31.43 350
FL (7 = 4) " 72.77 65.24 72.77 23.16 1350
FL (r=1)" 89.10 89.25 89.10 0.88 5250
APFL 89.36 89.30 89.36 0.87 2339
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(APFL (no mbs)) FIRERERER AT NI, 5 CL
BRI (PR M 22 A5 T3 .
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Fig.8 Experiment curves of the Mini-batch size setting on CIFAR10 and F-MNIST
% 6 CIFARIO0 ¥ Mini-batch € iS5 45 £ (%) F 7 F-MNIST FHJ Mini-batch 5 H B S256 45 R (%)
Table 6  Ablation experiment results of the Mini-batch Table 7 Ablation experiment results of the Mini-batch
size setting on CIFAR10 (%) size setting on F-MNIST (%)
DibrS Accuracy Precision Recall Dev,, T Accuracy Precision Recall Devyy,
CL 63.36 63.92 63.29 — CL 90.15 90.07 90.15 —
FL (r = 15) 25.76 9.34 25.87  49.91 FL (1 = 15) 65.99 62.18 6599  31.43
FL (7 = 15) + mbs 25.70 9.14 25.78 50.07 FL (7 = 15) + mbs 69.99 64.29 69.99 26.05
FL (r = 4) 27.64 50.14 2776 45.04 FL (r = 4) 27.76 50.14 2776 45.04
FL (7 = 4) + mbs 63.66 60.93 36.06  32.90 FL (7 = 4) + mbs 76.23 84.84 7623 14.85
FL(r=1)" 61.78 62.76 61.77 1.91 FL(r=1)" 89.10 89.25 89.10 0.88
FL (1 = 1) + mbs 63.02 64.08 62.27 1.53 FL (7 = 1) + mbs 89.27 89.25 89.27 0.99
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Fig.9  Experiment curves of the adaptive model
aggregation interval on CIFAR10
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PR BRI M MISIZG 45 R R B, ARSI H AR
A HTRB RIS H5HENERGER, JFEARM
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PEREBAR, H 45k br Tolk 3755 N B AT AT 1.
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Fig.10  Experiment curves of the adaptive model

aggregation interval on F-MNIST

# 8  CIFARIO i E &S5 37 (8] B v Al Sz ie 45 5 (%)
Table 8  Ablation experiment results of the adaptive

model aggregation interval on CIFAR10 (%)

Tk Accuracy Precision Recall Dev,, B&UH
CL 63.36 63.92 63.29 —
FL (7 = 15) ¥ 25.76 9.34 25.87 4991 250
FL (1 = 4)" 27.64 50.14 27.76  45.04 1100
FL (r =1)" 61.78 62.76 61.77 1.91 4000
APFL (no mbs) 61.10 62.00 61.36 3.27 1742

# 9  F-MNIST T/ H &R B R m 4 R (%)
Table 9  Ablation experiment results of the adaptive

model aggregation interval on F-MNIST (%)

J7i: Accuracy Precision Recall Dev,,, B&KH
CL 90.15 90.07 90.15 — —
FL (7 = 15) ¥ 65.99 62.18 65.99  31.43 250
FL (1 = 4)" 72.77 65.24 72,77  23.16 1100
FL (r=1)™ 89.10 89.25 89.10 0.88 4400
APFL (no mbs) 89.48 89.42 89.48 0.84 1336
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