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Interpretability Analysis of Deep Neural Networks With Adversarial Examples

DONG Yin-Peng' SU Hang' ZHU Jun'

Abstract Deep neural networks (DNNs) have demonstrated impressive performance on many tasks, but they are
usually considered opaque due to their poor interpretability. In this paper, we examine the internal representations
of DNNs on image classification tasks using adversarial examples, which enable us to analyze the interpretability of
DNNs in the perspective of their failures. Based on the analyses, we find that the learned features of DNNs are in-
consistent with human-understandable semantic concepts, making it problematic for understanding and interpret-
ing the representations inside DNNs. To realize interpretable deep neural networks, we further propose an adversari-
al training scheme with a consistent loss such that the neurons are endowed with the human-interpretable concepts
to improve the interpretability of DNNs. Experiments show that the proposed method can make the features in
DNNs more consistent with semantic concepts.
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Fig.1
a semantic concept and the learned features of a neuron
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VGG-16 W20 (R E convs_3 JZ) FHE AT HLAL

The visualization results of the neuron (from the conv5 3 layer) features in VGG-16
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TEDE B B, FRATT 38 HU R A 4t 4 A T 3K
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(a) Neuron 41: Bird (b) Neuron 91: Dog

(c) Neuron 61: Car wheel (d) Neuron 145: Human face
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Fig.4 The visualization results of the neuron (from the convb layer) features in AlexNet
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(a) Neuron 89: Bird (b) Neuron 61: Bus

(c) Neuron 7: Triumphal arch

(d) Neuron 159: Dog
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Fig.5 The visualization results of the neuron (from the conv5b layer) features in ResNet-18
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(¢) Neuron 86: Car wheel (d) Neuron 161: Human face
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Fig.6  The visualization results of the neuron (from the convb layer) features in AlexNet-Adv
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Fig.7 The visualization results of the neuron (from the conv5 3 layer) features in VGG-16-Adv
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Fig.8 The visualization results of the neuron (from the convhb layer) features in ResNet-18-Adv
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R BB H FCS R A B A i S SRR IR 2 T 1 LA (%)

Table 1 The ratio (%) of neurons that align with semantic concepts for each model when
showing real and adversarial images respectively
HEE A R Et<i Ay
I
C T M S P O C T M S P O
AlexNet 0.5 13.4 0.4 0.4 4.1 6.1 0.5 10.3 0.1 0.0 1.6 2.3
AlexNet-Adv 0.5 12.7 0.3 0.6 5.5 7.8 0.5 11.6 0.3 0.2 4.8 6.3
VGG-16 0.6 13.2 0.4 1.3 6.8 14.7 0.5 9.5 0.0 0.0 2.3 5.2
VGG-16-Adv 0.6 13.0 0.4 1.6 8.0 16.2 0.5 11.4 0.3 0.9 6.9 14.8
ResNet-18 0.3 14.2 0.3 1.9 4.1 14.1 0.3 8.2 0.1 0.6 2.1 4.8
ResNet-18-Adv 0.3 14.0 0.3 2.1 5.3 17.2 0.3 10.8 0.3 1.5 4.7 15.3
Inc-v3 0.4 11.2 0.6 4.0 8.1 23.6 0.4 7.6 0.3 0.2 2.9 6.7
Adv-Inc-v3 0.4 10.7 0.5 4.5 8.6 25.3 0.4 8.6 0.4 2.5 5.3 15.4
VGG-16-Place 0.6 12.4 0.5 7.0 5.9 16.7 0.6 9.3 0.0 1.3 2.1 6.8
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(a) Neuron 155: Bird

(b) Neuron 20: Dog
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(c) Neuron 19: Ambulance
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Fig.9

The visualization results of the neuron (from the last layer) features in Adv-Inc-v3
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Table 2 Accuracy (%) on the ImageNet validation set and adversarial examples generated by FGSM with € = 4
. FSLE XL
B
Top-1 Top-5 Top-1 Top-5
AlexNet 54.53 78.17 9.04 32.77
AlexNet-Adv 49.89 74.28 21.16 49.34
VGG-16 68.20 88.33 15.13 39.82
VGG-16-Adv 64.73 86.35 47.67 71.23
ResNet-18 66.38 87.13 4.38 31.66
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