AT HE E 4 W B 3 % % & Vol. 47, No. 4
2021 £ 4 A ACTA AUTOMATICA SINICA April, 2021

M7 == > TX A [y Y A3 Aj
wRRE NETSHANERI N Z2IREMTT
AN A BogE

i E BRRARNENRHESZSEEEYE RS (Cyber-physical system, CPS) FRIN KR T EZ R A, Wi H 3%
Hl 555 52 18] 2 SRS AR BRI S5 8 1 DB ). A AR AR N 2% (Distributed sensor network, DSN) MK 5E £ 15 &
A YME S AT AL B TR B — BRI AR S B2k, REE W35 R IR R G PR RS FE S nT . O, R R4 R AR
B s 0 BRI IRES A vE @B —Fh T [ S Eos MU AR AR A 1), SR A IEAZIURERIE #R¥2: (Orthogonal match-
ing pursuit, OMP) EMREMBHES, LU IR A A BV R AR 5 Fa N R 3B S AL I BB . 38 R K 2 8 I B U B BT 4k v
WiE 5 Em, WS Hiresh I ESORE. HK, SR AR S E 2B NS R, 3T A EZrsil, Rl —Foafm
AMF A Z AR I7 %, FIH AL AT 5 B S MER TR S BRER AR e . 0 BLA SRR W, FriR oy ik oy
A0 AL B3 ) 28 AR P 2 iy T R A A
kiR BEEGE, RSN, Wi, BEgE
SIS kN, BUBIR. BRIGE AT M AREA I Z AR, Bk =R, 2021, 47(4): 813-824
DOI 10.16383/j.aas.c200276

Secure State Estimation Based on Distributed Sparse Optimization Under Malicious Attacks
ZHANG Dai-Feng' DUAN Hai-Bin"?

Abstract Malicious attacks against the measurements is one of the primary cause accounting for the detection fail-
ure of cyber-physical systems (CPS). Reducing the impact of measurement attack is a key problem of the accurate
detection, target tracking, and sensing for CPS. Distributed sensor networks (DSN) are able to break through the
task envelope of single surveillance node through coordination and parallel processing and thus remarkably improve
the tracking performance and reliability of detection systems. Based on the compressive sensing theory, the state es-
timation for single-plant target tracking is modelled as an {rnorm minimization problem, which is also equivalent to
a sparse optimization problem. Under sparse malicious attacks, the orthogonal matching pursuit (OMP) is utilized
to reconstruct the attack signals and to avoid the local optima induced by the convex optimization algorithms. A
combined Kalman filter is presented to obtain the true target information where the attack signals are com-
pensated in the measurement update. Then, a distributed secure state estimation method based on the potential
game theory is proposed in view of the complex attacks such as the false data injection, where a potential game
framework is established to enhance the stability of target tracking by the information exchange and coordination
among neighboring sensors. Simulation results demonstrate the effectiveness of the proposed method against the
sparse malicious attacks on DSNs.
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Table 2 Comparison of mean square errors (meters) of position estimations in X-axis by the five algorithms

Al A2 A3 A4 A5
a1 0.0724 0.0238 28.6083 0.0302 3.6060
T2 0.0150 7.2185 33.0688 8.3714 3.5778
REP= 0.0724 0.2550 29.0511 0.3338 3.6056
a4 1.3807 40.6553 29.5093 39.4624 3.5778
REP= 0.0054 0.4213 31.6166 0.1078 3.5785
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