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Communication Mechanism of IoT Consortium Chain in Complex Scenarios
QIAO Rui"** LIU Ao-Di*®* CHEN Di** WANG Qing-Xian*

Abstract Consortium chain has the inherent security of public chain, and its permission and access mechanism al-
lows institutions to control network nodes and scale, which exactly meets the need of scale and intelligent develop-
ment of internet of things (IoT), and has become a hotspot in the research of the internet of things. However, the
consortium chain violates the decentralized blockchain to some extent, resulting in multi-centralized complex con-
sortium chain ecosystem. In order to make the digital assets of the internet of things safe, autonomous and dynam-
ic transfer between different consortium chains, it is urgent to research on the communication mechanism of IoT
consortium chain in complex scenarios. In this paper a method for establishing cooperation consensus among mul-
tiple consortium chains based on the threshold digital signature mechanism is proposed. On this basis, a multi-layer
hybrid optional trust-verified transaction consensus mechanism is proposed. Then, the authorization code is used to
construct an identity certificate, thereby the autonomous authorization between entities is realized. After that, the
cross-consortium chain transaction atomic submission protocol is constructed to ensure that the asynchronous au-
thorization status is synchronized, as well as multiple mixed optional trust-verification transaction consensus mech-
anism is proposed. Experimental results show that the above mechanism optimizes system performance while ensur-
ing system security a lot.
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Fig.1 Interaction between IoT consortium chains
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