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Electronic Medical Record Data Sharing Scheme Based on Blockchain

NIU Shu-Fen' CHEN Li-Xia! LI Wen-Ting' WANG Cai-Fen' DU Xiao-Ni?

Abstract The electronic medical record system with blockchain as the data storage platform is a key research top-
ic. The data stored in the blockchain is immutable and strengthens the security of data. This paper proposes an
electronic medical record data sharing scheme based on blockchain. The scheme enables patients and third-party
data users to share the patient’s electronic medical records without infringing the patient’s privacy. This paper
construct system model by the private blockchain and consortium blockchain, and stores the patient’ s electronic
medical record ciphertext on the hospital server. The hash of the patient’s medical record ciphertext and the
keyword index are stored in the private blockchain, and the security index consisting of the keyword index is stored
in the consortium blockchain. At the same time, the searchable encryption technology is used to implement secure
search of keywords in the consortium blockchain, the proxy re-encryption algorithm realizes the sharing of electron-
ic medical records of patients by third-party data users. The performance evaluation of the scheme is carried out by
numerical simulation.
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Electronic medical record system model
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Table 3  Comparisons of functional properties
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Table 4 The computational cost of common
cryptographic algorithms (ms)
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Table 6 Time cost of each phase in the scheme (ms)
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Fig.4 Time cost of encryption algorithms
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