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Stealthy FDI Attack Detection Based on
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Abstract  The stealthy false data injection (FDI) attack in
smart grids can bypass the bad data detection, making an
incorrect state estimate in the control center, which in turn
interferes with the normal operation of the power system.
Considering the complex topology of the grid system, the
machine learningbased methods has an over-fitting problem
caused by high dimensionality, while deep learning-based
methods are subject to long training time and occupy a lot of
computing resources. Motivated by the above fact, a neural
network learning algorithm based on dimensional reduction of
Laplacian eigenmaps (LE) is developed in this paper to detect
hidden FDI attack signal in the smart grids. The proposed
method not only reduces the risk of over-fitting, but also
improves the generalization ability of the stealthy FDI attack
detection learning algorithm. Finally, IEEE 57-Bus power system
is employed to show the advantages and effectiveness of the
proposed method.
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