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Black-box Adversarial Attack on License Plate Recognition System

CHEN Jin-Yin' SHEN Shi-Jing' SU Meng-Meng' ZHENG Hai-Bin' XIONG Hui'

Abstract Deep neural network (DNN) is one of the most commonly used deep learning methods and is widely used
in various fields. However, DNN is vulnerable to adversarial attacks, so it is crucial to detect the vulnerabilities of
DNN in the application system by adversarial attacks. In this paper, the vulnerability detection of the license plate
recognition system is carried out. Under the premise of completely unknown internal structure information of the
model, a black-box adversarial attack is launched, and security vulnerabilities in commercial license plate recogni-
tion system are found. The paper first proposes a black-box attack method for license plate recognition based on
NSGA-II. Only by obtaining the output class label and corresponding confidence can produce a robust attack
against environmental changes, and the algorithm controls the perturbation as a pure black block, which can be re-
placed by a silt block and has strong confusion. In order to verify the reproducibility of the attack of this method in
real scenes, the license plate recognition system was attacked in the laboratory and the real environment, and the
adversarial examples were tested in open source commercial software to verify the transferability of the attack.
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" https://pan.baidu.com/s/1RyoMbHtLUIsMDsvLBCLZ2w

* https://github.com/zeusees/HyperLPR

* https://github.com/liuruoze/EasyPR

* https://github.com/huxiaoman7/mxnet-cnn-plate-recognition
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7700K 4.20GHzx8 (CPU), TITAN Xp 12GiBx2
(GPU), 16GBx4 memory (DDR4), Ubuntu 16.04
(OS), Python 3.6, Tensorflow-gpu-1.3.

Hi1ZE 1 AT %0, HyperLPR HAY [ 153 i fff e iz
e T HAR PRI R A SO HyperLPR AR A
AL BE R H AR, 0 A STt T 1)
AR

AR, ASCH HyperLPR A5 2 2F i 1 5 B A A
XA EE AL TFICE & o B 4 R R e B p b
- Open ALPR® #EAT I, B01E 7 A SCHE M I B &
Wil B BRI BGTTR 1L

3.2 TFNHERR

A SCH A F I (Attack success rate,
ASR)\ PR/ AR (FRbR BAE L) Ak
SIS RIS ARUEOR VP S 96 R 1R E.

B st 505 Kk (3) Fros:
sumNum(label(z") # yo) 3)
sumNum(label(z) = yo)

Hrf, sumNum(:) RARFEAEE, « FrEE, o
FRIPUREA, label () Tt B HIZEAR, yo TN IE
W 2R ) IE R S HR.

LB /N FH SR VP 5 A A v R 3 D o i 12k
ISR Ly 3650 (Lo ) P34 Ly Y%k (Ly)
PR T 57 2. AR SO AR B R URE AR A (1)
sl gl B, &SSP BN X AL, Bl Lo
TUER A ST BB KN F R AR. Lo A1 Ly 1)
iR (4) F13 (5) Arn:

ASR =

h w c
> > > sign(z’ijr — wijk)
4 i=1j=1k=1
Lo = 4
0 hxwxXc (@)
h w c 9
>0 > (@i — wijk)
- i=1j=1k=1
Ly = (5)

hxwxXe

Horb, hyws e 73RN G A I R TERE S JEIE AL,
ol A PR S kA AR (i, )
MIME R SE, 2 RoR IR ERAESE kAN iEE b
AR (i, g) B R RNE, BRIGRETEZ
0 £ 255.
FEAE T JER AR BLAS LR, W HURE A
WU BRJE AR A B PG, R A 4.
VAT SR PR3 A R K 3 2 P SRAlT B — IR P
BRI 1) AR5 A A SRR X R ) 5 1)
RE = BB > FiFERD.
* http://ai.baidu.com/tech/ocr/plate
® http://www.openalpr.com/cloud-api.html

3.3 ERMEGRBEREALL

TE3E T IR BE 22 ST T LA e A, I 2
Floet e Xy v Hodr B S RO LR
A FGSM FIZET 2-norm A vk, BEddh
BN ZOO Ml AutoZOO Wi 7. AT
P RN R A — R T NSGA-TT 1 B &
Vi J7i2s, SeBl T W ER A3 fa) i s

NSGA-II HEZH R E W T MEEHE N
50 FRIERFEAS, WIUGPLBh A s AR L A 1: 80, #i
FPECE N 30, RN, A IERECN
50 1R, 2 XHEE A 0.8.

ASCTH A 2 RO 4, 20 AR 4 Rk R A
F A &S Bareah kK EG B 7 N TR
FExtpi B, HARE AN HyperLPR, 3K B 45
R SCRIE M B 45 BT LG, Wk 2 fios.
N T A FGSM 25 Em X Sk sk shit & o7
X, R 2 RPN L, 650 (Lo ) ATy
Lo 6% (Lo) 5.

R 2 HEMEGIE R R

Table 2 Comparison results of plate images
attack algorithms
Bk Ak B i % Lo Lo UIlRH
s FGSM 89.3% 0.067 0.937 32
2-norm 92.8% 0.051  0.923 3
Z00 85.7% 0.087  0.953 74356
ma AutoZOO 87.1% 0.069 0.938 4256
ARSCH D 98.6% 0.035 0.004 1743

H R 2 AT, 7R3 2 B R R B — N
B, ARSI Bt e h R T o 4 R vk,
HH Lo REN AR /N — i, Hoh— ik 4 R X Bt
FEANI 8 Fion. Lo P0Eh T B &g &= A4
e, BIPRsh X 3. o A SO T R R 8l X
T A 4 FPEc 7 e B sk 4 ik sh, B A
A SCEIEN Lo Pal/N T oAl 4 Pl k. B &
Vi 5, A SCEE SRR U ) ik Sz /s T HoAth
PIRR B S, XA T AR SRR R T B 1k AR
U BEA, A S e R R ) B N T
BT BRI U5 IR B, T 2-norm (X
EAE S TE R BT FGSM, AutoZOO 7E % T
fatr LT Z20O.

P 8 HIXFBOREAS Az g w0, /T 4 R B
FRAS R R XS Budh sh B AR 4 R A B, i B A
NG R LT #AA R, G s 2 WiR
TOIERLI ). AR B AR AT 4 Fh I O VRS B 1 4 Rkt
PUREAS M DLFE A 38 2 (8] b S B, B 3o 4T Ep 405
T, RIBAAAEATEN B Z R . (H R AR SCE R R
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47 %

96-5B250126:5825(86:5B25086:5B250 8658250 8658250 86:5B25(

(a) FGSMATHUREA . RN /E B4R IR R ZE A — N4 58 A4, LI HE
(a) Adversarial examples of FGSM. The image from left to right represents attacking the

first character, the second character, and so on

86-SB25086:SB250/26G:5B25

96:5825086:SB25

€6-5B250:86-SB250)

(b) 2-norm A HIFEAS K. UG M BIA IR IR FR B RS — D05 38 AN 0F, DAL
(b) Adversarial examples of 2-norm. The image from left to right represents attacking the
first character, the second character, and so on

i
B

)BB-58251186-5B250 26:58250€6:-SB25086:5B250 86-SB25(

(¢) ZOOX FikEA K. BGEMNERIGIRIRFORBEL R — DT 8T, DR
(c¢) Adversarial examples of ZOO. The image from left to right represents attacking the
first character, the second character, and so on

8658250 86:5825086-5B25086-5B25%

) $8:5B2510/86-5B825

26:SB25

(d) AutoZOOX HUREAR K. G M BIH K IRF R B R A — AN 775 38 AR, DS
(d) Adversarial examples of AutoZOO. The image from left to right represents attacking the
first character, the second character, and so on

86-5B250186-:SB250/26-:5B25026:5B250
() ASCEERHUREAIE. B BV IR R I R AR — N2 45 B8 N4,
(e) Adversarial examples of ours. The image from left to right represents attacking the

first character, the second character, and so on

8
Fig.8

86-SB25026:SB25C
DL

86:5B250

AN R Bty R I TR 5K 2R R A B AN TR AL B (0 R A

Adversarial examples graph of different attack algorithms attacking different

positions of the same license plate sample

i AL TS AR [ B AR R PR A R B
AR TSR I, HAR RO Rk E] —
JE B RO

IMEIRU R P B Z R E G XA A

N S PURE A TE P B T R R TR AR
FIH NSGA-TI H A REF “07 2] “9” BIXHuke
A, FHAEA R Z AR S R S . AR
B = 28 AN [) PR T P32 0 e SR S A OGP RE AR, 43 31 2
52 1. [ 5E 2. BENLAS He,

1) [5E 1: B SR PUREAR R S48/ 8 0.5 i
TR 2 155 B J5 4 0 HRE AR = AE 1 in 30 AN
PN 305 4 B AR HUAE A ) A5 fURE 30 A 7] e it
230 .

2) [ 58 2: B R0 PUREA R4/ A 0.3 £
R 2 3 % B IR 46 X BUAE AR R AE G i 50 A1
/N 50; K T LB HUAE A ) A5 R 50 & A 1) o it
2150 FiF.

3) BEALAHe: 4 A XU A R ST BENLAE /N &
S1€(0.2, 1) fERHURKE Sy e (1, 5) £ s 4%t i
FEAGRAEREN LN Py € (0, 100)FWE/N Py e (0, 100);
H JE R 0T PR A BE AL A BUR Ay € (0, 60) FERITA]
FEAFR As € (0, 60) FE.

ASCAE I ZE R KN 350 x 100 ME
F A, SIGHEMESUNT 0.2 B, S0 B T AL

3.4

P USRI s 24 RSP IO BOR T 5 1, 22
FEE AR HE R T R, UG R E R
(=100, 100) XAYE IR, 2 FEEUE IS RS e =,
o AERASE R 0 R 30 T 0 2 R A R E S X
Wk [32) — 2%, A G, SRR HER A
KR P

IR AL RNk 3 fion. Hodr, Al 1 BIEEROR
X X HURE A HEAT AN 6] PR A AU AR e, 723256 2 %)
N BN A IR FE AR 4 SR s 2 3 BIFIEE 12 4
HARF % T 57 <07 3 “O" B IR, B—14
e A BT = A [ A S5 AR A0 S s IR0 R AR
Bt DL — AN B R B R — R IR B R, #A =AM
R DIE, ol g “EE 17, <[ 27 M “BE
BLAZH . JRAR X PURE AR IR AN KA A ARSI AL 4,
X IX RGO, [ E 17 SR 1 Bl T 2 e, X
fFan T “IEE 17 SRS TP R B AR g BN RS
(x 0.5) 64k (+ 30) AFE (£ 30 &) F1 “R (x
2)s J2k (— 30) ML (2 30 JE)” X Rh IR B AU AR
B “EE 1R R AR, BrRLd <HEE 17
A RG0S R A IR s R 2 v T AR B R <R
P (x 0.3)s H6Zk (+ 50)- FFE (43 50 FE)”7 Fil “ )
(x 3). MZk (— 50) FRE (2 50 JE)7 3X P Fh PR B A5
AR [ 27 Hug R A BAE R, BT DA [
JE 27 A2 B BURE A B Bk D 26 v T A R
I HAEXFIG LT “BENLR R SRR T “[EE 17;
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Table 3  The attack success rate of different simulation strategies in different simulation environments
R 0 1 2 3 I&%Wf}; 5 5 6 7 8 9 ?JZ?
FE1 100 96 100 100 100 100 100 100 100 100 99.6
L GIUEANEFN [ 7€ 2 100 94 96 98 94 100 100 96 100 100 98.0
BEHLAZS 100 94 98 100 94 100 100 98 100 100 98.4
R (x 0.5) Bl 100 80 90 92 90 94 98 90 96 100 93.8
ek (+ 30) fi 5 2 98 76 90 84 88 92 94 86 92 98 90.4
A (h 30 F) BEHLAEH: 100 76 92 92 90 94 96 88 92 98 92.8
JF (% 2) FE1 100 80 90 92 92 94 98 90 96 100 93.6
Ik (- 30) &2 100 78 90 86 86 88 92 82 90 96 89.2
AR (30 BE) BEHLAEH: 100 78 92 90 88 90 96 84 92 96 91.4
R (x 0.3) i 5E1 92 76 80 86 82 84 88 84 90 88 85.0
JeZk (+ 50) [ 7 2 98 82 92 92 90 94 96 90 96 98 93.4
B (h 50 BE) BENLAZH: 96 80 90 88 86 90 94 92 92 94 90.8
R (x 3) i 5E1 90 74 80 86 82 82 90 82 88 88 84.2
JE4k (- 50) fii] 22 98 80 90 92 90 92 96 92 94 98 92.8
B (fE 50 BE) BENLAZ: 96 78 88 88 84 92 92 92 94 94 90.6
R (% 0.7) i 5E1 92 76 80 88 84 82 90 82 92 90 85.6
ek (+ 20) li 5 2 94 76 86 90 86 84 92 86 90 92 88.4
M (4 42 F) BEHLARHR 96 78 90 92 90 92 94 90 94 96 92.2
st (x 1.3) i 5E1 92 76 78 86 82 84 90 82 88 84 84.2
64 (- 75) [ 2 92 74 82 86 82 86 92 88 90 90 88.0
R (K15 ) BEMLARHR 94 76 88 90 86 92 92 90 92 94 91.0
el 95.1 79.7 85.4 90.0 87.4 88.6 93.4 87.1 92.9 92.9 89.3
SR TR E Rz BE2 971 79.4 89.4 89.4 88.0 90.9 94.6 88.3 93.1 96.0 90.8
BpLAsH:  97.4 79.7 90.6 90.6 88.3 92.6 94.9 90.0 93.7 96.0 91.6

“RSF (% 0.7)s 62k (+ 20)s M (F 42 F)7fil <R
S(x 1.3)s GER (— 75) MAEE (F2 15 FE)7 X FRER
BRI AR 2 B LR HLY), FEXFHIB LT, “REHLAS
B Mg AR TR AR, JEH <fEsE 27T <R E 17,
FH R, YIRS AEADL AR 4 55 0 A I B B L SR —
FOF, [ E i B Xl o 2 e A RLER T, S FLIFE
S8 IR FEBROR ) X A1 F BRI 3 B e bk, (R 2
A2 BSONTURE AR IS () DD 38 2 W T T B, 244 SRR
AR AN T RIS, B LA e W AR R R0 B A Y
ok S PR B i, pH O T R B AL P AR e B T
K.

R 3 1 “SPhIREE I Bt s Th R v k0, A
[ 2507 RO BURE AS 1R B W 1k I AN AR (] LEAS [ 2R
BN, B <07 B =R BUREA B2 BRI R
BIREcm, B 1 B =R BORE AR B s R
BIARMK. #52, BB RE sy <07 ey
“17 RGP

L AR TR 3T <07 F] 97 BRI

AR R — R AR R E R R 4 "R, [H]
SR PUREAAEREAT A R P BRI AR 0 5, R
DRER A, REWREARLHIEATH
WIS P E RS AIE. BEAh, =R SN
oy VAR RN, 2R it —D
WAIE T A SCENVE P 1 BB B A e, H
JL A A AR SR AR R W B AN B O TRt P B
B, Moy 1R RSB BURERAR, 52
B, 3t A IS B BURYE R R o m, ToiR 2R
USRS PUREA, FEL A ARG, HaR B E
BREYIH —ER R T, BN RIREE a5
Hellg B2 LIRS, X — S5 R T Se ke 1 7E ISk
st BRI S5 R 5 52 BB R 2 1.

K E MR ZFE IR A R A S

58 Ay 2 8] P ) 20 R R e i R 2 Rt
PUREA S 4 W L SE B ITSOR R AT B, AR5 R sk
BYTROR, 800 BLAL BRI AE LSRR A S
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SEVEAE SEIG 2 AT (W BEEG OR,, R SR = % (NSGA-IL), FEKSEAHE: WItEPshE R &L
MR B e AR, AN BORE A ) £ R 1 XMEZ AR EL. FEAT X LA ESHEA AT
SUIG 5 W 5 P, ARSI (1) ZE R ALY BUBNE 7 7.
HyperLPR, JFUG1EH A “Jr AN4ADT9”. 3.6.1 WEMINEE2 S
FHAE 5 FIOA, R % 7R R AN ) P R 5 T g A SOA A A B R R B R T iR, )
DL 0.9 LA R B REBERIA. 25, BAVDIIE  Gamhit (WIaPREh) B Bk A SC vk 0 2 A
N7 D7y <97 BIRANPESD (AT A RGBT TR HHEBEER . ZIKIJWJZIA%EJm%jJE?A%EJJﬁ%
AR ), SEI0EE R AT 1S I3l J5 i AEA MBI TAN B A8 E AR, S
[F] ) BRI GG R SRS DR IR 0% AH40727, 41 T FARSE.
KEEEA TR, BAYET 08, BT EFEMERS DL X W aG 3 B B o i AR EU A B TR
FETaWE. SEIGISUE 1 2507 2 A) A Bty e D) B e HEAT BAR S . WIAE LA FT & AR AR R R R
ALY AR E UG, R BRI B e FEA BT PLEh AR 2 A5 ZE R I AR B $i3h
‘ 8 BRI E A TR s I B H W16k
3.6 SEBEBMH MR BRI EREREATRARMAE; 1L
SRR B N (R)S B (C) LR E T
A ST FH 2 TG 0 SR B 1 A SO HE s AR BRATE (R+C).
x4 ERHPREARMNGEREAEGE. %R R
Table 4 License plate against sample identification results and their confidence, disturbance display
WG R (521 /[ 2 2 /B AS )
‘ v BEN 7 R T RN 5N i GRS EEE
B Cc/C/Q H/5/5  Z/Z)Z  5/5/2  JJ6)Z  3/3/3 3/5/5 T/T/Z G/S/S  2/2/2
SRR P BAERE: 0.92/0.87/0.86
Rt (x 05) 6 (4 30) i (45 30 15) Cc/C/Q H/5/5  Z]7)3  5/5/2 J/i(/Z 3/3/3  3/3/3 T/1)Z G/S/S  2/2/2
PHB(EE: 0.90/0.86/0.83
FoF (x 2) 28 ( 30) A (5 30 1) c/c/Q H/T/5  Z)7)7 5/5/2 J/?/Z 3/3/3  3/5/5 T/T/Z G/S/G 2/2/2
4 B A5 E: 0.89/0.83/0.86
Fof (x 03) 62 (4 30) O (45 50 1) Cc/C/Q 1/5/1  2/Z/X  5/5/5 4/E/X 3/3/3  3/5/5 T/T/Z G/S/S  2/2/2
P BAFRE: 0.84/0.90/0.85
Rt (x 3) 9628 ( 50) A (5 50 1) C/C/Q 1/5/1  Z)Z]Z  5/5/2 J/ii/4 3/3/3  3/5/5 1)T/1  G/S/S 2/2/2
PHIB(EE: 0.84/0.88/0.86
Rt (x 07) S8 (4 20) i (45 42 1) c/c/Q H/1/5  Z)7)7 5/5/2 J/?/Z 3/3/3  5/5/5 T/T/Z G/S/S 2/2/2
1 B A5 E: 0.81/0.87/0.85
R (x 13) 62 ( 75) e (5 15 1) c/c/o  1/1/1  Z/2)7  5/5/5 4/?/2 3/3/3  3/5/5 T/T/Z S]G/S  2/2/2
P E G 0.87/0.82/0.83
5 LR RN L XS L
Table 5  License plate adversarial attack in the laboratory environment
HEER R 0%, 1 m, AR 0/, 1 m, KM 0/%,5m, Ak 0/, 5 m, KK 208, 1 m, HK 20F%, 1 m, W%
PIBLRHURE A TR BkH4077
T R 25 R Pl AN4D79 75 AN4D79 75 AN4D79 75 AN4D79 75 AN4DT79 75 AN4D79
1B R R B A5 R 0.9751 0.9741 0.9242 0.9214 0.9578 0.9501
XFHUREAS R 5 45 SR 75 AH4072 75 AHA072 75 AH4072 75 AH4072 71 AH4072 Ji AH4072
SRR A R ) B A 0.9041 0.8862 0.8248 0.8310 0.8045 0.8424




134 WREF A5 AR RN R S ) B SR S 131

ARSCIEBEHE T 10 FKAEFEAR, 20 5 A
[ (AT 4R SR B A5 B A2 1) 7 A7 A5 AT B,
— IR 70 SR PUREA, ST AN F I TAG IS
SR SRIR AR R . BAASEIS 45 R WK 6 PR,
Horp A& Pah” 51 R R B 15 2 1 S s FidE A
ISR (HPEY Ly e R 5E).

R6 WIRIBNE LK

DLR: FH TH AR LA B NIRT AR P sl ok b 4T Xt (H 2
% <A X FhERE) R B E S BT AIRATT N %%
PETHAR LLAE B KR IRIa P sl kit 17 Bk, B2, ¥
LRI BN HAIT 5 TR P AE KN B B i 3 T LUAR B
SERRIE LB SR AR — AR ). 7RV R IR BRI 1
BUR, T R e e BT 2R S AR/ LA
FOBEARUEL, A SCAESRIG P IE S T AR LA LN 1
80. &N 30 I TEIR BN AR AVIMEIL ).
3.6.2 RNXEES
TXREREH R AR B RELX, H
KN sE 7 30 R U S5 B DL R USSRt 45
PE. ARSCRIH 25 428 JRE A AR 0 R A Bl Bl B
MR T 28 SRR A SZ I sz, BARgE insk 7
B,

BT AU GUENE H

Table 7 Cross-probability sensitivity analysis
AR AR JREbR B SR AR (Lo)
0.2 75 0.153 0.0048
0.4 53 0.138 0.0046
0.6 42 0.113 0.0048
0.8 34 0.126 0.0043
1 32 0.140 0.0045

Table 6  Influences of initial perturbation information
MAtLE  #E IR BdHRIE m&HE SRR

R 100% 0.0062 33

10 C 100% 0.0059 32

R+C 100% 0.0063 35

R 100% 0.0054 36

1: 50 30 C 100% 0.0052 35

R+C 100% 0.0054 34

R 100% 0.0042 42

50 C 100% 0.0043 40

R+C 100% 0.0043 44

R 100% 0.0058 34

10 C 100% 0.0054 33

R+C 100% 0.0055 34

R 100% 0.0043 34

1: 80 30 C 100% 0.0041 32

R+C 100% 0.0042 35

R 96% 0.0037 48

50 C 94% 0.0036 48

R+C 96% 0.0032 46

R 100% 0.0042 32

10 C 100% 0.0045 31

R+C 98% 0.0042 31

R 98% 0.0035 36

1: 120 30 C 96% 0.0033 36

R+C 96% 0.0033 35

R 87% 0.0027 56

50 C 86% 0.0025 58

R+C 87% 0.0024 58

HHEE 6 AN, FEVIGaPRBNHL AT b7 AR U AE K 4
HE R, WIEEPEE RN A S H R
o ROR B SR AT DA 200G . FERTAE I sh B BT 5 T AR
PEAE — i, PLBh R 2 &5 21Xt 4t
FEARMIR BB/, H R IEARRE S A BT T 4]
RN R — e i, SRBNEET o5 T AR LA R,
I AR B AH AR 28N H R T BT 2R 2 A B
R, BB E A

AR R B e 5 R P AN ], sl i —
ST (Y07, “87EF) B B 2 B Wy, LI ERATTAT

B 7 A5, 22 XOMER N 0.2 B ISt AR
BN 75 W 28 MR 1R, WS ity i AR R 3L
TREE 32 K. FfAE A CBEZE A IE OK, USSR AR
RBOZ D R . AH RS KT 0.8 I, 15 EL
1R BRIk %, 2 LA, e
ST SO 250 W SO B B A ORI e, {HOR T
0.8 FFEmZn . HHR 7 B M B A] A, BEEAS X
FRRKR, AR R BE RS aE—Eu
WEBN, FH A R 5 A8 SO A R IAE R
P, BT DL 0 HURE AR 1 B i M S5 P03 K/ 58 )
RN, N T 5 I R BOAS DL AR FEREA (1) 2
FEME, AR SO IS SUREZE N 0.8.

3.6.3 ERXREO

T E A, AR 2D BRI
LT R BRI T A B s B, AR B
Z /D EEZUE T — RBG R 25 I BB R R A
SCEEUE AR L 10 SR ZERFE A, 43 ik 5k 4E pL
T AR AT G, — 3T 70 ISR BL,
it 10 R MFEE (Rank,) HHIF R K05 B
SRR B RN, sat 2k BaniEl 9. K 10 Fios.

HH 9 AT, MR EUA R 35 LB, B
RAHE (Ranky) HIREARLE T35 IR Kb ELAG B BT
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0.8 3.7 s PEAEMARN ARG
T SR, T M P A SO iy AR B
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@ 05k BT AE ZE R s A B, 4P 8% = A 4R 5= T
® AR Ry, o F B BE AT FFCE & R 2R R
=M B2 He % FAT R B 9 Open ALPR #4T 7 U,
H03F BUEAS SCEE B B A TR Se L. BT
0.2 Fe A BB ACIE AT BN H SR ARk 50— FF
Y A HE, T DL ROR BRI I T T B, A
1020 30%@}@ 506070 80 BB T =ML SESi g 5, g o A B Rk
AL Gkt 42 R 5 BRATHE It 1 78 th N 2240,
Bl O T AR B A R M A R {2 P %8~ % 10.
Fig.9 Curve of the original class standard confidence 371 BNSEANIE FIRSLITIG
varying with the number of iterations
ARG IR H R RAEE ROy “Hf A8T0657,
0.018 AR BN I B AR AN HyperLPR. ASZIGTE <87,
ool €07, 6" AT FIRINREY, SBL AR
Wili. B3R 8 AU, X FATRE AR P A, LB A
O [F R 4 SR AT B R B ARBEA Hyperl.-
2 0012 PR OGS0 F IR BCR A, (B X 807 A0 7 B
g o010k (3R B8 AR T B AL A OpenALPR. %f T/ Ji&
= oosl AT Fl OpenALPR T 5, =NS94
HiR .
00067 3.72 SREERESRITHER
000 20 30 40 50 60 70 80 ARSI AR IR EMUUN SR “75 ANADT9”,
IEAUHL RIS H AR N HyperLPR. ASZIGAE “N”,
Fig.10  Curve of the perturbation varying with the 5 IRAT BUadr. B3R 9 RN ) XTI T A

number of iterations

GRYSCSR. TERT 30 ARH, BEE AR IR I3 N, PR
T35 SR AR BT B R R AR 2%

B 10 AT %n, aE R EOE 2] 15 A G,
BARFEE (Ranky) W EIREARTESR B K/ _Bak & TF
GEi S, HET 10 AR R B R AR, RXTPUREA
HHR BN EL > S 7R AT 10 AR AR R AR A

a9 K 10 AT, mAUAEE (Ranky) 27E
35 AL TEW AN H br R B RISk, 7ERT 10 48
TR R AL R AR LS BRI B K AN AN R A,
AT R R EE NP 1E 10 3] 35 A,
FEARAL TR BEAG R, AR PUREA I S A L1
5g; 35 ARLLJG BB LRI R (Rank,) IEFNEL, 2 )5
(PIAEARXS PR AL 52 AN K. BT DA SC VR A O
KERIEARREL, KK T I (8] AR A H AR
T PRI 1] YR B

“N7, EAMEARIEASFAL B I N7 R R, 52
LT B A S R A Rk i, 6 TR HyperLPR,
FE5 “o7smi A <27 ST LS AR v ) Bk
R T BRAT. T HARP B, KEAE LT, 2
SoCoT AR R, UE AR T RS B A
H—E MR
3.7.3 BERUENEZER

ARSI A IR R RN 5 R “ir APOP207,
AR B I H AR AL HyperLPR. A SZIG7E AN
“PY LA INAE FIBES), S A5 N P 108 B
. NI 48 5% A BN R}, HyperL-
PR 8oy A Il tH 2 AL & Bt LA SR
HB o 2 N A B R R R 4t (57
J7) BRI gE R, AR 10 nTEn, SET A P A
IR, EHE AL A OpenALPR ¥4~ “P” #i%E
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Table 8

RS R G S G i 133
8 G AR IIR

Avoiding road probe capture

HyperLPR = AG7C35 HyperLPR B AGTC65 HyperLPR W AGTC65
HZAI #i AC7C35 HEEAL #r AG7C35 HEAL #r AG7C35
OpenALPR Wi A67C65 OpenALPR Wi A67C55 OpenALPR Wi A07C35
#£9  BREEEMESIRAT
Table 9  Avoiding license plate tail number limit

HyperLPR 7 A14D72 HyperLPR 7 AH4D72 HyperLPR 7 AHADT2
HEEAL 75 AHADT2 HEAL 75 AH4DT9 HEEAL 75 AH4DT2
OpenALPR 7 AM4D78 OpenALPR 7 AM4D79 OpenALPR 75 AM4DT2
# 10 BRHENEEW
Table 10  Posing as a warehousing vehicle
e B

Vi #r APOF20 bV #r APOF20

HIZAL Wi AFOF20 AL Wi ATOF20

OpenALPR W A10F20 OpenALPR W A10F20

4 LERIE

ARSCEE S B R R G iR T BT NSGA-
1T BEAL THR A SRS B e U5 9. R ki a1 26
PR BN B BAS FE, BLRE AR X IR AL R R R
SREPRIEISD, 10 HASCREG sl ] v 2t R
e, WG AT RO AR RO E ORI AR
AR5 GIAE S 3 PR N S SIS v o AR B 47
FEARBEATAE G, S0E 1 A SCRR AW Ea) SERLE LA
SR FURE A FUSEPR 5 IR 3K (0 88 o Ve AT A2 4

B L e A A, AR SR L AE AR T A ik B
1) ZE R ZE IR R, By v] e = A R 2 B
BHAE (INHAZ B2, PrbAEZ S I Fe b, AR
FI3% W SO A BHR B e 1, ROR B AR N HR 7 I
2) ASSCHT BRIE A A Y > R EAE L, AR

Seyfr, XA AT REA G AL, T AAE 2 A BT
For, Sl AR & N 70 RS hR AT i, (HAR2IX
ARG 2 R RIE oxe A5 2R ) 5 [ B
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