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A Review on Face Anti-spoofing

JIANG Fang-Ling! 2 LIU Peng-Cheng' ZHOU Xiang-Dong?

Abstract Face anti-spoofing is an important research field for ensuring the security of face recognition system. In
this paper, we first discuss the difficulties and challenges in the development of face anti-spoofing. Then we take the
classification clues utilized by the methods as the main line to review the achievements in the study of face anti-spoofing.
Next, we analyze the characteristics, data volume and data diversity of commonly used face anti-spoofing datasets. The
evaluation metrics of performances commonly used in algorithm evaluation are expounded. We summarize and analyze the
performances of representative face anti-spoofing methods on CASIA-MFSD, Replay-Attack, Oulu-NPU, SiW, 3DMAD,

SMAD and HKBU-MARsV?2 datasets. Finally, we discuss the future development direction of face anti-spoofing.
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Fig.1 Vulnerability of conventional face recognition system
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Fig.4 Classification of face anti-spoofing methods
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Hk [46] 25 18 1 A [ o FA Bk A 1 S, S A
BRI IR BB AR BT 4 R, AR B0t
B TR AP BB SR—EET R R
RIURARE N i 1N 4L N o = SO e a2

B, w5 by I g o B S g, AR R O YA
I S5 el 4 3] HC o) 17 P61 A o i A I 0 e 4R A A,
Z 5 A WSS B0 ) 43 2648 AR AL AT I35 AR N KA
R 32 SR [47] 3 B 1 o e 2 55 ] A
FOPNiv= 3 RN AR N ol KK (N =i 53 ivalllE i)
NI BG4 BN, I BB s E R B8R
G3ATEE 7 AR INEN TG G AR B 3 031 6 T 24T HE
I, 3¢ e A 68 7 5 B/ INER N P 15 il URRALE
E A SVM. W H54HT (Quadratic discriminant
analysis, QDA) %3 AR 47 17 1A N SRR 14
N2k

FT MG TR A 7 YR TR R FEAIG, A R
B, AR THEL SRS, T T — L
H 0 R 0 i PRAS R AR, B 40 88 A Hib B G B fA NJ
[ 28 N 22 S T, 0 B 2R B A N M 1 385 5 i 3
RE AR . H AT BRI A R
TR . AU AR R R, %o TaT 22 AR K
ORI N e S B N < F S 3 AN N 2% N oA )
FKla) 225, TFEE g — I Bk A i FF s i
RIE 5T 7 T B ARRAIE, TR . PR AR )
R o B R AE AN BE 17 B b A% 1 21 Ty 2L Bk A
Fz TR S AR THT B IR . FHLE R B
AT NG b A A, (L2 0 DAV A TR — 26 15
WL R B  MU . MR R R A
B BOR R, HFH 2 i s R N R AR &
i LA AE Sy i A AT BB A% Sk LI 00 47 1) Pl 5 ot i
ik, Xk A G R AR A BK 1.

223 ET4EHEENGE

T AR MG AR A Kz 22 8] — 4~ BH S 1) DX 2 i
A, M Fs . BZER . BEBULAAS B F s
BN S AE A REAE, T A 2 B B B AR N ME A58 55
Ly B2 A AR e, BT AR anfE B R E 2R A
T U A AR AR T THD 2 e o AT I A N SRR AR N
JRzf 432

SCHR [48—49] FIHH 214 REAL 7 A6 U s A L1
F1 P i N HR 75 7 B HIR A IR 1 D) 98 f 1 W 1 2
. SCHR [50] A MR I I 2 AR, 24
J5 g Gabor Wi i 45 5 2K F| W& 15 A7 7E 12 IR 4724
SCHR [51] A A i IR K BB AS B L sh 1 AT
TR 2 A RIS RN Fs 34 S B 7 YR BB S 1L
BT MR R B AR A, (E 2 SRR AR f 3
L TSR (3 YN AR L 2 NN 8= S Bk VA N
1, Hm g . PR AR ik A A 2=
5. 3CHk [52—54] FIH YR (Optical flow of lines,
OFL) M K7 1) FIE L7 [a) R A 4 BE 11580 A 1
BB 2s 25 55, FRIO I s (5 SR A I e L A0
W2 P TR AR NG . SOk [55] AT O L E
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RIBBNHCR 7GR AN B e ROz 35 B
A HOOF (Histogram of oriented optical flow) &
THBGEBNRAE. SCHR [56] Az 3l o 73 i 7
EMETE o I IR . SR ahfE . KRN Zh R4
EEE S TR, BTz E B rAs i i
FIH T B A4 N R X ARSI B 26 i R A, X T3 iR N
ozl 522 INie7 1= oy N i L 32 IN A D S s
[) 2 S R T MG 2 O VA RBURH AR I RS i A b A
VR GFAET, FRAE GRS R Tl B M 28 Ty A 0 o4
e, (B2 HFRE A E A, TS
K, Bt N —Le A0 iz ) RE % R 2R IS A,

TR G2 R T 1IE R (Remote photoplethys-
mography, rPPG)[wS] &I S 1S Sk 4k
AT AR D ZR Y. TSR N T A
F BB A, 5 M0 NEBkh 2 5 B0 A H L
It B AL ) A8 Ak, T I 1 A8 A SR T RO 2k
) IR WSO B S O, e J 33 P L 1) 22 AL 5 35 T
N3 RN R T BUE i PN s St N IR == S
B A8 AL B AT AR 2L O R R A8 Ak, 6 R R B 1E
O, MR ENREA R, FIHXAELER, Tk
[57—60] FIH rPPG {FS A AR X G2 B 2 A O
ZEI DA W AR I 0 52 A5 2 T AR M. STk [61]
MEBR R G 38 il B A5 B R AT 1
ARSI, PERIBCL R, A B T EZ T =
A B AR G AS I b, A RS SRR S5
T, FRI R AR EAS . RAEASNIIE L B
R, HR2 et EdRRE LB K& A
Jr A AT DA BE A HH ER B 2 05 4719 1PPG (5%, [RIH
rPPG {55 2P EE G IR RE X512 3h 1) 52 )
R, TR EEHARGE.

224 ETHMEHFNSEE

W 0 R AR G Al I B 1 Sk Al AR N I P
WFEF AT A T HoAh 2 oA OB 1R AN 20 b Bk
S ZOBIER L SLIAIIL. IREEBHBCKAF AR A
LY 2 NG PR AT 1 ARG

1) ZoAMEBR k. 26k

ANk . 2GR R B R R R — . A
[ P B A LLAMINE ZL A0 . FEPLLAL . AL ANERAT A
KA TAE. B A -5 35 A R B2k L R
5 WEJR . JE B BN, R 5 A [
SIS AT E R 225 BRI AR W] I 4
PF N B ARANE A SARFE AR, (H2AE LD
T, WERORAY B2 Jb . RS . 745 DXl A A Ok Al
AN A RS — LR 5 ] Gabor,
HOG. WHARIA ARG 2L /MG B K B il AN
LRI (A A K 14 85 28 R A A A 92— 6%). e 3
ZEANEIE T, MR A R 5 9 A A P 2 5

K, BERTTIRHERR A0, 5 Rt ] BE 56, (H/2
PERS R AT B A S iR AR 22540, 1 iR
THTHL iy, SCHR [69] I A 35 21 0ok X A ek
AT H. LA EMG P T 2 IR R Bk B R
SHE R A GA —E IR BB UL RST, (H2
WEFT . AU B AR G 2 BERA BE A5 L. SOk
[T0] 1 I IALL AN AR HEAT 5 AN A B IR o AL
KRN 532 SCRk [71-72] I T 400 nm ~
1000 nm- 1 2 B BARAM U R FFAE X 7315 1A
NIRRT P B

2) SLIHAL

JeS AL BE RS IE A E 2 8] Fp A T ) 5 7 LA
f B0, gk [21, 73-74] FIADLIAMHUTIOE S
SR T NI ARG SRR a3 I R AR Z
A/ NIROE B ALY . BEE LA —FE, B
BB R AR 650 A . X L8 A ] 56 50115 1
REAS N TG A R P R A7 AE. SCHR (73] A
A LBP M i pima AL R s Bt 1518
FE37 LA B8 P O 10 SR Al DA B S 222
SRR T B 5 1% R A 7 2.

3) WERE K

TR A S IR = 4EST RS, B L Ak
R N A2 —4E- P2, TR EE B KRR I
JEEB RS AR IR R R, =4Em A
He A AR AR A S5 ) 22 5 S BON IR B TR i
SKETFEEAR B SR BRE R SCHR [75—-76] F1 ]
Kinect 5 1] WLt HEG Sk 57 il IR B P AT AT ULt
18, Ak A T L5 P A8 RN J5E P oAb R S e
U DA S NI 45 R AL AT % R A L A
AR N 226, 1 AR =28 N4 F A B iR e 1k
R m %, (E T HER IR R AN A SR (7]
A = 230 ORI e i) = EAE A, i a7y
CIRGRIIPOE JET RSP A )k S N | -
HEfR AR . T B AR A K BR AR Ay =4 ST IR A
ARRIEPS Sl I M) Y iS5 TR S 2 DN i
HELAEHE R A T R G BT LR PR =
HETE AR I3-Hr BE AR Jef b 221 1] A J 1) 2% 180 235440 5 T AR
BB TUAT Pk 4 T il L il S i 3R
Hoor 2z, SCHR (78] A 3 il A0 & DA K meshSIFT
P T4 A I X0 G ) = 4 A ASE Y v i JB £
N A T 8] 64 TUART FEAR 22 S SR A7 305 A M A T
HABRR N2

FE T HAREPF A 7 AR AR X BER, R
PR N IR S A 22 S Xt 7 TR I S i e /b, B R R v
R, (LR LR S B A RE 4, XA (U R B
1 & SERRE PRI, T AR B WRE AR B R S
REfF RO, PR ge ). TR — e R B AR
AR VS, AR B AL JEn A2 Bh i A
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{3 A TN 5 2 DR A 4 LA B 4K AN T (8 1 8 57
IXRRRRTT SR

2.2.5 ETREFENTZE

TS0 AR N TR 95 A ARG I B3 — Mt B T ARty
FRAE, 4k AL SVM. 2t #1501 43 (Linear dis-
criminant analysis, LDA) 28432548l 45 5 JS Ay
AT IR N AR NG 2026, F TIRIVHFFEAE
RERIZFHIE, FRIBRETT M, ANREA RS 7R A
FMBAR NI 2 18] ) 22 5. TR BE 27 3 T SR Re i Al s
R SRR, AR AT T AR5, #
PR ST A AT 55 P . BEE TR B2 ) Oy
VER AR, NATTAR 2 R R IR J3E 2 3 1) J ok Ab B
NG 375 A 000 1 1) A8 1 TR PR R A 1) NG i A A
W7 — MRl A 2% T 22 05 T AR B AT s A N
SR AR a2, g s, G iR, Tl
R BTG B4, SR oK, Hdi
I 25 AT R I 25 22 ¢ HE 2, A1 R A0 28 g A\ B0
PSR BE R AR 27 2] P AN 5 TR 2 M B T IR P R 1Y
N IR AR A DN 3.

1) P2 A\ B R 5

S WA SRR S 2 3 O R A At 25k vy B )
Ty ¥, A P i 1 s P R BB 2 ) A AT I R AN
AR N 26 Sk [79] A 5 ANMERUZE. 5 AN
)2, 3 DR 2 H N & A 28 I 248 AL & AN
[ RS 55 B a0 It RGB K R4 H il BUR
FERFAE, 0 Softmax HEAT T 1A KRB A K
T H TR A AR ) 28 PN S ) 22 S K DA B Ak
NI T A 8 5 B0 N T ARG D 50 4R vh A 14
B /b . B E D BAR AR 2 A AN a0 Y
R S AICH S 32 5 A TRLAE, v 1) R S HE B 1 N
RS A A A TR

AT HRUX A3 BT R B RRAE, BT T L BE
1) RGB A G AT & A0 B, 452550 HH iy
FESE B &2, 2 5 P A AR 28 I 2 il B0 IS
AiEEO82 3k [80] K¢ A 18 M RGB B {75 [ 4
ek HSV, YCbCr B 623 [8] - 43 FI B/ N, F i
1 sty 1) o5 AR 22 0 288 AR ) /N B P 45 rh il U i
b N R R [EIE 2 S Wy & YN s 1K 3 N 4 0]
P S 2 R . /N A Oy TS AR
L2 T LT R B p 5 B, 5Ty AL
g s ) f ERE T T O nMERE. SRR [81] SRR
VY07 RO R & W B AT T 45 A HEE
R N SRSy U AR TUE i R
IR AV 3 PR 0 2> R B3 21 A5 8., AT Se 6
LR Ak B A S FVER (4 N B P 1%, 408 1 )
FH AR 28 9 28 B RIS 1) T v A OB B SRR AIE. SC
R [82] SRELEERL rPPG R, PLOEBES) 27 ok

TR FR ) A h 2 R LR, MERG R —
MG R AT IR, 15 B R RAE A a5 51
X EARRE A, Z 5 I H & B 28 I 48 AN 14
BRI A e B R U SRR AT 0 2. R T
X RGB #7408, s E A IBLi &R T
Ho AR R 15 £ S il 1) R 8. SRR [83] A & R &
0 28 M FLI) AT o' K 1% A B Kinect sg i 1Y
N FE P o BBUCREAE 35 A A G A ER A A Tz 73
% WEE RS NG BXTT = 4e55 RN
J A AR AR A N 1 v DX A PR R TR Rk
iff %5 3 i 4

2) WEEFHIE>)

TR BE 27 2 W9 07 YR RE A2 21 38 5000 38 A9 APk
RACHE R FARsi g &2 4 298K, Bl 22
R NI AR I i) /NS 4R ) A BORE T IR
JBE 27 30 1 N % AR I YR 2 & B ik U 1) A
5. AR Z W70 E AR R A H A B 5w n Es
A5 BT U 25 TR B A 2 D) 2 A 2R g T B¢ ke i ke 3t 41
A R8T Sk [84] ¥ St e ImageNet |7
Y% ResNet50 A5 241081 7] i 45 5] i) A 284 M 1 48
Z2 K G rh Al s TR TR BERRAIE, 2 I R4 U
FRIEE A KFLHEIZM 2% (Long short-term mem-
ory, LSTM)! ) iy B8] iy it 148 Ak 7 B 1%
AR AR 1 43 26, LSTM 5 8 f 1 22
#% (Convolutional neural network, CNN) fy45&
CEE T WU M2 2 i N R B8 il s )45 R
B A5 BB T, I B 25 ) 3 22 ) 2 A5 2 s />
TN 3 PG I B s 4 A LA e s2 . SRR [87)
£ MSU-MFSD (Michigan State University mobile
face spoofing database) ! %fi4E i i K & 5256
3Tk T Inception-v3. ResNet50, ResNetl152 T
R PRSI 1 e St o5 T TR A TR BE L
WA A B MK N2 . AN ) 2 > TR 45 7 1]
FROgEqrsE

W T A P 2R AL Ak, AF 58 AT A I 25
T3 B BT THE9E. SCER (7583 F TR E B
P2 W & M BURHIE, Z SR SVM #7328, fE—
ERRRE ERT ARG UG Y seme, $RTHEVATERE. SC
Fk [88] 4t ot A M 17 1 A 0 5 4R B3t 1 /0 1) ) A,
Erta il e | 7+ e RN B E = B % W
TR EE 28 SRR 25 05 5 2 RN R AR BEA L AL HE T — K
Je X /Nt B R AR T TN 2k, SCHR (88 FERLAL )
YR BB — IR A AR ER A EEAS YN 25 4 v Bl B b 7B B
—AN/NEEEE TN, 8 X AL B EU
it B YR B 1) 5 YR D i U A i e . — e
TR BE 2 ) 1 NG AR I 32 R R 3 A B A
RN 250 R bR, SCHR [89] 1A a7 B A 2 AR
AL AR B TR, ORI TR S R A
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ik N R A5 B B VA vPPG 155 A4 45
ZENGRTR B AR 28 W 28 BEAT 43 2 T PR B
BLAT T HETE R RN AR AR AR Y 2 25
rPPG {5545 TIH A AR5 Bk AR 0 A4 ar (s 5

S, PRPME B B RS R 5 R A N DX
K. BB SR E A SEE, AR T
Fr o s . Bk AR R 2 2 B2 R 2 5K,
T U 2 (] 22 S R AR I A R BB Y B, S
Fk [90] 4% B Ry R i 40 S I okt B 2 500 7y
ResNet50 4257, 4R J5 Al HEdk iz AR 011 fy
I BN G — MR G AN [F) 8 R A N K1 4 S A
A BRI 4 AL /D T AN A ER AR N Jhz ]
() 26 S o JVEBE R 2 ), (EBE 2 L 3 T — KR
I E 528, AR TR RE R . Ak iz
WH GBI — T Re g — L3 = - RUHERR R, o)
— 5 T WL A5 — B AL GRS AL B 2 Fh R AR A, 42
TSR ) 38 1.

55 NI A A ) B85 i R n A 3 AN
S (R A, SCRR [91] 51 A S B 3 B 1Y 7 AT
NSRS (37 N e SN DA R b8 i LR o A G S
A SR [92] R RAIREFHEES HE T A
R T ARG . — P T U B 2 3T 1 O R R 4
1) B 22 ) 2 il B B 82 T A5 S, A FILH
B 7% 21 22 MU N 35 ARG I P ) sk A . SOk
[93—94] Fi| ] = 4k 5 A0 2 ) 2 112 M2 L i A
o A8 Hh A U 25 IR BE AL, A T3 T 4 A
1 28 ) 2 1A N B 3 R G 00 3, 1G0T s ) 4 )
Ze G 5, TR FIT 58w A O P e .

R Z W93 R R 22 2 W) 7 VAN LAk
(7 S EAT T R A 00507 UG & WA ik A
R B A RS, SETEEMERE. SR [95] K
M 2% . Shearlet., JEENAT T 46, Wit T —
N IE AW 2%, JilEraE > B TR DA B 3 5 B
T NSRRI, A T8 S5 Shearlet filiHRA
G 55 7 TR AE, R 6T IR B 5 i A K A
KA 5 N R B8 b T EBO6 IR 2 3 R,
SR R I 12 SRR IE A — 2 Bl 28 ) 2% Hh
I AR FEAT 43 25, SCk [85] K CNN 5 LBP
ghaEk, F N A 0 £k 1 AR Tl 93 1] 25 5
) VGG-face #iFIM3 > 15 ME ) VGG-face 1
BB A PR B il B LBP R#fiE 12 A SVM
PEATIE AR A B AR R . Sk [96] K CNN
5 LBP-TOP (Local binary patterns from three
orthogonal planes)!!' Z5& 3k, F| LBP-TOP
M BRI [ rp il B 2SR AR, TR 00 i U A1 O
() 2 A A TRT IS, Sy 3 A 0 B39 14 0 B ) 44 32 1)
SRR, CHR [97] ¥ CNN 5o dEdtsr 1745
7, FHEZEZ WA RGP SSEE. b

fi1E M H— %R VGG (Visual geometry
group) [ 2% M B — i G P fh S BRRRAE IR, AR
S5 R R T B8 BURAE B B T0E Bl g
fiE, e Ja e A FEE 2 R, MFT A B RLE IE
FI TGS BARFE R IR 2 6 1 3 S SUEERIE I 3% A
SVM #7532, SCHR [98] R aiRf55 SSD
(Single shot multibox detector)'® &5&, ¥ J67E
INiszvallliobuy s EIER P R NS 1K (3% N5 ]
32, SRIEXT SSD 45 H W 485 3 B B N
fo g, B SSD i il &5 58, X1 SSD 45 iy #iil
2 BAE BRI RIS, R BT B s B A
FF B SRR HE 22 A SVM #7432, Bt SVM
T 5 R R RS ) A S F LRI RHERY
T B2 A, A T PR F A RE
PEFHIE ARG 55 (B A 0 3R 51 12 .

VAR, B 2 B A 5T 3 i ) T A R AT
TR BE R AR A N I 335 AR A6 000 7 3 25 Ji ke N H i 1A A
0T O TV A — ety 8 i P R B R AR 1 O Y
AHXF T35 T F TR A VA S BE R E Jy 8. BT
R BERHAIE ) 5 YRR AR A A A DABREL B A9 5 5T
T RN ZE S B D R I 2 B A 5K
o VR BE AR 27 > 45 7 TR 1A RE 5, U
TR JE AR A FH X A Ut A R0 e I 30T, T A T 3R
Pase b, HAlE T IWRERHE 7 E W BUS T b
g, (RS L . IR, THEER, X
Hm s g EE Y AR S EOR.

REFHERFE

T 22 R R RTINS BN 5
25, ] RE £ 1 I TH 50 v AR 2R DA B SRR E R D T Y
A N TR A AR R R TR, AT H
TG 2 A2 R R RIAT NI AR i,
PRIRGFHEI T . W LR G A 85 B AE
ij]ééﬁ{%‘,% E"J‘Zﬁé/ﬁl\[n_lg’ 25,85,93—-94,97, 99—101] . ﬁ}ﬂ
= R840 (5 B (R R £ 76, 80, 83,98, 102) ) iy o
s B 5zt EBRAD . HERe 525
A i BIR A WS BT A R AR Y TR
(79, 81,84, 87,93, 98, 1001 2 - jet B MUSTAR AR A A7
TER AR S5 BRI A N RER, &
R R B4 205 .

J 7 R B R GE 3h A dyRRAE 25 5, Sk
[17—19] F| ] LBP-TOP M i} 23 A~ 4 B il B s 25
SUHE BT I RO SRR R4y 2. LBP
F BB A 1A) i R R HL(E B, LBP-TOP Mt
6] 4 BE B 78 T A2 Gi g LBP, M AT A EUR 25 7
Ty IS . LBP-TOP %% & T =/~ IE %2 i,
Bif% 45 LBP AbPRE xy ~P1E . ER & — 17 i ]
BB S ot 7T DA R P8 B — B R ()

2.2.6



8 VT R ARG I 25 1809

1) oyt P =ASPFE AP D RIEAE. xy ST
SREEESE, ot P, yt PR E SIS S
WHEE—FHE P LBP Rk, K5 ERE =P
# LBP 4FEE R LBP-TOP %p4E. SCHK [17—19]
FIET A KEZRE R H, #E LBP-TOP )
YR, gk A A A RBF %) SVM
fror3s. 2T LBP-TOP, W58 {1740 A I 7] 2
FEP 7T MLPQ (Multiscale local phase quanti-
zation) "4 MLPQ-TOP, MLPQ (Multiscale local
phase quantization) 5 MBSIF-TOP, s34
FRAEAT ARG A 2. Scak [99] @A TR 4
o 248 el B TR P2 SRR AIE DA S B2 IR S5 Bl 2E a5 B
SCHR [76] FIH] BSIE #1857 BG4 )5 DA S IR I <5

JRyFR/INGRATER ™ SRS 25 M 18 AP TR 22 A
5

R2HTHREREN NS ERIR AN T
gﬂqﬁ.%f%ﬁ[so,ss,ss,w, 93795,97798]. jCl?"]f( [98] %E/E}
FATBEESMEE. TREE. ARgmE D
(TN AR %N ol B R (NE S PN SRR &N ival RSN ive el
AR — PR, R B SCESUE BAES
NS R DAL RIOE: VA A R ER L AR . YN Ta I 2N
R HIWr. M ATIR R T MR SF: SPMT (Spa-
tial pyramid coding micro-texture) JFEUHLFE 5
4L, TFBD (Template face matched binocular
depth) BN i 4544 75 T ) FRAE. K SPMT Fi
SSD ZEA R, KT SSD i 4 5 B85 FEAR I K
FIfg i SPMT FRAEH-FIH SVM #H474025. Btk
Z AN, fiA1iA¥: SPMT 5 TFBD g6k, g6 7
MBS NS5 7 T r 22 5. A SCHR [98] 15550
SERATUE H, BA T A& JERRAE I M 15 1A A6 ) 4
AR T EE RN R TT.

SRR UL, TR A RHIE S J5 YA W DAL A& & S RRE
GORY N A= e 4 82 N A& 5% N A s
1) 25 S ) 2, ARG 5 R ARAE, B e S
HER A %, (R IEFRA LS T 2 M AEE
FRAE, B9S2 LRI ZES 10 A G AN, T 530t R 3
%, FERY PR R X 28 K

3 ANREEENE RS

Hade rpldinny B . BRI E AR
YRR AW AT . RIEFP IR HD 2 90 W % A 0
TERIVERE. BEAE DRI ) TR K, Ry o 2
PEH . X AR A, AR ST TR
o R Z R 24, (B S A B &
FRRE AL, BRI 4 A Je th BE BT N0 13 30 IR A
R T YA PR AL L BV B A L R Ak
RS ENIDP B T g N S a7 D -

DA K N L 3 A 0 5040 B 1) 22 A, AR 0 A B i
AN 7 T 1) = 3 5 B A AR N\ S B3R A T o) s -
HE R AT I A A N T 3 AR A I S 4« T L2 A M
T ARSI B IR . 253 B0 S R o 2 A T
8, D RA NI BIEIRSE. TEN G R 5 4
BF, FEMBERER R A, BB E G, Bl
A0 W AR N IR AT R A AR (AR %R, R RS, 45
FANFEA R, R AR ISR, SRl i 25 R G R
FERS R R J5T 45 5 T 1) 52 e PR 2R 4 O TR R AT
1B =S i 8 N R e N iR B4 € =S i T 5 8
PR T
3.1 BAWMEARFHRGNEESE
3.1.1 AR RSN AR AN B HE S

NUAAMO] Hirffa g R — AN 124 R 0 2 2
TR GG ARG I K P 42, NUAA F 538 1 /) 28
FAGSAE = AR RIS T8 T 15 AN NMARE
YN RS EE EL N 0l S WS R Y% YN
SRR T TEARAL, S il a7 v 2 SR 3 A N i 2]
N IE TR AR 3k, PRRE B SRR, ALz IR .
L RIE G O BRI — 3 =
6.8cm x 10.2cm 5 8.9cm x 12.7cm WA /MY
A EATEI R IRy, iE A4 FTEI4R 4T )
RPN 6 5 S W TR O 3 c 9 B i L N B2 )
WO Al WK TR e RS . 3 e A A AT
TR

Yale-Recaptured®®! ##24:% LCD J#%: &R
) MR SR T — it 2 Mot AT Y
4. Yale Face Database B! 41477 1 A5l
AR 64 FPOR [F] 6 BE S T 1 3% R LK B ds . Yale-
Recaptured a4 H| H = LCD 2R 5t 2~ Yale
Face Database B H1 1 ~M& 64 FiGIE &4 T
640 SR HE R, BEASER AR AR MR N ' B 22 S
7 T 2% T SR () A R R 3E

Print-Attack!™7 %z 4 2 51 Idiap #F5%
U RATHY R THT B R B AR N 1 N 3 A A
Bk, Idiap AFFCHOAE NI AAS I S AF 50 1%
B, EFXTER A M. TED L SRS R SR B A AR N
11 TR R E4E. Print-Attack £ 876 W A A
] B 6 B 25 R 0 SRl T e IR L I A
TS ) BE R e B =X g s, v B 2 4T BN TE A4
FTENAC B

CASIA-MFSDB s 4 4 115 74 A K 1R
A AR NS TAR. W i = RS R i &
PUATE . AR S 45 e B B A R AR N
Ji, 225 B R 0 B (B AR N DA S A 2 Al AR
. B8O BRI Sp il ) ot A o sie i) 1 Ik
TP JR HE R DA S 25 i I s . AR A4 B 25,
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Table 2 Brief overview of face anti-spoofing datasets
P - U =N N . .
GRS W BRI MK B o SR S E B4R
NUAAL[16] 2010  =FhFTEIEE Y 15 12641 EAREDE P MRSk - o BRI 640 x 480 B
KR AN
Kodak C813 8.2 5 Samsung
Yale- 2011 LCD Jtinm 10 2560 3 64 FORRFDEE Omnia 1900 fHHE L — 237 E 10
Recaptured 33! gy 15 JRIER 64 x 64 g%
. . . af G R
Print-Attack 2011 SRS LUEE S 50 200 M NEba .
R TR i P T TR FRETAN AR, - 320 x 240 0K
af G
CASIA- 2012 WIS S 50 600 ML AL BRI ) USB #iRk - 640 x 480 @%;
MFSD[34] Hﬁ)“l\ W‘dﬁ' %}jl j‘ﬁ USB *}%1%9{‘7 480 x 640 1%%7
' ’ ‘ Sony NEX-5 #53k— 1920 x 1080 g%
) . . Al e R
Replay- 2012 Fpuk#H E 50 1300 4~ PFARAFEDEER . R N
Attack!16] I B 504 M SESREILARNE RS L - 320 x 240 BE
] Lot E g
MSU- 2015 wiar R B 35 280 M — AN MacBook Air 13 NE Bk - 640 x 480 B %
MFSD?] A i Google Nexus 5 B & 553k — 720 x 480 g%
UVADBU 2015 6 Mix&ME 404 17076 ARHFOCERY  REFEGL - THEEE 1366 x 768 5%
IPNIsEI] A ENEING R
o ] iPad Mini2 (i0S) YA} LG-G4
REPLAY- 2016 E R 40 1200 4~  HFAFER o
oM [ R b TR IR 35— 7T IR 720 x 1280 9%
nf G
MSU- 2016 @ArEEEE ) 1000 9000 3k —ANFE Google Nexus 5 HiE#HEL — 1280 x 960 1§%;
USSA[9 50055 JEEE B - 3264 x 2448 g%
Oulu-NPU(120] 2017 M-S0 55 5940 4 = FOR [ Ot IE APV RETHLA B E R Sk — v B
' W " 1920 x 1080 g%
— 2018 {1 i b 4 165 44T A T T Can(‘)n EOSTS6, Logitech C920 543k —
I, Bl W B s, g, LIEHEIR 1920 x 1080 2%
RO 5 B FER 2
GUC- 2015  BOG. WEERITH 80 4826 K AMFEHENEG, ML
LiFFAD[Y i B fy, iPad 1% ENEING R
SRR
i Eye #5143k AKGTLLANIE B 2%
Msspoofl121] 2016 A WLk 5L 22 4704 % T EARMENE oM
0
EMSPADI22 2017 OG4TEIMEE 50 10500 2 Mgkt g Rk 7 BB R
J, BEERAT EIAG B2 HOIRITEI 120 X 120 3
10
o Kinect JREHHE L — FUEE 640 x 480 1§42,
3DMADB7] 2013 sl =4 A 17 76500 3 FRRETE '
AR g AR e T HIEEI 640 X 480 (3%
T EER, ZRME SRR
Logitech C920 W&k — 1280 x 720 B X;
HKBU- 2016 FHFN =4 AR 12 1008 4~ 7 MAREDEH LRk ~ 800 x 600 f3%;
MARsV2[123] it W Canon EOS M3-1280 x 720 & %;
A HOGEE, 4 Mk &Gk
Nexus 5, iPhone6,Samsung S7, Sony Tablet S;
SMAD[®2! 2017 EER =4 AN - 130 M NEDEI, RFESE —
THH L7l il SR
Android £ REFHL— AT WGEIE 1280 x 720 4F;
Y I, PR W a3

YN

K Kinect — T £LAMNEG 424 x 512 3%
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CASIA-MFSD M KB . Bk N8 T5
T T 7 FPAS [ IS T30 kA 3% A A
MSEE R PERE.

Replay-Attack!™® %545 £ i 55 il X2
Print-Attack #t#E45. FHXIT Print-Attack #¥E
£, AR ANK#E 7 iPhone 3GS FALLAK iPad 2
ENIUE BN 22 YN8

MSU-MFSD") Heffa 6% 18 T A I (A6 0 7
sl R N 3 5, R H A BE AL ) 3% 14 N R A
A N i 85 B R 6B 550D B e AHAIL DA
¢ iPhone 5S J5 & 115 L4045 518 2 BBy AL
AR . SR NIRRT MG R AT
7R, iPad Air /R 2048 x 1536 18 2 HIHL,
iPhone 5S fRf2 1136 x 640 R ZE M. 37
B2 e R B DA 1200 < 600 B2 11 4 BT
ENTE A3 48 b AH T Z mi i it & v i AR K,
MSU-MFSD [P {E {4 A5 & 5 1.

UVAD (Unicamp video-attack data set)®! %
AR T 6 BN R A B8 A0 R A5 R
NSO, 2GR 7 MO R B R A
AR NG T2 AR R BT & 4. UVAD MfilfE
PR A N 1) 35 28 DA S AR A N I 7 e /s 45 7 T
F& T NG A Eict 4R

REPLAY-MOBILEM! % 4 4 [5] 4 2% & 31| &
BE 7% 2l 15 4% 0 & e T HIL AT 7R F i ) kR, R
Nikon Coolpix P520 #H#1LPA K LG-g4 # i FHl )5
G SARE S PR I BCE U R B AR R
% T8 BN A A I AE AL Bl 1 B, B AR )5k
il >R A 10S #1 Android % 5e#% gl & #E47 Bl
STt AR N 1 S s RS B B TR S G 1) S
KA T RE S T SR BE AT AR K S s A Bl B
AT Bk gy ik rgiE A v, REPLAY-MOBILE %5##
R T 5 BORRI G BRA AR T A,

MSU-USSA!M) $irffa e th 2 — AR A K
Wt aeF ol py AR R g 4. MSU-
USSA BRELBETHZETH A, BB HE.
U R A M T ZH%. MSU-USSA M
Weakly labeled face Zi¥E£EILE T 100 AR K
BT E R sl AR AR FTHE TS A5
07 THG IS T N3 PG I B s A6 1Y) 2 . 100 A
TN B OR BT HERM, B DAL 4 2 Fh
ZFE, NEMERER G THFE THEIEE. BRIEA
R AT A B AR, R BI04, Piod . &
AETHL. IR 48 B 7s. MSU-USSA #J i Google
Nexus 5 [ B H#% L5 5 EHRG LA ERE N
PR [ 3 R G, BT R R AR5,
Bk R T AR

Oulu-NPUM $rdm i 7E 3 AN [ 6 IR [R] 75

SIS A 6 R i s 0 Al BRI Sk w h T
T A N TR R AR A AR 1 A5 U8 AT B R R 28 ik
NI H A AN TR AT EDAILRS A T BT A A 2Rl
R AR RN R e 2R, Oulu-NPU %
PSR i AR P 2 R T 2 R AR A R R T IR A
I35 ARG I 7 3 ) A S A 3

SIWEI Y427 165 NS R A 5 18 ik
INITAEKE SEPSIREL YN sR S LN (7= - PN %
GGk iR . B, RE . G L. 4T
B R AR AR N K2 18T R 0 R R AR 20 B R
PR, PSR R T Al B . SR TF
Bl PC AL /R =B FHLIUAAFE K& BN
SIW Feti S AE A ARB DA B35 (R I 722 Ak Dy T 3
THAREN FEM.

3.1.2 ETFHMEAER NSRS TE AN 2
EE

GUC-LIFFADPY $dig gk 2 — Il F G S AL
sel TR R R R R B 4R, R A DG
PR 22 7 1) N R A A ) By P2 (A S e s
LA I WS SR T EIHL. WOGATEVAL. 25 PUAL iPad -
M F AV 7 e B AT B IR A 5 R i) R
BRI T 80 AR Y i R s A B iR
B, AR ZE 0 THAH R R BT

Msspoof 2! Hffa H sl T 15 (4 A B 26
A A B o] UL 50 20 A0 S B BodE
L AT 20 A B2 800 nm. X T IE AR AR,
Msspoof ##ls87E 7 A F PG Tl 7 5 5k
AW 5 gk £ AN Rk B R TR AR N,
Msspoof £4f H2 A 2 Hi 55 i A 35 t& i) 5 5K T
WS 5 K 2L GG BRI T & R R L
W 3 KA OGS 3 SR 2L AN IS S H T 1 AR
RNR. e R 6 3K RIS BT B AR IR
Msspoof a4 4 AAiX 6 K Frsgdfil T =P AN
SR T WO IR LL MG IR .

EMSPAD (Extended multispectral presenta-
tion attack face database)'?? ##fn 4 FI| H] £ ik
B L4 T 425 nm, 475nm, 525nm, 570 nm,
625 nm, 680 nm, 930 nm 7 B EMS . B
HlA AR P R T BE B R S, EECT 1.52m [k
AT 5 5 1048 K R R, DATE REO8 I o B 1 20
K.

3.2 EEXARFBFENEIESE

3DMADBT 5 B il (1 = 28 A w2 2R
AN BICHE ) N B 3 TS T s 4. SRR A Y
T E 2 i ThatsMyFace.com F##H P — 5K 1F 1
N P 16 DA % 19 i A T N P 45 o 7 = 4 2D AT
H. BRI N5 35 R\ = 4S540 77 T ) 22
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5, SDMAD 48 A UR H AT IG5 Sk sk il 1
TR 5 B AR I ] DO B, e R T R
Kinect ¥R BEHEE LS5 B 1% 4 A5 AR A i B 2
ESEEEEISE

HKBU-MARsV2 (HKBU mask attack with
real world variations dataset version 2)*2% ¥4
W2 — =2 N H S Bk N B4R FH L
F 3DMAD, HKBU-MARsV2 7EB & A R . 5
Tl E R R G Sk . AN RS S T T G I T
ZREVE. BRI 5T, B SRl T AN A ml R
& N JKi: ThatsMyFace il /i o552 W05 £ A5 AR HY
= YETH H DA S Real-F il 4 % 16 350 2% 00 o & e 1 =
e Nt H. SRR BdR B GSk TH, BREEIET
58 NIR B R 40 AR Be R sl ik 48 b N TR it 4 A
W, Pl T 3 ML Gt ts Sk DA 4 g5l
2 B HEAG S SR I AR R AR AR G i i G R
Jr, B RERTT T 6 FORER =L RIAE T
B

SMAD (Silicone mask attack)!®? s &—
ARG AR R DA = 4 e e N\ T EL Sl T RS
SNiOk Y&/ TE W 3PN TATTE= N A R 35 RS PN i ] 53 N
L. WEERAING A, BUERR AR RS, AL
PN SATTE =83k 75 T S WA T R0 07 e Rl s = 2 R
W, MXAEE FE, SMAD 42 oG i Bl sk
T O BCHR AR S5 ) A 2t R v 55 T O [R] ) A 3
DI 5= Y S SO

MLFP (Multispectral latex mask based video
face presentation attack)!?4 ¥ gEAEw] WG, i
ZLAh, RELAMETE TSR T 2000 0y i (R R AT
FARAR R E . T H AR AR T2 2 BRI
o) 4k R DA S = AR LI ST . Sl i AR
W E TR A BT B = N S NN R BT ) 2 43 5
KB, RN T E T HdhRE.

M 2 ] AR, F AT %3 A A A 2
AR A R AL B, 280 A Ji St 5 e T L 2 ik A
R AR BE. B AT PC i NS ARAS I, 1289
R JER R PC ity DA K 5l i 1) N 35 A4S I, )
FH W 28 4515 3k DA S A% Bl i 22 Te AR S AR 1]
8. NIAR . WA 53248 45 At S5k i IS i £
EZ N M eV NN NG 3 S SN N EHEZS
IEEE GONEEC M NS ETPN SRR LN oAl li ok €/t 4155
AR T NS ny, HEIRAE MRS Bda 2t
PEGEIE A S NGRS 0 R 73 24 48 T At S 4 1) 3
£E.

4 BIRMEEEL
4.1 MHEEVFINIERR
N 35 A G 00 595 1) A i 2 PR e 2R

12 DA K i85 5t 4 I U O T R AT Al . O B
D2 48 U1 G 48 A0t 5 ) J T — > s AR il 55
ERTERE. B8R AR MU AR I R AR AN i B A 2
[ — B e AR I SR P PR BE. IS ARG T Bk 11
PEREVEAT ] B 25 3t A A 55 B A N i g 1 232
W H PR RE PR B An E A IR — KRR
$:52 % (False acceptance rate, FAR). %i% i 4t
# (False rejection rate, FRR). Z45i%% (Equal
error rate, EER) DA K 2F45i% % (Half total error
rate, HTER) #4510 55— 2 2 A 4 17 51 By 1% 1
Bk Oy T AR S ISO/IEC 30107-3112°1 42 Hify
APCER (Attack presentation classification error
rate) . BPCER (Bona fide presentation classifica-
tion error rate) A ACER (Average classification
error rate) FHFR.

iR ZR (FAR) 18 5 A BAR R H0 B 18
TR LR, BRI 4R (FRR) Fe5AAIENE K
NI R B R A e, FAR 5 FRR 5@ X
=k (1) f1xk (2) B, H Nog Fon Bk A H)
Wi A N R R, N, R A N R S L,
Nigs FORTER NI FIE A BN REL, N R
T A N S ASE IR KR A (] 7 [ (L T DAAS- 21 AN [R] 19
FRR PASK FAR X, 73 5PA FRR. FAR St 59
&, BT 2 ROC (Receiver operating character-
istic curve) HiZk. I I & A EE dEAT AAS- 2 1Y
ROC fh4 I FRR 47T FAR i}, FRR 5 FAR 11§
BE RN RS (EER). A R4 I FRR &T
FAR mspid s 0 e B e T B4 FRR
5 FAR my39(E, R4S (HTER).

FAR = N@Zl

(1)

S

Nl23

FRR =
RR N,

(2)

APCER (Attack presentation classification

error rate) R AN 43J54ki%%. BPCER (Bona
fide presentation classification error rate) $&f {4

NHar 25, ACER (Average classification er-
ror rate) $H-F#4r FKAFIREE, Hog LN (3) ~ (5)
Fi7s.

Npar

Z (1 — Res;) (3)

i=1

1
APCERPAI == N

PAI

Npr

> Res;

BPCER = =L 4
Nom (4)
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max
PAI=1,-.-,8

(APCERpy;) + BPCER

ACER = 5

()

Hrft, Npar it — 2Rk S 8GR Ner 2
PRI R AT I R E. #7565 4 ORI S W S AR A
NN Res; F2h 1, 25 W R 3 4R N0 &4 0.
APCER 5 BPCER 5% —XiF4r 845 1 FAR
5 FRR Z{1), 22 FAR fil FRR 8 fira 2850 ik
NERGHE—EITEMRE, APCERpa1 & h5—Ff
Z ik Nt APCER, 40 28B4 A
AT AR IR A, dpe ) 6 AR U 450325 B ) APCER
A 2RI N oK) APCE Rpar, M2
VLR R R =2 IR AR AN EER 24577 &4
I APCER 5 BPCER #H%#} APCER 5 BPCER
IME. ACER & DASEHE 15306 B 1 18 {8 4 I i A
KRR APCER 5 BPCER fy33(4.

B AR ) N BB 7 — @ FR R Sk )
PERE, (HICHER [126] @ S gn il 718 2 70 gk 42
R RIWGEYE, Mg P4 Bk, YEe
P i I Y = R OB el £ R 7 i S I g 1| A= R B D
P, BT E AN T R ) vk PA— 14k
P B B R U R FE I 253 A R D Sy Y, A S
— B B A 0 I 3 A A ) A AR Y
PIPERE. H Bl 7 1 5 A5 e A e S i S A
[i) 21 S AR A N M B 5ot B i T =X, 6T i i ds
SN (NN 68 =S MU B5 Y A o e » S NN T
S RN 35 A B3 3 PR A RrR
4.2 EREEMBELLE

R PR 26 B # 4 CASIA-MFESD., Replay-
Attack. Oulu-NPU. SiW DA & 1 B 28 B4 4
3DMAD. SMAD. HKBU-MARsV?2 & H #f lbL &
WA . R 3~8 AU & R B 4E
3 SR WL B 5 T AR 2 B N 3 A R I YA HE
CASTA-MFSD. Replay-Attack., Oulu-NPU, SiW |
3DMAD. SMAD. HKBU-MARsV2 3138 [ 2%k
PR DA S s B S M e e ks, A T ey 1
PE, £ 3~ 7 RS BB B
S F B 7 4 P . 3SDMAD . SMAD,
HKBU-MARsV2 ] H 2504 g MAEL R,
T VEERE VT8 5 R FH A2 SRk

% 6 1 SDMAD %4 _FRR R 7 e AT AL
BRI RS 5 AR B LU B A 2= 5. R 6
1 SMAD 5 HKBU-MARsV2 #5414
S 5R I SCHR [92] A3k [60] R HML. 2 8
3DMAD 5 HKBU-MARsV2 %445 7] B5 5 3 46
MR H SCEk [60]) Al AR 3 Wl AR
th, M2 J7ETE Replay-Attack $idla g EPERBRLES,

B2 7 CASIA-MFSD 45 % b AR GE15 2 510
Replay-Attack ##E 4 FiytEge. CASIA-MFSD,

Replay-Attack 9 {E {4 A K2 51 #02 B8 e ik A
JoFIARAT AR A A Jhz. X PPk i 22 S 3R IR Bk A
RN ZE TR, REERPEREA B, BEE R E
S VAR, R S 3 P D 2 A
FEAESE 8, B0 S 1) 1) M i 22 5 i W sl 2>
M 4 Oulu-NPU Fiedfi 4 _E v g il 2 o] A
B, 4 PSR PRE B T A =AM, X R
HH A ] 0 500 4 S il 15 8 38 BRI 2 N 25 S0 T 0 v
HIPERESC M K. R 7 A1 8 B th iy B2 R 2 ik
AN I 50 4 1) ) 25 000 A ke 2, B T
AR AR YR FRATIE P 22 F o0 A (A Az i 5 v
PEREA B FEMA. NI (A I 5 ¥ 1 3 PR A

2 3 CASIA-MFSD 5 Replay-Attack g4
PR AR I BRI (%)

Table 3  The performance of intra-test on CASTA-MFSD
and Replay-Attack datasets (%)
CASIA-MFSD  Replay-Attack
Tk
EER EER HTER

LBPI6] 18.2 13.9 13.8
DoGP34 17.0 -

Motion Magn!3%] 14.4 0.0 1.25
IDAM3] 32.4 - 15.2
LBP-TOP!7] 10.0 7.9 7.6
CNNI79 7.4 6.1 2.1
DMD + LBP 21.8 5.3 3.8
IDA and motion[®® 5.8 0.83 0.0
Colour LBP?20 2.1 0.4 2.8
VLBCH27] 6.5 1.7 0.8
3D CNN[4 5.2 0.16 0.04
FD-ML-LPQ-FS[#] 4.6 5.6 4.8
patch + depthCNNI80] 2.7 0.8 0.7
SURF39! 2.8 0.1 2.2
PreDRS + LSTMI(84] 1.22 1.03 1.18
ST Mapping!®?! 1.1 0.78  0.80
DDGL12 - 1.3 0.0
LiveNet!88] 4.59 - 5.74
Color texture!3%] 4.6 1.2 4.2
DSGN/®0l 3.42 0.13 0.63
deep LBPI#3] 2.3 0.1 0.9
3D CNN + geneloss!®3] 1.4 0.3 1.2
SSD + SPMT3! 0.04 0.04 0.06
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4 Oulu $¥EsE SR EdE (%) %6 3DMAD, SMAD 5 HKBU-MARsV2 %{#li4E
Table 4 The performance of intra-test on AR I M R R E (%)
Oulu dataset (%) Table 6  The performance of intra-test on 3DMAD,
SMAD and HKBU-MARsV2 datasets (%)
P JikE APCER BPCER ACER
1 GRADIANTex!'2®) 7.1 5.8 6.5 Sk SDMAD  SMAD  HKBU-MARsV2
1 CPq128) 2.9 10.08 6.9 HTER HTER EER HTER
1 GRADIANTI128] 13 12.5 6.9 LBPs38) 0.1 20.8 225 24.0425.6
1 Auxiliary(s 1.6 1.6 1.6 deep and color!?" 0.95 - B B
1 Noise Modeling!*2*] 1.2 1.7 1.5 IDA motion(®*! 0 B B B
1 TDI150] 2.5 0.0 13 Color texcurel?! - - 23.0 23.4%+20.5
videolet agg!'©1] 0 20.4 - -
2 GRADIANTR= 8.1 1.9 2.5 GrPPGI7) 7.94 ~ 164 16.14£205
2 GRADIANTex!128] 6.9 2.5 4.7 LEP.TOP®? B 915 B B
2 Mixed FASNet[128] 9.7 2.5 6.1 DBNI92] 0.5 19.2 _ _
2 Auxiliary!(8] 2.7 2.7 2.7 DDGL!2] 0 13.1 _ _
2 Noise Modeling2! 4.2 4.4 4.3 CFrPPGI60l 6.82+12.1 - 4.04  4.4245.1
2 TDIM30] 1.7 2.0 1.9
77 CASIA-MFSD 5 Replay-Attack % 5E a5 5dE 5
3 GRADIANTI!28] 2.6+3.9 5.045.3  3.8+24 MR s HTER (%)
3 GRADIANTex!'28] 24428  5.64+4.3 4.04+1.9 Table 7 The performance of inter-test between
3 MixedFASNet(128) 53467 7.8£55  6.5+£4.6 CASIA-MFSD and Replay-Attack (%)
3 Auxiliary!s? 2.741.3  3.1+17 29415 s CASIA-MFSD  Replay-Attack
3 Noise Modeling'?®)  4.04£1.8 3.841.2  3.6£1.6 et RoplayAttack  CASIA-MFSD
3 TDI30] 5.9+1.0 59410 5.9+1.0 LBpl126] I 576
4 GRADIANT!128] 5.0+4.5 15.047.1 10.0+5.0 Motion[*2¢! 50.2 47.9
4 GRADIANTex[128] 2754242 3.3+4.1 15.4411.8 Motion Magn!®%] 50.1 47.0
4 Massy HNUU28] 3584353 8344.1 22.1+17.6 LBP-TOP[2¢) 49.7 60.6
4 Auxiliary!®! 9.345.6  10446.0 9.546.0 CNNI! 48.5 45.5
4 Noise Modelingl'?®! 51463  6.145.1  5.645.7 Color LBP! 30.3 377
4 TDI!130) 140434 41434 92434 texture-+Motion(®) 12.4 3L6
FD-ML-LPQ-FS[*! 50.25 42.59
» ST Mapping(&? 35.05 40.22
I - N
Table 5 The peformmance of e st o
SiW dataset (%) DDGLI 228 274
Noise Modeling!(*2°] 28.5 41.1
MM Ik APCER  BPCER ACER Deeplmg+rPPGI89] 27.6 28.4
1 Auxiliary!(8°] 3.58 3.58 3.58 Domain Adapt!®"] 27.4 36.0
1 TDI30] 0.96 0.50 0.73 Color texturel3! 9.6 39.2
2 Auxiliary®  0.574£0.69 0.572£0.69 0.57+0.69 LiveNet[®s] 8.39 19.12
2 TDI130] 0.0840.14 0.214+0.14 0.1540.14
3 Auxiliary® 8314381 8.3143.80 8.3143.81 R T2 1. i SN
3 TDIM30] 3.104£0.81 3.09£0.81 3.1040.81 5 BR85S 7 NI I PR 77 A Y

EER o HTER LRSI 7 JE0 AT T /7. MIE 5
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R AR ECE H, H BT WA RO R PR R K R
K M HARSE RN TE, BTSRRIk &
TR TR IR A FHEE T IR P SRR 4
Z. Joie R PAEAE G R 5 B A I, B IR
JERFAER TR A SR B RHE ST iR B PE RE R A i 1Y
FAVRE X PRTE B B2 AR R K

#8 3DMAD 5 HKBU-MARsV?2 $di4E | iS50 4
M PERES i HTER (%)
Table 8 The performance of inter-test between
3DMAD and HKBU-MARsV2 (%)

gk 3DMAD HKBU-MARsV?2

bR HKBU-MARsV2 3DMAD
Color texcurel2°] 40.1£7.8 47.745.4
LBPs(38] 53.0+3.6 32.8+11.5
pretrain CNN!60! 50.040.0 50.0£0.0
GrPPG7 24.3+7.1 15.746.8
CFrPPGI60] 2.5140.1 2.55+0.1
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(a) CASTA-MFSD #4400 Sl il (b) Replay-Attack #inde [ TAHR 4R
(a) Intra-dataset testing results on CASIA-MFSD dataset (b) Tntra-dataset testing results on Replay-Attack dataset
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(<) B HAR MR Y 4E (CASIA-MFSD), R4 (Replay-Attack)
(¢) Cross-dataset testing results in which CASIA-MFSD dataset is the
training set and Replay-Attack dataset is the testing set.

(d) IEHIRE £ V%4 (Replay-Attack), Ml5 (CASIA-MFSD)
(d) Cross-dataset testing results in which Replay-Attack dataset is the
training set and CASIA-MFSD dataset is the testing set.
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Fig.5 Performance comparison of different category of face anti-spoofing methods
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2 AR R TERE. X 2822 S (5 B 2 AR 1A A
R J RS P DI AR, o A6 AR 0 353k
S B B A G A A )RR e £ B 1L RE 7 3
AHRAL, 36 R XX SO LS 22 5, i I A D 59
BRI A G P 25 e S P DA B i A
P SRR AR 1 PR R (BRI I )

5.3 RIS EEANREBENALIE

ERIESMIDPNICELREN Rl kRN GIVESUE-SCHZ DN
B AME A N 73 JEER R, U RAFAE, 2Z 5 A
Or RTINS B A i 236 KAR 2>
T35 NGB b DL i s AR AR R 33l
GBE T BOA WAL iR, HAEREN &I A&
TR AR, BV 2 i UL aed B i A,
S — UL E ThT I AR A NG 14 P g o W DA T L T
HARBAR N AR E RN ARl e 2 1
AN — LEAR T @ 1, %o T 2R LIk Ay (B A A J:
RANRENE B & RSB AR ZR T, N
A TN PP 538 1 TR DA 52 4= 190t N BF ol i
PSR WEE 0] 32 DN D I i TR BN 3L YN S
LT TN BRS843R AG I 5 35 U 7k e 2 e A —
£, AR T THR AR R L. BE5E
PTG, XA Lok 1y 2R AR A A R i
I B2 TR PR 3% A ARG SRR A F 2

54 BREEEHBESEMNEL

M- TTZE A i A B R AT B AR 0 Ry
B A LT 1A T, A AR A A 4 13
ARG NG VA 0 114 250 s B e AR HRATAE A A2
FEA L BRI Z AR A R B R H ARy
T DL B ARG T R A 2 A R TTRE X IR L
RMERR NI, 2202 T TR IR 2 =2
PRI B S i R AR I L B —. 5L
RPN A N7/ N2 S AV IR S R TR DR 4 €1 S
B WNGRIRE S SRINDEA CITE 6 a  ONNE I CITE 2 LS
VESEF R B IREESE ) I ik A g, BeAE RIA ot
FEAPRTHBATBOR 2. Bl R B 2 e
A AT R TG AR ) B9 05 TR RE R UA R
7 L. WA EREE BT, DA /D B A S, — A
B R MRABE S | B NGB 42 H,
W FETERE I AT . R O SRR AR ERE

EINECiTE PRRERG S eI T At

EE 1PN PPN R E N ORIIE GRS PSP TN
AN, Gk AR, B ARRN SRR, MARAAR R
NN AL I T 575 2 AR L HOIRAS TR B A
HE A AR N R e th S 7 S

5.5 BN AREFENEREF S FHERR

TRIEE 27 2] 7 VR B LR NI AR Sk o
iR I A OF /P K E P UN R TR N oaillE -4 € Sl
RO EIUR BE 7 ) T YRAE NG T (A K600 5 (5 1 ) ok
R rf 2w ot B LA, Sl IR R AR A AN 5 5
TR H RT3 7 el R At R R 4R 93
SRR, BT R E RN 2R3, ERFIES T 1
AL R 7 55 07 TR R I A U B DR S 0, 4 e Ak
TR 7 YR HER R AE k. AR IR 1%k
PEBUR, WFF0E A NG s A D ) IR B = > T iR 2
—NEERHFTTT ).

5.6 AFHRRESTRIABE AR

ERIPNGORRREN ORI SRR PN NUPN
L ARG N 2 SN G A 0 7 YR SR P AE
578 B B Y 4 IR R S R E S R, H AT
(AR AE BTG A 7758 B RN TR B P S
(ELE ARG 00 P9 A o R A SR G I TR, 8
ARG BAE, NIRAERLE H s P AR
RERE REEF BRI FF TR, AR TR A
G ARG D00 L BEAE R JE Bl 55 3 37 P I, B T
PUBREIL. 18 5% Z 2B P RERE AL T 29 RS /Y
Yot BLHITEREIZE, AN R 2 AU HEFa G375 A A I
R PALT B RIRESII Y 55 17 K. BEFE
PR BARIRE, nREAFAE S FRAOM IS St
AR A A5 S R A1 D01 B RSO M T ARG 0 7 9
AARFEEERE S AR EE A RIS TR
N A I 732k B AT AR MRS T T R R
I PRENNAE R PN A REIE Y & Ni e oy i

6 £Eip

NI 176 P ARG 00 7 A 9 H S F 9 rp LA B
SEARMAE T S5 b B R R AT ARG I 1
FEIE B, (ELIR] I A7 A A D IS 9k f. AR SO
PR N IR RFE G A, 20 A 1 A 36 A 00 1 e
Ak, DA 36 P G 0 595 A 1) 00 JERFAIE A R 2K
VRGN B A T K % PR 00 0k 1) 3 R,
T ITR T ER AR B B B A A 2K
B DU, AT A A A% A B B A R A
Bn it Bl 2 FEPESE D7 AT 1 X B, ik
TH SRR RE PR 48 bR O B A5 A T AR
N5 A A 0 77 YR A T IR S K a5 CASIA-



8

# I E AR IS (AR A £

1817

MFSD. Replay-Attack. Oulu-NPU. SiW DA} il
B4 SDMAD, SMAD, HKBU-MARsV2 |-
AOTE BRI . DAL, AR SO A A I R ok
A RERYBIEFE T M REAT T S R B FRATTHIAE AR
T A 0 T i 1 () AU REAE BEIE |5 S A%
RN 2 AN R %N Rl VA SRR SX: (2 DN
PR AWRR AR E )z . ERAR .

10

References

Ministry of Public Security of the People’s Republic of
China. Face Recognition Applications in Security Systems-
Testing Methodologies for Anti-Spoofing, GA/T 1212—
2014, 2014.

GRE=INENI P o QUi DN s AT VA2 it (3N s sl iR
GA/T 1212—2014, 2014.)

LiY,XuK, Yan Q, Li Y J, Deng R H. Understanding OSN-
based facial disclosure against face authentication systems.
In: Proceedings of the 9th ACM Symposium on Infor-
mation, Computer and Communications Security. Kyoto,
Japan: ACM, 2014. 413—424

Chakraborty S, Das D. An overview of face liveness detec-
tion. International Journal on Information Theory, 2014,
3(2): Article No. 2

Souza L, Oliveira L, Pamplona M, Papa J. How far did we
get in face spoofing detection? Engineering Applications
of Artificial Intelligence, 2018, 72: 368—381

Ramachandra R, Busch C. Presentation attack detection
methods for face recognition systems: A comprehensive
survey. ACM Computing Surveys, 2017, 50(1): Article No.
8

Zheng He-Rong, Chu Yi-Ping, Pan Xiang, Zhao Xiao-
Min. Interactive Video in Vivo Detection Method Based
on Face Attitude Control and System Thereof. CN Patent
201510764681, China, January 20, 2016

(RS 2R, 1, WA, /ML T A R4 i 1 22 LU
WA ik R H AR 4. CN 201510764681, H1[E, 2016—01—
20)

Xue Bing-Ru, Bu Xi-Shuan, Wang Jin-Feng. Action
Recognition Based Living Body Face Recognition Method
and System. CN Patent 201611129097, China, May 10,
2017

(BRI, oIk, ELR. —FhE T ah FEH 0T A R R i
FZ%. CN 201611129097, #E, 2017—05—10)

Wang Xian-Ji, Chen You-Bin. Method and System for De-
tecting Living Body Human Face. CN Patent 2013103845
72, China, December 11, 2013

(ESeE, BRAOR. —Fhif i AR %5 R 48 CN 201310384
572, Wi, 2013—12—11)

Xu Guang-Zhu, Liu Ming, Yin Pan-Long, Lei Bang-Jun,
Li Chun-Lin. Living Body Detection Method and Appa-
ratus Based on Active State of Human Eye Region. CN
Patent 201510472931, China, December 9, 2015

(BRIEAE, XNy, T e, 2, Bk BT AR SRS
T ARSI A . CN 201510472931, H1E, 2015—-12—09)
Wang Cheng-Jie, Li Ji-Lin, Ni Hui, Wu Yong-Jian, Huang
Fei-Yue. Face Recognition Method and Recognition Sys-
tem. CN Patent 201510319470, China, October 7, 2015
(FEBRAR, 20, (0, SOKUE, BORBR. ARSI & Ui &
4. CN 201510319470, [, 2015—10—07)

11

12

13

14

15

16

17

18

19

20

21

22

23

24

Kollreider K, Fronthaler H, Faraj M I, Bigun J. Real-
time face detection and motion analysis with application in
“liveness” assessment. IEEE Transactions on Information
Forensics and Security, 2007, 2(3): 548—558

Ng E S, Chia Y S. Face verification using temporal affec-
tive cues. In: Proceedings of the 21st International Con-
ference on Pattern Recognition. Tsukuba, Japan: IEEE,
2012. 1249—1252

Chetty G, Wagner M. Liveness verification in audio-video
authentication. In: Proceedings of the 10th Australian In-
ternational Conference on Speech Science and Technology.
Sydney, Australia: Australian Speech Science and Tech-
nology Association Inc, 2004. 358—363

Frischholz R W, Werner A. Avoiding replay-attacks in a
face recognition system using head-pose estimation. In:
Proceedings of the 2013 IEEE International SOI Confer-
ence. Nice, France: IEEE, 2003. 234—235

Maatta J, Hadid A, Pietikdinen M. Face spoofing detec-
tion from single images using micro-texture analysis. In:
Proceedings of the 2011 International Joint Conference on
Biometrics. Washington, USA: IEEE, 2011. 1-7

Chingovska I, Anjos A, Marcel S. On the effectiveness of
local binary patterns in face anti-spoofing. In: Proceedings
of the 11th International Conference of Biometrics Special
Interest Group. Darmstadt, Germany: IEEE, 2012. 1-7

De Freitas Pereira T, Komulainen J, Anjos A, De Martino
J M, Hadid A, Pietikainen M, et al. Face liveness detection
using dynamic texture. EURASIP Journal on Image and
Video Processing, 2014, 2014(1): Article No. 2

De Freitas Pereira T, Anjos A, De Martino J M, Marcel
S. LBP-TOP based countermeasure against face spoofing
attacks. In: Proceedings of the 2012 Asian Conference on
Computer Vision. Daejeon, Korea (South): Springer, 2012.
121-132

Komulainen J;, Hadid A, Pietikdainen M. Face spoofing
detection using dynamic texture. In: Proceedings of the
2012 Asian Conference on Computer Vision. Daejeon, Ko-
rea (South): Springer, 2012. 146—157

Boulkenafet Z, Komulainen J, Hadid A. Face spoofing de-
tection using colour texture analysis. IEEE Transactions
on Information Forensics and Security, 2016, 11(8): 1818—
1830

Raghavendra R, Raja K B, Busch C. Presentation at-
tack detection for face recognition using light field cam-
era. IEEE Transactions on Image Processing, 2015, 24(3):
1060—1075

Kose N, Dugelay J L. Classification of captured and recap-
tured images to detect photograph spoofing. In: Proceed-
ings of the 2012 International Conference on Informatics,
Electronics and Vision. Dhaka, Bangladesh: IEEE, 2012.
1027-1032

Yang J W, Lei Z, Liao S C, Li S Z. Face liveness detection
with component dependent descriptor. In: Proceedings of
the 2013 International Conference on Biometrics. Madrid,
Spain: IEEE, 2013. 1—6

Raghavendra R, Busch C. Robust 2D/3D face mask pre-
sentation attack detection scheme by exploring multiple
features and comparison score level fusion. In: Proceed-
ings of the 17th International Conference on Information
Fusion. Salamanca, Spain: IEEE, 2014. 1—-7



1818

H zf)

e

Eihd 47 %

25

26

27

28

29

30

31

32

33

34

35

36

37

38

39

Arashloo S R, Kittler J, Christmas W. Face spoofing de-
tection based on multiple descriptor fusion using multi-
scale dynamic binarized statistical image features. IEEE
Transactions on Information Forensics and Security, 2015,
10(11): 2396—2407

Maatta J, Hadid A, Pietikdinen M. Face spoofing detection
from single images using texture and local shape analysis.
IET Biometrics, 2012, 1(1): 3—10

Komulainen J, Hadid A, Pietikdinen M. Context based
face anti-spoofing. In: Proceedings of the 6th IEEE Inter-
national Conference on Biometrics: Theory, Applications
and Systems. Arlington, USA: IEEE, 2013. 1-8

Schwartz W R, Rocha A, Pedrini H. Face spoofing detec-
tion through partial least squares and low-level descriptors.
In: Proceedings of the 2011 International Joint Conference
on Biometrics. Washington, USA: IEEE, 2011. 1—8

Yang J W, Lei Z, Yi D, Li S Z. Person-specific face anti-
spoofing with subject domain adaptation. IEEE Transac-
tions on Information Forensics and Security, 2015, 10(4):
797—809

Da Silva Pinto A, Pedrini H, Schwartz W, Rocha A. Video-
based face spoofing detection through visual rhythm anal-
ysis. In: Proceedings of the 25th SIBGRAPI Conference on
Graphics, Patterns and Images. Ouro Preto, Brazil: IEEE,
2012. 221—-228

Pinto A, Schwartz W R, Pedrini H, De Rezende Rocha A.
Using visual rhythms for detecting video-based facial spoof
attacks. IEEE Transactions on Information Forensics and
Security, 2015, 10(5): 1025—1038

Waris M A, Zhang H L, Ahmad I, Kiranyaz S, Gabbouj
M. Analysis of textural features for face biometric anti-
spoofing. In: Proceedings of the 21st European Signal Pro-
cessing Conference. Marrakech, Morocco: IEEE, 2013. 1-5

Peixoto B, Michelassi C, Rocha A. Face liveness detection
under bad illumination conditions. In: Proceedings of the
18th IEEE International Conference on Image Processing.
Brussels, Australia: IEEE, 2011. 3557—3560

Zhang Z W, Yan J J, LiuS F, Lei Z, Yi D, Li S Z. A face an-
tispoofing database with diverse attacks. In: Proceedings
of the 5th TARR International Conference on Biometrics.
New Delhi, India: IEEE, 2012. 26—31

Boulkenafet Z, Komulainen J, Hadid A. On the generaliza-
tion of color texture-based face anti-spoofing. Image and
Vision Computing, 2018, 77: 1—9

Kose N, Dugelay J L. Countermeasure for the protection
of face recognition systems against mask attacks. In: Pro-
ceedings of the 10th IEEE International Conference and
Workshops on Automatic Face and Gesture Recognition.
Shanghai, China: IEEE, 2013. 1-6

Erdogmus N, Marcel S. Spoofing in 2D face recognition
with 3D masks and anti-spoofing with kinect. In: Proceed-
ings of the 6th IEEE International Conference on Biomet-
rics: Theory, Applications and Systems. Arlington, USA:
IEEE, 2013. 1—-6

Erdogmus N, Marcel S. Spoofing face recognition with 3D
masks. IEEE Transactions on Information Forensics and
Security, 2014, 9(7): 1084—1097

Boulkenafet Z, Komulainen J, Hadid A. Face antispoofing
using speeded-up robust features and fisher vector encod-
ing. IEEE Signal Processing Letters, 2017, 24(2): 141—145

40

41

42

43

44

45

46

47

48

49

50

51

52

53

54

Chan P P K, Liu W W, Chen D N, Yeung D S, Zhang
F, Wang X Z, et al. Face liveness detection using a flash
against 2D spoofing attack. IEEE Transactions on Infor-
mation Forensics and Security, 2018, 13(2): 521—-534

Benlamoudi A, Aiadi K E, Ouafi A, Samai D, Oussalah
M. Face antispoofing based on frame difference and multi-
level representation. Journal of Electronic Imaging, 2017,
26(4): Article No. 043007

Mohan K, Chandrasekhar P, Jilani S A K. Object face
liveness detection with combined HOGlocal phase quanti-
zation using fuzzy based SVM classifier. Indian Journal of
Science and Technology, 2017, 10(3): 1-10

Galbally J, Marcel S, Fierrez J. Image quality assessment
for fake biometric detection: Application to iris, finger-
print, and face recognition. IEEE Transactions on Image
Processing, 2014, 23(2): 710—724

Galbally J, Marcel S. Face anti-spoofing based on general
image quality assessment. In: Proceedings of the 22nd
International Conference on Pattern Recognition. Stock-
holm, Sweden: IEEE, 2014. 1173—1178

Wen D, Han H, Jain A K. Face spoof detection with im-
age distortion analysis. IEEE Transactions on Information
Forensics and Security, 2015, 10(4): 746—761

Li HL, Wang S Q, Kot A C. Face spoofing detection with
image quality regression. In: Proceedings of the 6th In-
ternational Conference on Image Processing Theory, Tools
and Applications. Oulu, Finland: IEEE, 2016. 1—6

Akhtar Z, Foresti G L. Face spoof attack recognition us-
ing discriminative image patches. Journal of Electrical and
Computer Engineering, 2016, 2016: Article No. 4721849

Pan G, Sun L, Wu Z H, Lao S H. Eyeblink-based anti-
spoofing in face recognition from a generic webcamera. In:
Proceedings of the 11th IEEE International Conference on
Computer Vision. Rio de Janeiro, Brazil: IEEE, 2007. 1—8

Sun L, Pan G, Wu Z H, Lao S H. Blinking-based live face
detection using conditional random fields. In: Proceedings
of the 2007 International Conference on Biometrics. Seoul,
Korea (South): Springer, 2007. 252—260

Li J W. Eye blink detection based on multiple Gabor re-
sponse waves. In: Proceedings of the 2008 International
Conference on Machine Learning and Cybernetics. Kun-
ming, China: IEEE, 2008. 2852—2856

Bharadwaj S, Dhamecha T I, Vatsa M, Singh R. Face Anti-
Spoofing via Motion Magnification and Multifeature Vide-
olet Aggregation, Technology Report, IIITD-TR2014-002,
Indraprastha Institute of Information Technology, New
Delhi, India, 2014.

Bao W, Li H, Li N, Jiang W. A liveness detection method
for face recognition based on optical flow field. In: Proceed-
ings of the 2009 International Conference on Image Analy-
sis and Signal Processing. Linhai, China: IEEE, 2009. 233
—236

Kollreider K, Fronthaler H, Bigun J. Verifying liveness by
multiple experts in face biometrics. In: Proceedings of the
2008 IEEE Computer Society Conference on Computer
Vision and Pattern Recognition Workshops. Anchorage,
USA: IEEE, 2008. 1—-6

Kollreider K, Fronthaler H, Bigun J. Non-intrusive liveness
detection by face images. Image and Vision Computing,
2009, 27(3): 233—244



8

# I E AR IS (AR A £

1819

55

56

57

58

59

60

61

62

63

64

65

66

67

68

Bharadwaj S, Dhamecha T I, Vatsa M, Singh R. Computa-
tionally efficient face spoofing detection with motion mag-
nification. In: Proceedings of the 2013 IEEE Conference
on Computer Vision and Pattern Recognition Workshops.
Portland, USA: IEEE, 2013. 105—110

Tirunagari S, Poh N, Windridge D, Iorliam A, Suki N, Ho
A T S. Detection of face spoofing using visual dynamics.
IEEE Transactions on Information Forensics and Security,
2015, 10(4): 762—777

Li X B, Komulainen J, Zhao G Y, Yuen P C, Pietikidinen
M. Generalized face anti-spoofing by detecting pulse from
face videos. In: Proceedings of the 23rd International Con-
ference on Pattern Recognition. Cancun, Mexico: IEEE,
2016. 4244—4249

Nowara E M, Sabharwal A, Veeraraghavan A. PPGSecure:
Biometric presentation attack detection using photopletys-
mograms. In: Proceedings of the 12th IEEE International
Conference on Automatic Face & Gesture Recognition.
Washington, USA: IEEE, 2017. 56—62

Hernandez-Ortega J, Fierrez J, Morales A, Tome P. Time
analysis of pulse-based face anti-spoofing in visible and
NIR. In: Proceedings of the 2018 Conference on Com-
puter Vision and Pattern Recognition Workshops. Salt
Lake City, USA: IEEE, 2018. 544—552

Liu S Q, Lan X Y, Yuen P C. Remote photoplethysmog-
raphy correspondence feature for 3D mask face presenta-
tion attack detection. In: Proceedings of the 15th Euro-
pean Conference on Computer Vision. Munich, Germany:
Springer, 2018. 558 —-573

Wang SY, Yang S H, Chen Y P, Huang J W. Face liveness
detection based on skin blood flow analysis. Symmetry,
2017, 9(12): Article No. 305

YiD, Lei Z, Zhang Z W, Li S Z. Face anti-spoofing: Multi-
spectral approach. Handbook of Biometric Anti-Spoofing.
London: Springer, 2014.

Kim Y S, Na J, Yoon S, Yi J. Masked fake face detec-
tion using radiance measurements. Journal of the Optical
Society of America A, 2009, 26(4): 760—766

Zhang Z W, Yi D, Lei Z, Li S Z. Face liveness detection by
learning multispectral reflectance distributions. In: Pro-
ceedings of the 2011 IEEE International Conference on
Automatic Face and Gesture Recognition. Santa Barbara,
CA, USA: IEEE, 2011. 436—441

Sun X D, Huang L, Liu C P. Context based face spoof-
ing detection using active near-infrared images. In: Pro-
ceedings of the 23rd International Conference on Pattern
Recognition. Cancun, Mexico: IEEE, 2016. 4262—4267

Sun X D, Huang L, Liu C P. Multispectral face spoofing de-
tection using VIS-NIR imaging correlation. International
Journal of Wavelets, Multiresolution and Information Pro-
cessing, 2018, 16(2): Article No. 1840003

Kose N, Dugelay J L. Reflectance analysis based counter-
measure technique to detect face mask attacks. In: Pro-
ceedings of the 18th International Conference on Digital
Signal Processing. Fira, Greece: IEEE, 2013. 1—6

Dowdall J, Pavlidis I, Bebis G. Face detection in the near-
IR spectrum. Image and Vision Computing, 2003, 21(7):
565—578

69

70

71

72

73

74

75

76

77

78

79

80

81

82

Steiner H, Kolb A, Jung N. Reliable face anti-spoofing us-
ing multispectral SWIR imaging. In: Proceedings of the
2016 International Conference on Biometrics. Halmstad,
Sweden: IEEE, 2016. 1—8

Kant C, Sharma N. Fake face recognition using fusion of
thermal imaging and skin elasticity. International Journal
of Computer Science and Communications, 2013, 4(1): 65
—72

Raghavendra R, Raja K B, Marcel S, Busch C. Face pre-
sentation attack detection across spectrum using time-
frequency descriptors of maximal response in laplacian
scale-space. In: Proceedings of the 6th International Con-
ference on Image Processing Theory, Tools, and Applica-
tions. Oulu, Finland: IEEE, 2016. 1—6

Raghavendra R, Raja K B, Venkatesh S, Busch C. Face
presentation attack detection by exploring spectral sig-
natures. In: Proceedings of the 2017 IEEE Conference
on Computer Vision and Pattern Recognition Workshops.
Honolulu, USA: IEEE, 2017. 672—679

Kim S, Ban Y, Lee S. Face liveness detection using a light
field camera. Sensors, 2014, 14(12): 22471—22499

Xie X H, Gao Y, Zheng W S, Lai J H, Zhu J Y. One-
snapshot face anti-spoofing using a light field camera. In:
Proceedings of the 12th Chinese Conference on Biometric
Recognition. Shenzhen, China: Springer, 2017. 108—117

Wang Y, Nian F D, Li T, Meng Z J, Wang K Q. Robust
face anti-spoofing with depth information. Journal of Vi-
sual Communication and Image Representation, 2017, 49:
332—-337

Raghavendra R, Busch C. Novel presentation attack detec-
tion algorithm for face recognition system: Application to
3D face mask attack. In: Proceedings of the 2014 IEEE In-
ternational Conference on Image Processing. Paris, France:
IEEE, 2014. 323—-327

Lagorio A, Tistarelli M, Cadoni M, Fookes C, Sridharan
S. Liveness detection based on 3D face shape analysis. In:
Proceedings of the 2013 International Workshop on Bio-
metrics and Forensics. Lisbon, Portugal: IEEE, 2013. 1-4

Tang Y H, Chen L M. 3D facial geometric attributes based
anti-spoofing approach against mask attacks. In: Proceed-
ings of the 12th IEEE International Conference on Au-
tomatic Face and Gesture Recognition. Washington, DC,
USA: IEEE, 2017. 589—595

Yang J W, Lei Z, Li S Z. Learn convolutional neural net-
work for face anti-spoofing. arXiv Preprint arXiv: 1408.
5601, 2014.

Atoum Y, Liu Y J, Jourabloo A, Liu X M. Face anti-
spoofing using patch and depth-based CNNs. In: Proceed-
ings of the 2017 IEEE International Joint Conference on
Biometrics. Denver, Colorado, USA: IEEE, 2017: 319—328

Alotaibi A, Mahmood A. Deep face liveness detection
based on nonlinear diffusion using convolution neural net-
work. Signal, Image and Video Processing, 2017, 11(4):
713—720

Lakshminarayana N N, Narayan N, Napp N, Setlur S,
Govindaraju V. A discriminative spatio-temporal mapping
of face for liveness detection. In: Proceedings of the 2017
IEEE International Conference on Identity, Security and
Behavior Analysis. New Delhi, India: IEEE, 2017. 1-7



1820 H Bl 1t ¥ {5 47 %
83 LiL, Feng X Y, Boulkenafet Z, Xia Z Q, Li M M, Hadid A. 97 Shao R, Lan X Y, Yuen P C. Deep convolutional dynamic
An original face anti-spoofing approach using partial con- texture learning with adaptive channel-discriminability for
volutional neural network. In: Proceedings of the 6th In- 3D mask face anti-spoofing. In: Proceedings of the 2017
ternational Conference on Image Processing Theory, Tools IEEE International Joint Conference on Biometrics. Den-
and Applications. Oulu, Finland: IEEE, 2016. 1—6 ver, Colorado, USA: IEEE, 2017. 748—755
84 Tu X K, Fang Y C. Ultra-deep neural network for face 98 Song X, Zhao X, Fang L J, Lin T W. Discriminative rep-
anti-spoofing. In: Proceedings of the 24th International resentation combinations for accurate face spoofing detec-
Conference on Neural Information Processing. Guangzhou, tion. Pattern Recognition, 2019, 85: 220—231
China: Springer, 2017. 686—695 99 Patel K, Han H, Jain A K. Cross-database face antispoof-
85 LiL, Feng X Y, Jiang X Y, Xia Z Q, Hadid A. Face anti- ing with I‘Obl.lst feature representatic?n. In: .Proceedin.g.s of
. . . the 11th Chinese Conference on Biometric Recognition.
spoofing via deep local binary patterns. In: Proceedings Chenedu. China: Spri 2016. 611—619
of the 2017 IEEE International Conference on Image Pro- engdu, 1na: Sprimger, ’
cessing. Beijing, China: IEEE, 2017. 101—105 100 Tronci R, Muntoni D, Fadda G, Pili M, Sirena N, Murgia
. . G, et al. Fusion of multiple clues for photo-attack detection
86 Lucena O, Jumo? A MOI& Vv, Souz.a R, Valle E, Lotufo in face recognition systems. In: Proceedings of the 2011 In-
R. Transfer. learning using convol}ltlonal neural networks ternational Joint Conference on Biometrics. Washington,
for face anti-spoofing. In: Proceedings of the 14th Interna- DC, USA: IEEE, 2011. 1—6
tional Conference Image Analysis and Recognition. Mon- . .
treal, Canada: Springer, 2017. 27—34 101 Siddiqui T A, Bharadwaj S, Dham.echa T I, Agarwal A.,
Vatsa M, Singh R, et al. Face anti-spoofing with multi-
87 Nagpal C, Dubey S R. A performance evaluation of con- feature videolet aggregation. In: Proceedings of the 23rd
volutional neural networks for face anti spoofing. arXiv International Conference on Pattern Recognition. Cancun,
Preprint arXiv: 1805.04176, 2018. Mexico: IEEE, 2016. 1035—1040
88 Rehman Y A U, Po L M, Liu M Y. LiveNET: Improv- 102 Kose N, Dugelay J L. Mask spoofing in face recognition
ing features generalization for face liveness detection using and countermeasures. Image and Vision Computing, 2014,
convolution neural networks. Expert Systems with Appli- 32(10): 779789
cations, 2018, 108: 159—169 103 Ojala T, Pietikainen M, Maenpaa T. Multiresolution gray-
89 Liu Y J, Jourabloo A, Liu X M. Learning deep models sc.ale and rotation invariant textul"e classification with locz?l
for face anti-spoofing: Binary or auxiliary supervision. binary pat‘terns. IEEE Transactions on Pattern Analysis
In: Proceedings of the 2018 IEEE/CVF Conference on and Machine Intelligence, 2002, 24(7): 971987
Computer Vision and Pattern Recognition. Salt Lake City, 104 Haralick R M, Shanmugam K, Dinstein I. Textural fea-
USA: IEEE, 2018. 389—398 tures for image classification. IEEE Transactions on Sys-
. ) . tems, Man, and Cybernetics, 1973, SMIC-3(6): 610—621
90 Ning X, Li W J, Wei M L, Sun L J, Dong X L. Face
anti-spoofing based on deep stack generalization networks. 105 Poh M Z, McDuff D J, Picard R W. Advancements in non-
In: Proceedings of the 2018 International Conference on contact, multiparameter physiological measurements using
Pattern Recognition Applications and Methods. Funchal, a webcam. IEEE Transactions on Biomedical Engineering,
Madeira, Portugal: SCITEPRESS, 2018. 2011, 58(1): 7-11
91 LiHL, Li W, Cao H, Wang S Q, Huang F Y, Kot A C. Un- 106 A.delson EH, WangJY A. S%ngle lens stereo with a p%enop—
L . g . tic camera. IEEE Transactions on Pattern Analysis and
supervised domain adaptation for face anti-spoofing. IEEE Machine Intelligence, 1992, 1(2): 99—106
Transactions on Information Forensics and Security, 2018, ’ ’ ’
13(7): 1794—1809 107 Perona P, Malik J. Scale-space and edge detection using
anisotropic diffusion. IEEE Transactions on Pattern Anal-
92 Manjani I, Tariyal S, Vatsa M, Singh R, Majumdar A. De- ysis and Machine Intelligence, 1990, 12(7): 629—639
tecting silicone mask-based presentation attack via deep .
dictionary learning. IEEE Transactions on Information 108 He K M, Z'hang XY, Rén S Q, Sun J', Deep residual
Forensics and Security, 2017, 12(7): 1713—1723 learning for image recognition. In:. Proceedmgs of the 2016
IEEE Conference on Computer Vision and Pattern Recog-
93 LiHL, He P S, Wang S Q, Rocha A, Jiang X H, Kot A C. nition. Las Vegas, USA: IEEE, 2016. 770—778
Lea.rning generalized deep fe?‘ture representaFion for fa.ce 109 Hochreiter S, Schmidhuber J. Long short-term memory.
anti-spoofing. IEEE Transactions on Information Forensics Neural Computation, 1997, 9(8): 1735—1780
and Security, 2018, 13(10): 2639—2652
110 Wolpert D H. Stacked generalization. Neural Networks,
94 Gan J Y, Li S L, Zhai Y K, Liu C Y. 3D convolutional 1992, 5(2): 241-259
Tleural network based on.face anti-spoofing. In: Pr.ocee(.i- 111 Ting K M, Witten I H. Stacked generalization: When does
ings of the 2nd International Conference on Multimedia . . . .
K K it work? In: Proceedings of the 15th International Joint
and Image Processing. Wuhan, China: IEEE, 2017. 1-5 Conference on Artifical Intelligence. San Francisco, USA:
95 Feng L T,PoL M, LiY M, Xu XY, Yuan F, Cheung T C Morgan Kaufmann Publishers Inc, 1997. 866—871
H, et al. Integration of image quality and motion cues for 112 Tran D, Bourdev L, Fergus R, Torresani L, Paluri M.
face anti-spoofing: A neural network approach. Journal of Learning spatiotemporal features with 3D convolutional
Visual Communication and Image Representation, 2016, networks. In: Proceedings of the 2015 IEEE International
38: 451-460 Conference on Computer Vision. Santiago, Chile: IEEE,
96 Asim M, Ming Z, Javed M Y. CNN based spatio-temporal 2015. 4489—4497
feature extraction for face anti-spoofing. In: Proceedings 113 Parkhi O M, Vedaldi A, Zisserman A. Deep face recogni-

of the 2nd International Conference on Image, Vision and
Computing. Chengdu, China: IEEE, 2017. 234—238

tion. In: Proceedings of the 2015 British Machine Vision
Conference. Swansea, UK: BMVA Press, 2015. 41.1—41.12



8

# I E AR IS (AR A £

1821

114

115

116

117

118

119

120

121

122

123

124

125

126

127

Zhao G Y, Pietikainen M. Dynamic texture recognition
using local binary patterns with an application to facial
expressions. IEEE Transactions on Pattern Analysis and
Machine Intelligence, 2007, 29(6): 915—928

Liu W, Anguelov D, Erhan D, Szegedy C, Reed S, Yang F
C, et al. SSD: Single shot MultiBox detector. In: Proceed-
ings of the 14th European Conference on Computer Vision.
Amsterdam, The Netherlands: Springer, 2016. 21—37

Tan X Y, Li Y, Liu J, Jiang L. Face liveness detection from
a single image with sparse low rank bilinear discriminative
model. In: Proceedings of the 11th European Conference
on Computer Vision. Crete, Greece: Springer, 2010. 504—
517

Anjos A, Marcel S. Counter-measures to photo attacks in
face recognition: A public database and a baseline. In:
Proceedings of the 2011 International Joint Conference on
Biometrics. Washington, DC, USA: IEEE, 2011. 1-7

Costa-Pazo A, Bhattacharjee S, Vazquez-Fernandez E,
Marcel S. The replay-mobile face presentation-attack
database. In: Proceedings of the 2016 International Con-
ference of the Biometrics Special Interest Group. Darm-
stadt, Germany: IEEE, 2016. 1—-7

Patel K, Han H, Jain A K. Secure face unlock: Spoof detec-
tion on smartphones. IEEE Transactions on Information
Forensics and Security, 2016, 11(10): 2268—2283

Boulkenafet Z, Komulainen J, Li L, Feng X Y, Hadid A.
OULU-NPU: A mobile face presentation attack database
with real-world variations. In: Proceedings of the 12th
IEEE International Conference on Automatic Face and
Gesture Recognition. Washington, DC, USA: IEEE, 2017.
612—618

Chingovska I, Erdogmus N, Anjos A, Marcel S. Face recog-
nition systems under spoofing attacks. Face Recognition
Across the Imaging Spectrum. Cham: Springer, 2016.

Raghavendra R, Raja K B, Venkatesh S, Cheikh F A,
Busch C. On the vulnerability of extended multispectral
face recognition systems towards presentation attacks. In:
Proceedings of the 2017 IEEE International Conference on
Identity, Security and Behavior Analysis. New Delhi, In-
dia: IEEE, 2017. 1-8

Liu S Q, Yang B Y, Yuen P C, Zhao G Y. A 3D mask
face anti-spoofing database with real world variations. In:
Proceedings of the 2016 IEEE Conference on Computer Vi-
sion and Pattern Recognition Workshops. Las Vegas, USA:
IEEE, 2016. 100—106

Agarwal A, Yadav D, Kohli N, Singh R, Vatsa M, Noore A.
Face presentation attack with latex masks in multispectral
videos. In: Proceedings of the 2017 Computer Vision and
Pattern Recognition Workshops. Honolulu, USA: IEEE,
2017. 275—283

International Organization for Standardization. ISO/IEC
30107-3. Biometrics, Information Technology-Biometric
Presentation Attack Detection — Part 1: Framework,
2016.

De Freitas Pereira T, Anjos A, De Martino J M, Marcel
S. Can face anti-spoofing countermeasures work in a real
world scenario? In: Proceedings of the 2013 International
Conference on Biometrics. Madrid, Spain: IEEE, 2013. 1—
8

Zhao X C, Lin Y P, Heikkild J. Dynamic texture recog-
nition using volume local binary count patterns with an
application to 2D face spoofing detection. IEEE Transac-
tions on Multimedia, 2018, 20(3): 552—566

128

129

130

Boulkenafet Z, Komulainen J, Akhtar Z, Benlamoudi A,
Samai D, Bekhouche S E, et al. A competition on gen-
eralized software-based face presentation attack detection
in mobile scenarios. In: Proceedings of the 2017 IEEE In-
ternational Joint Conference on Biometrics. Denver, Col-
orado, USA: IEEE, 2017. 688—696

Jourabloo A, Liu Y J, Liu X M. Face de-spoofing: Anti-
spoofing via noise modeling. In: Proceedings of the 15th
European Conference on Computer Vision. Munich, Ger-
many: Springer, 2018.

Wang Z Z, Zhao C X, Qin Y X, Zhou Q S, Lei Z. Exploit-
ing temporal and depth information for multi-frame face
anti-spoofing. arXiv Preprint arXiv: 1811.05118, 2018.

BRE  hERERE RSO RERA
WFoE B9t 4. 2012 4FRIGREER
FUENA A SRR L 220 £
TERETE T 1) S N3 A Aez I, TS AL
oA .

E-mail: jiangfangling@cigit.ac.cn
(JIANG Fang-Ling Ph.D. candi-
date at Chongqging Institute of Green

and Intelligent Technology, Chinese Academy of Sciences.

She received her master degree from Tianjin University in

2012. Her research interest covers face anti-spoofing, com-

puter vision, and pattern recognition.)

~ W

XUMBHE o [ RL A= BE 2K 4 60 B RE RO
WFFEBE BRI ST . 2016 4F 4R A5 H A}
SBE A ST L.
S5 ) Ry NGRS, i Sk el 15 351
E-mail: liupengcheng@cigit.ac.cn
(LIU Peng-Cheng
tant at Chongqing Institute of Green
Chinese

Research assis-

and Intelligent Technology,

Academy of Sciences. He received his Ph.D. degree from

the Institute of Automation, Chinese Academy of Sciences

in 2016. His research interest covers face recognition and

cross-domain image recognition.)

|

B#E bR RS (8 A
BEFTBERIBFIC L. 2009 4FFK7EH B2

e Be A S LB RT Top i . BEmt
L TSR, SO A AT, ARG
—_ ARIGEFEE.

E-mail: zhouxiangdong@cigit.ac.cn
? (ZHOU Xiang-Dong
‘ professor at Chongqing Institute of

Associate

Green and Intelligent Technology, Chinese Academy of Sci-

ences. He received his Ph. D. degree from the Institute of

Automation, Chinese Academy of Sciences in 2009. His

research interest covers handwriting recognition, ink docu-

ment analysis, and face recognition. Corresponding author

of this paper.)



