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A Reliability Communication Approach for Power Wide Area
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Abstract The communications of a wide area protection system are transforming from point-to-point to net-
worked connections. Guaranteeing the real-time and reliability of communication services under a congestion state
has become an urgent issue. Aiming at the problem of transmission control protocol (TCP) cannot guarantee real-
time and user datagram protocol (UDP) cannot guarantee reliability, a UDP transmission scheme based on the
mechanism of combining error correction, error detection, and retransmission for application messages is proposed.
This scheme can provide low delay and reliable transmission service for applications. An original BCH (Bose-
Chaudhuri-Hocquenghem) code is selected as the error correction coding algorithm considering the complexity of the
algorithms, and a coding grouping method is designed. An experiment to verify the grouping method is also presen-
ted. We conduct theoretical analysis and simulations to verify the real-time of a message after employing the error
correction mechanism. To provide reliability under the condition of having burst errors and packet loss, the mech-
anisms of error detection in the application layer and datagram retransmission are further designed, and their real-
time performance is analyzed. The analysis reveals that the increased delays are nearly negligible when exploring
the mechanisms designed in this study of error correction, error detection, and retransmission. Moreover, this paper
presents a comprehensive application algorithm of the scheme and analyzes its reliability. The result shows that the
reliability provided by the proposed scheme is higher than the other UDP transmission scheme.
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B A SEIRfARAD

Input: Message
Output: Message with BCH coding
if 1 bytes < Length of message < 59 bytes then
Number of groups < 1;
Length of code word < 511;
Error correction capability < 2;
Integer < 9;
else if 60 bytes < Length of message < 115 bytes then
Number of groups < 4;
Length of code word < 255;
Error correction capability < 1;
Integer — 8;
else if 116 bytes < Length of message < 231 bytes
then
Number of groups < 8;
Length of code word < 255;
Error correction capability < 1;
Integer ~ 8;
else if 232 bytes < Length of message < 462
bytes then
Number of groups < 16;
Length of code word < 255;
Error correction capability < 1;
Integer — 8;
else if 463 bytes < Length of message < 1 400 bytes
then
Number of groups < 64;
Length of code word < 255;
Error correction capability < 1;
Integer — 8;
end if
k < Length of message x 8/Length of message;
n < Length of code word;
NW < n — Error correction capability x Integer;
LTNW—k]
fori=1to NW -k do
x; < 0;
Y= [y, y2, ", Ukl;
fori=1tok do

X~ [x17x27"

Y; < randi(1);

Z - [Y, X];

Msg < gf[Z];

Code < BCH encode[Msg,n, NW1;
Code < [01702,-” ,cn];

M < (k + Error correction capability x Integer)/16;

A~ [ay,ag, - ,a6);
for i=1to 16 do
a; < randi(1);
fori=1to M do
D—(D+A;);
D~ [dy,da,- - ,dig];
FCS < [e1,ea, - ,e16];
for i=1to 16 do
if d; = 0 then
e, =1;
else
e, =0
[Nmsg,Ccode] < BCHencode[Msg, Length of
code word, NW|;
Ceode < [dy,da, -+ ,dn];
B < [by,ba, -, big];
for i=1to 16 do
b; < randi(1);
for i =1to M do
DeFCS < (DeFCS + B;);
if DeFCS = FCS then
All errors were corrected;
End.

MR B IO 1 I$RIRATAVSCIGLER

FHEX BN k= 200 byte

WAEEF) y = DA 9F 9B 6B 78 D4 87 D2 15
D0 05 6B 6A 90 F2 B8 AC 0C FA 78 93 8E 29 EC 74

AT FMHNE BEFS8 M = DA 9F 9B 6B 78 D4
87 D2 15 D0 05 6B 6A 90 F2 B8 AC 0C FA 78 93 8E 29
EC 74 00 00 00 00 00 00

D5 {5 B 5% C = 8F 41 5D AF 1E 20 47 97 FE
E8 A4 C8 D6 75 F2 0C 19 1E A2 96 84 54 99 D2 47 00 00
00 00 00 00 B5

HEAEEBEF S E = 00 00 00 01 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00

BRYF SN ¢ = 8F 41 5D AF 1E 20 47 97 FE E8
A4 C8 D6 75 F2 0C 19 1E A2 96 84 54 99 D2 47 00 00 00
00 00 00 B5

HAZEFERWEFSH M = DA 9F 9B 6B 78 D4 87
D2 15 DO 05 6B 6A 90 F2 B8 AC 0C FA 78 93 8E 29 EC
74 00 00 00 00 00 00

SR E T y' = DA 9F 9B 6B 78 D4 87 D2 15 DO
05 6B 6A 90 F2 B8 AC 0C FA 78 93 8E 29 EC 74
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g
¥

i 47 %

MR C M 2 (ISEIRATHYSCIGLER

X KR k= 200 byte

HAfEEF5N y = 38 6A 39 89 6B 4F 69 7A 6D 49
21 99 43 83 09 23 7A 3E 10 66 A9 FF 8F 2C C1

HAERENBMNGBFSIA M = 38 6A 39 89 6B 4F
69 TA 6D 49 21 99 43 83 09 23 7A 3E 10 66 A9 FF 8F 2C
C1 00 00 00 00 00 00

RIS BFES C = 38 6A 39 89 6B 4F 69 7TA 6D
49 21 99 43 83 09 23 7A 3E 10 66 A9 FF 8F 2C C1 00 00
00 00 00 00 FF

EREFEF ] E = 00 00 00 00 00 00 00 00 00 10 00
00 00 00 00 00 00 00 04 00 00 00 00 10 00 00 00 00 00 00
00 00

PG FIN C = 38 4A 39 89 6B 4F 69 7A 6D 49 21
99 43 83 09 23 7A 3E 10 E6 AB FF 8F 2C C1 00 00 00 00
00 00 BF

WA EEGEBWKERFS M = 38 4A 39 89 6B 4F 69
7TA 6D 49 21 99 43 83 09 23 7A 3E 10 E6 AB FF 8F 2C
C1 00 00 00 00 00 00

SEWE R ¢ = 38 4A 39 89 6B 4F 69 7TA 6D 49
21 99 43 83 09 23 7A 3E 10 E6 AB FF 8F 2C C1
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