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Iris Liveness Detection Based on Light Field Imaging

SONG Ping"? HUANG Ling® WANG Yun-Long? LIU Fei® SUN Zhe-Nan®

Abstract Light-field (LF) imaging is a new method to capture both intensity and direction information of visual objects,
providing promising solutions to biometrics. Iris recognition is a reliable personal identification method, however it is also
vulnerable to spoofing attacks, such as iris patterns printed on contact lens or paper. Therefore iris liveness detection
is an important module in iris recognition systems. In this paper, an iris liveness detection approach is proposed to
take full advantages of intrinsic characteristics in light-field iris imaging. LF iris images are captured by using lab-made
LF cameras, based on which the geometric features as well as the texture features are extracted using the LF digital
refocusing technology. These features are combined for genuine and fake iris image classification. Experiments were
carried out based on the self-collected near-infrared LF iris database, and the average classification error rate (ACER)
of the proposed method is 3.69 %, which is 5.94% lower than the best state-of-the-art method. Experimental results
indicate the proposed method is able to work effectively and accurately to prevent spoofing attacks such as printed and

screen-displayed iris input attacks.
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Flowchart of light-field iris liveness detection method
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T CBREEZER fRseal A, S R A A A
AN ] Gt 2 R ER (5, PR T R
PR 8 77 ¥ ] AR AN B (9 20 JERCR . T 555
FEA N R TR & 18, JE R 242, KB
SR I 2 AW 0 25 D DR 7 A B MRS T L, B2 T S
SHRFERA T RURF LSRN, PR 2erERf . T3¢
HR [14] 07 i BB DX BRI A AR, o ik
[F] IR R 36 22 Fh UL 2. T ATEAS SOR SRR A 2
i J A R B 2.

X AR 773k, B )51 APCER
AU A — AL B SE AR S5 FRAE ) APCER 3574
2.98 %, — > A BE JL PR 2 S0 LR AIE 15 98 1 O LS
FEAS B4 BT AT AR R A v, A5 4 0 S R 25 4 R AR
RIBN R S REA A AR A, [ LA Ak @ S
APCER Joikib—2 Bk 107 il T PR AR R R
BAREA B HSEREAR 2Z [ A R IR 55 K AR,
BERFIERL & 5 BPCER P T 4.41 %.

H DA 23 A m 0, AR SCHR HE A T B8 3 L
52 1432 DT RS AR ARG 00 32 el 5 AR I DX S
SR S R R U R B 1 45 B8 SCPRARRALE, 7T DA 2503
B B ST RS [ S 2 iy N s AR LI, A P A
TR AU T R 5 JERCR

B 1A SCIN Y = Fh-F- i B R MRS A, A T7
RN e . SUIRSF AR BB A X 1. SRR X
MR 26 I 1A SIS AR PR Sy B 2 300 B 5 N MR ) 45 4 0 S P,
PrASEE I X TP RS, ARPEAS S SRR 4l
R, SLARGEARRIERY X PE T 58 (94.41 %), SUREES

AR PEAEDGH i 55 (90.13 %), XTS5 HE . SCHR
SERMA A, ST RS R AL B DX 1k B AR s, H
EUBRRF AR R DX AT PRI IRAR 58, AR T A RSB IR 1
KA. DI, G A SE AR S A R AT AR 2
BURFE, A7 IR BE B W] DUA UM X BT A e i
ESLG P

4 i

ASCHE T — AR T ORI AR SR R BT
JEEIE ARG 3. B RS A =, G
FHPLRAEMT R G, FIHTHED G AR B, (8 1
P VAT R DX ) SE AR S5 A SRR AR, (5 A
PR EUT MR R W SRR, AR R Z 3T
FROERLA . 4325, T H s M R Bds 72, It
FATIEAE R . — AR BRI 214035 R 1A
K g s 2, B e 14 AR 28 A%, 257
T H HIR RS — A & AU T 21 A1 3 W R 1
o M RSCH . TEP Sz AR TR T 8 R
R AT BV A (B @ 4T BN 4R, =t 4t) . iPad
ot Y T B 26 3k = A A B AR I P . S 4 R
ZFelH, ARTFVETPAKTAE 1.6 m JEES, 30 cm SiR7EH
PN SRR ) SEEGARE A B 96.38 % 11435 (A6 TN Tl 2%
3.69 % WY V¥4 FAE IR, AH LI AT A% b 7
TZRPET; 6.25 %, T4 FEEE R FEAL 5.94 %.

ASCHE M I RE R . RS RS BE Y L R
PRAGIN 5y, G SRS A 2K, 8 AL
AT UL B EGCR AR AT B U R FE 042
P U 4ES G5 B, SRICHE Z A Bl T35 AR 0 A9 45 5
SRR T T 5 PAASE I P M 3. A VAN TR S
BRANRRE L R AV #%, AR OGS, BinT PASE
PRACHE B . ARl SR Bl e I 5 R B, Xk
BoR A E AT KAF. A7 EFE A RN T 415
BADCIA G BARN “Sefask, FRrE” I,
WX R 54 SR ESR BO IR E LS A, v A
[v) Fsf i R R DX 3 ) 7 A2 255 ) AR AE AT B 1) S0 L
A, 38 2 AR T S R v VR 3R ) T A U, A
BRSNS P 3 A ) YA SR AL T T R . ST
[14] Bk 7 3 BE B4 00 R 68 F DG S A AL T T
PRGN Y AT AT PR AN B0, A SCHE SCRR [14] 1 BL A
I SIS R, IR SRR N A A
T B TR, 81 22 R A Fl A RE 8 7] e %) 22 Fif
Vet A, AT o MERA SR s (ARG . A SR AS 2
ZA R BT BIR R AL, TOIREIEA T AR S .
R SRR A A R

References

1 Ruiz-Albacete V, Tome-Gonzalez P, Alonso-Fernandez F,
Galbally J, Fierrez J, Ortega-Garcia J. Direct attacks us-



91

RV BV S AR A L (A D 7 3k

1711

10

11

12

13

14

ing fake images in iris verification. In: Proceedings of the
2008 European Workshop on Biometrics and Identity Man-
agement. Heidelberg, Berlin: Springer, 2008. 181—190

Tomeo-Reyes I, Liu-Jimenez J, Rubio-Polo I, Redondo-Justo
J, Sanchez-Reillo R. Input images in iris recognition sys-
tems: a case study. In: Proceedings of the 2011 IEEE In-
ternational Systems Conference. Montreal, Canada: IEEE,
2011. 501—-505

Gupta P, Behera S, Vatsa M, Singh R. On iris spoofing using
print attack. In: Proceedings of the 22nd International Con-
ference on Pattern Recognition. Stockholm, Sweden: IEEE,
2014. 1681—1686

Yambay D, Doyle J S, Bowyer K W, Czajka A, Schuckers
S. LivDet-Iris 2013-iris liveness detection competition 2013.
In: Proceedings of the 2014 IEEE International Joint Con-
ference on Biometrics. Florida, USA: IEEE, 2014. 1-8

Rigas I, Komogortsev O V. Eye movement-driven defense
against iris print-attacks. Pattern Recognition Letters, 2015,
68(12): 316—326

George A, Routray A. A score level fusion method for eye
movement biometrics. Pattern Recognition Letters, 2016,
82(12): 207—-215

Komogortsev O V, Karpov A, Holland C D. Attack of me-
chanical replicas: liveness detection with eye movements.
IEEE Transactions on Information Forensics and Security,
2015, 10(4): 716—725

Connell J, Ratha N, Gentile J, Bolle R. Fake iris detection
using structured light. In: Proceedings of the 2013 IEEE
International Conference on Acoustics, Speech and Signal
Processing. Vancouver, Canada: IEEE, 2013. 8692—8696

Pacut A, Czajka A. Aliveness detection for iris biometrics.
In: Proceedings of the 40th Annual 2006 International Car-
nahan Conferences on Security Technology. Kentucky, USA:
IEEE, 2006. 122—129

Daugman J G. Recognizing persons by their iris patterns:
countermeasures against subterfuge. Biometrics: Personal
Identification in a Networked Society. New York: Springer,
1999. 103—121

Lee E C, Park K R, Kim J. Fake iris detection by using Purk-
inje image. In: Proceedings of the 2006 International Con-
ference on Biometrics. Heidelberg, Berlin: Springer, 2006.
397—403

Lee S J, Park K R, Kim J. Robust fake iris detection based
on variation of the reflectance ratio between the iris and the
sclera. In: Proceedings of the 2006 Biometrics Symposium:
Special Session on Research at the Biometric Consortium
Conference. Baltimore, Maryland: IEEE, 2006. 1—6

Czajka A. Pupil dynamics for iris liveness detection. IEEE
Transactions on Information Forensics and Security, 2015,
10(4): 726—735

Raghavendra R, Busch C. Presentation attack detection on
visible spectrum iris recognition by exploring inherent char-
acteristics of light field camera. In: Proceedings of the 2014
IEEE International Joint Conference on Biometrics. Florida,
USA: IEEE, 2014. 1-8

15

16

17

18

19

20

21

22

23

24

25

26

27

He Z Z, Sun Z N, Tan T T, Wei Z S. Efficient iris spoof de-
tection via boosted local binary patterns. In: Proceedings
of the 2009 International Conference on Biometrics. Heidel-
berg, Berlin: Springer, 2009. 1080—1090

Komulainen J, Hadid A, Pietikdinen M. Generalized tex-
tured contact lens detection by extracting BSIF descrip-
tion from Cartesian iris images. In: Proceedings of the 2014

IEEE International Joint Conference on Biometrics. Florida,
USA: IEEE, 2014. 1-7

Raghavendra R, Busch C. Robust scheme for iris presen-
tation attack detection using multiscale binarized statistical
image features. IEEE Transactions on Information Forensics
and Security, 2015, 10(4): 703—715

Alonso-Fernandez F, Bigun J. Exploting periocular and
RGB information in fake iris detection. In: Proceedings
of the 37th International Convention on Information and
Communication Technology, Electronics and Microelectron-

ics. Opatija, Croatia: IEEE, 2014. 1354—1359

Hu Y, Sirlantzis K, Howells G. Iris liveness detection us-
ing regional features. Pattern Recognition Letters, 2016, 82:
242—250

Kohli N, Yadav D, Vatsa M, Singh R, Noore A. Detecting
medley of iris spoofing attacks using DESIST. In: Proceed-
ings of the 8th IEEE International Conference on Biometrics
Theory, Applications and Systems. New York, USA: IEEE,
2016. 1-6

Galbally J, Ortiz-Lopez J, Fierrez J, Ortega-Garcia J. Iris
liveness detection based on quality related features. In: Pro-
ceedings of the 5th IAPR International Conference on Bio-
metrics. New Delhi, India: IEEE, 2012. 271—-276

Galbally J, Marcel S, Fierrez J. Image quality assessment
for fake biometric detection: application to iris, fingerprint,
and face recognition. IEEE Transactions on Image Process-
ing, 2014, 23(2): 710-724

Czajka A, Bowyer K W, Krumdick M, VidalMata R G.
Recognition of image-orientation-based iris spoofing. IEEE
Transactions on Information Forensics and Security, 2017,
12(9): 2184—2196

He L X, Li H Q, Liu F, Liu N F, Sun Z N, He Z F. Multi-
patch convolution neural network for iris liveness detection.
In: Proceedings of the 8th IEEE International Conference
on Biometrics Theory, Applications and Systems. New York,
USA: IEEE, 2016. 1-7

Raghavendra R, Raja K B, Busch C. ContlensNet: robust
iris contact lens detection using deep convolutional neural
networks. In: Proceedings of the 2017 IEEE Winter Confer-
ence on Applications of Computer Vision. Santa Rosa, USA:
IEEE, 2017. 1160—1167

Ojansivu V, Rahtu E, Heikkila J. Rotation invariant local
phase quantization for blur insensitive texture analysis. In:
Proceedings of the 19th International Conference on Pattern
Recognition. Florida, USA: IEEE, 2008. 1—4

Dansereau D G, Pizarro O, Williams S B. Decoding, calibra-
tion and rectification for lenselet-based plenoptic cameras.
In: Proceedings of the 2013 IEEE Conference on Computer
Vision and Pattern Recognition. Portland, Oregon: IEEE,
2013. 1027—1034



1712 H 3l

45 %

28 Ng R, Levoy M, Brédif M, Duval G, Horowitz M, Hanra-
han P. Light Field Photography with a Hand-Held Plenoptic
Camera, Stanford Technical Report CTSR 2005-02, 2005

29 Ng R. Fourier slice photography. ACM Transactions on
Graphics, 2005, 24(3): 735—744

30 Pech-Pacheco J L, Cristébal G, Chamorro-Martinez J,
Ferndndez-Valdivia J. Diatom autofocusing in brightfield
microscopy: a comparative study. In: Proceedings of

the 15th International Conference on Pattern Recognition.

Barcelona, Spain: IEEE, 2000. 314—317

31 Information Technology  Biometrics Presentation Attack
Detection  Part 3: Testing, Reporting and Classification

of Attacks, ISO/IEC Standard JTC 1/SC 37 30107-3, 2014

32 Saad M A, Bovik A C, Charrier C. Blind image quality as-
sessment: a natural scene statistics approach in the DCT do-
main. IEEE Transactions on Image Processing, 2012, 21(8):
3339—-3352

33 Mittal A, Moorthy A K, Bovik A C. No-reference image
quality assessment in the spatial domain. IEEE Transac-
tions on Image Processing, 2012, 21(12): 4695—4708

34 Moorthy A K, Bovik A C. Blind image quality assess-
ment: from natural scene statistics to perceptual qual-
ity. IEEE Transactions on Image Processing, 2011, 20(12):

3350—3364

35 Kannala J, Rahtu E. BSIF: binarized statistical image fea-
tures. In: Proceedings of the 21st International Confer-
ence on Pattern Recognition. Tsukuba, Japan: IEEE, 2012.
1363—1366

36 Lowe D G. Distinctive image features from scale-invariant
keypoints. International Journal of Computer Vision, 2004,
60(2): 91-110

37 Kokkinos I, Bronstein M, Yuille A. Dense Scale Invariant

Descriptors for Images and Surfaces, Research Report, IN-
RIA RR-7914, 2012

38 Ojala T, Pietikdinen M, M&enpaa T. Multiresolution gray-
scale and rotation invariant texture classification with local
binary patterns. IEEE Transactions on Pattern Analysis and
Machine Intelligence, 2002, 24(7): 971—987

39 Guo Z H, Zhang L, Zhang D. Rotation invariant texture clas-
sification using LBP variance (LBPV) with global matching.
Pattern Recognition, 2010, 43(3): 706—719

ROF P EEBREBEE S LT TR
IR TR 22 B b 2E BBk & B 52 il
WFFEAE. EEWFTE 7 10 R A WA AE TR0
E-mail: songping2016@ia.ac.cn
(SONG Ping  Master student at
the Institute of Automation, Chinese

e

tomation, Harbin University of Science and Technology.

Academy of Sciences and School of Au-

His main research interest is biometrics.)

B OB MR TR A S B
$2. 2007 4EARAG R Tl R 2E 4 i R
P H TR ZEHFTT 1
R RGN A SR, FS
A R R ARV RS PG W . AR
SCEEEE.

E-mail: mail_huangling@163.com
(HUANG Ling Professor at the School of Automation,
Harbin University of Science and Technology. She received
her Ph.D. degree from Harbin Institute of Technology in
2017. Her research interest covers the analysis and synthe-
sis of networked control systems, the signal processing and
recognition, and the theory and application of intelligent

control. Corresponding author of this paper.)

Ik TEBEEARARYASNLRYS

T E B BE B Sh AR ST BT IR A B R 1L

WHFELE. BRI e AL, AP
AETRH, HLasr>d.

X f E-mail: yunlong.wang@Qcripac.ia.ac.cn

‘ . . (WANG Yun-Long Ph.D. candi-

: date at the Institute of Automation,

Chinese Academy of Sciences. His research interest covers

pattern recognition, machine learning, light field photogra-

phy, and biometrics.)

X 3E hRHBE A ertE s, TEEE
S0 FEWT AT R BOR, R
YRR

E-mail: fei.liu@nlpr.ia.ac.cn

(LIU Fei
Automation, Chinese Academy of Sci-

Postdoctor at Institute of

ences, IEEE member. Her research in-
terest covers computational photography, biometrics.)

WER T EREERE H LB R ET
B, 2006 43R4 H EREBE A S LRTST
Eﬁ@i Br. EERETEIT 18] R A W) RFAE
P, AR BT S

E-mail: znsun@nlpr.ia.ac.cn

(SUN Zhe-Nan
Institute

Professor at the
of Automation, Chinese
Academy of Sciences. He received his Ph.D. degree from
the Institute of Automation, Chinese Academy of Sciences
in 2006. His research interest covers biometrics, pattern

recognition and computer vision.)



