5§45 % 55 1 H 3 k¥ W Vol. 45, No. 1
2019 £ 1 H ACTA AUTOMATICA SINICA January, 2019

ETIM T FREFRANEEENERYERE D
FE F4

B HAE R R BRI AR R S 9 ) FL D A SR C FL I 2. AR —FiE BB R 4 (Cyber-physical
system, CPS), A LI i ) P4 AN S ST 80T 05 S A 0 I A0 L. 18 P 1A P 325 22 2 4 T 2 1Y B SO A5 ) 4 ) 2L
BERX P2, BN AREAE AR BRL (5 S0 0 2 iy, et L P R A Y WY B 4. AR SCE RIS TR REE
W R G DY (B33 ) AT MOty 2628, I8 d DAL B 37 SRS (4 TR . 2 17—l DL P30 P B8 WA 2 DA s ol
BB, MRS ST B REER XU B I SR 18 oG, RIS A o A Bl A T A D g, e
HEBE R R AN 58 27 B GRS 52 x5 B S, 152 DO A3 i e, T 8 Mol A9 2R 2. R, 25 JB el R
P 2 T PO AR, REAS AT RO B Bl 4 AT DR SR A 3 e e U A9 R T e 2 B ) g 2 R B 3 22 (]
(RS IEAT 04T, 453 RESTA (Y  f AS, OR300 At SR AL B 37 2 1) S Bl 47 SR A 26 B, DL H
BUZERLR RS (i B2 0 SO i IS8, I FL R LB 97 SR, AT 2 RS BB HRIM A7 B 2 A KRBT TR (1 2%
KA (FEYHAL, HREHRM e, MATGE, YT, DT SR

SImtER 2%, 2. BT T SR BIRL Y R B L F B AT E E LR, 2019, 45(1): 98—109

DOI 10.16383/j.aas.2018.c180336

Cyber-physical Security Analysis of Smart Grids With

Bayesian Sequential Game Models
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Abstract A smart grid is a network which uses communication and information technologies to optimize the transmission
and distribution of power from suppliers to consumers. As a kind of cyber-physical system (CPS), a smart grid consists
of the network part of data computing and communication and the physical part of all devices. Many security issues arise
in both components of the grid, such as injecting bad data, collecting customer privacy information (cyber attacks) and
attacking the grid physical devices (physical attacks). In this paper, we study how the system administrator (defender)
can determine the type of attack and make optimal protection strategy. We propose a Bayesian sequential game model to
defermine the type of attack, and analyze the equilibrium strategy of both game sides according to the sequential game
tree. Firstly, we construct a static Bayesian game model between the attacker of an indeterminate type and the defender.
We transform the incomplete information game into a complete information game through Harsanyi transformation, and
analyze the Bayesian Nash equilibrium to determine the type of attacker. Secondly, we consider the sequential game model
between attackers and defenders, which can effectively help defender to make decision in dynamic networks. Through the
backward induction, the game tree is analyzed between two types of attackers and defenders, respectively. Then we obtain
the equilibrium path of the game tree and make the optimal strategies for both players. It is shown that the defender can
determine the type of attacker and make the optimal strategy by the Bayesian sequential game model, which provides a
reference for the security research on smart grids.
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Table 1  The type of attacker is a cyber attack
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(11)

= fw — w (12)

(1= wp2(2a = Dw — cq) +

(1 =) =p2)(—Pw —ca) =

(2a+ 8 —1)(1 — pwpz — (Bw + ca)
(13)

Bl 37 SR BBOA By 3 S s i) S0 B i 2tk
E(nd) = (1 — 1)wp.

Yo 3 R Yy P I, SR Bk SR 1 S 2
Wt Ay

Ey(a) = (1—p)
(1—p)
20wgy (1 — 1) + ) =
(1~ 1)(20wg; (15)

ks S A FET T I, R BOCAS B0l SR 4 30
Hliaih

(14)

(1 — 2a)w Cip) +

(1-q)(w—cyp) =
(1—p)(w

—w+cip)

E,(na) =0 (16)

Y E(d) = E(nd) B}, ] PARS 3 Yo 3 25 80K
Py BRI, SR G 35 4 S A 3R ps = (Bw
+ ca)/((2a+ B)(1 — pw). & Ey(a) = Ey(na) I,
AT ARG B 473 SR B9y 3 9 4 SR Al ¢ = (w
— Cip) /20w, HIEHTHEL, Y p > (2aw — cq) /(204
Bw) W, (R LA py BIMERIH), DA g5 AR
B, 1) TR RN DL ah A O

S DL B R A ) M ] T 2 o
KA 25w, Bl DOS ¥ if; (Denial of service
attacks), ¥ H 9 Wi (Routing disruption at-
tacks). AT BEAE ST IR BE HL I 1 L A, A
R RS B R TIRAES. ARG H A
KE, FFELITH AR — A I EE, Rk LM
(49 19X 2% 2 14 30 S e U A2 R A . S DL o e g A
BUR] DAAR R DU S gh A2 i g B R e g 4 kAT
PRI, PRI A RIS R SRR IR, e 3
FUEB 4 WA, A SOMRAIE B 5 A 80 R M 28 MUk 1Y)
MR DU ST A A 3 A A, 7T DARA Mot 3 i 2 4.
T T 2 S AU A8 1Y TR0 R, AT DA 2 e F
1) A 2 LA (5 A FR ) R eI LI R TS s 2
Ty M 2 B A .

2 FREZRBMBERZE
2.1 FREFER

ST RE PRI 0 I 5% 2% 4 R ) BE 2 AR IO
o3 5l 2 W 28 BUt A4 . W) BRI AN B4 5 Z 1]
— XN, TG i e i, R
3 hh— ﬁE’JfFﬂE Vi 2 T S ST R R0 TR ) A
W, B afE BRYHEE; Yol B M el ik
RS, Je— NESENEEE, NI dhE M E 2

[ B 155 ~/\5<5U\75é1 BT BRI %
TR BEE, RS i T IA I T . T

RIFR AR R, R A 128 5 w80 ir
AT RESENE, 45 I ZRR T A W eI R 45 2R . I
T B3P 2 AR R T e 5 R I, 4 aIR AR
W as AT _E— RSk as, X B T I AT
i —ANE RIS (Markov process) B0,
M Un(S,a) R4 urREEZE T S ml s fs
oL, A2 M4 Enlas 2 E—RESMIEE Un—1(S,a’) Il
ATl ACS, a,d), HREARN
Uh(S (Z) = Uh_1(S a') + A(S a d) (17)
Hrp, d FREFEMIREE, o R S BT R
Hemg, BT E R G R R TR UK, FTRA o

FRTZETT S WX PR AT R s P Y
a U P, HETT S VUGB, B
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4l

RGN REER IR 0, S 15ETT S NP I,
ESARBGIIRR . 25 a ZRPE R, 24
W3ETr S NBGEE R, ERAIE; SRR S
BRIy, B A RIERIE R I, WK 3 PR,

K3 AT Rl

Table 3  The payoff of the behavioral function
A(S,a,d) a TG A a BT
S AYtiE d x Impact(a) 0
S HBiE —Impact(a)? d x Impact(a)

AR B o X 2R Ty 7 AR ) 52 ) R AR
Impact(a), B HE 66 M )£ % (Confidential-
ity). 52V (Integrity). v 4 (Availability) Fl
24tk (Safety) 4k, 4 51H Cla), I(a), Ala),
SF(a) FR, Jf HARYE 8 2% 3 0 BUE 45 518
We, Wi, wa, Wsp. HH Impact(a) & AN

Impact(a) = weC(a) +wrl(a) +

waA(a) + wsrSF(a) (18)

2.2 WERE

M T REME X i R WL IR Z TR
FE SR HEAT A, A SCHR T — PRk, dad
W] AR R BTSRRI ) G SR AR AT AT
TR R A DAl S I — D TSR R HR 4G
BEAS PR LS RUORIE I 5 2503 SO — > 112, 12
BEAS TR AP OR L AV, X LR AN A1 2 8 1 O
A2 TIOR8, AR — A LA
TG, — R E RN I g T IR AR b
—ERAR, X ARERAERR IIBHRAR. T SR TSR
KSR AT YA, 38 0 308 ) MR A G — A 1R
THig, MR AR A TR A4, AR
FERI ORI B3 22, T DATEHE MRy 05 K, 1
T REEATAR IR

X1l HEEZE

B REVIE:

we, wr, wa, wsr, C(a), I(a), A(a), SF(a)

B 2. F IR

BEAN PRI SRR Tl R B 4P R IR
ZR0r SCRTR B R B 17 SR s TSR AR 1 e
Hd.

S8 3. IaiE:

A0 (18) Ky 5KmE a 1) Impact(a); MR
(17) MR 3 W] DASK H 1A f A o 5T LAl ot
{H, Wraadiaa(E#Ry (0, 0), A ARt e, e
H B E R

PIR 4. BER:
fori=d; i>0; :—— do
if R RO IR then
W G 84y S Bt B IR (8L, PR
Wit (B B AT Ry SRS
end if
if PSEATACNBIE IR then
M G S0y S B E W AR R, PR
WETRIER Y ONIE I S
end if
end for

3 FRIEFEENBERESH

28 S DU R GRS, e i 28
B, 12T R 20 SN PR 2SR Moty 2 A 4
PEAT P SR GRRUEL SR 0 A, A SR o 3 A
Ao, R H 7 e A T VAR 0o 8 149 e 00 A S
B9 1) o I Bl 47 SR s

3.1 MMERNKEE

Wit 5 BT 5 AN 14 2 R 8 7 ) R B RE A B )
I, B FL A AT fE 52 21 2 o i R AN 0t 4 B -
N T HEE IR T T AR B R, R T A 2R e
[P0 2% i F =y B o

1) MR T Todi B RE F I i 19 25 41
.

T (Jamming): 68 FLIN HYE F RS
oz BBk, BRI o5 Bodr. T8GR R
26 il 55 Bt i) — A, THUMBLZE TR GEALE Z A
A BRI AN R A, R ) S R
WL L

ZIWrEl; (Eavesdropping): X nJ DA I 4
90 2% 2 R SR BT S, DR R i P IR 2 254
PAR RO ARAT 2, TN P B ALt R Xl
gl USRI 2 1945 2., 2T 2 HyaLER. Bl
N, ek ] AR RG22 () 45 i, Mad fE s
HEWr RS, R INEREE RA B 2 B AT
-

Bl Ay (Data injection): Zrdi# ) HAx
Hu X4 i BCE AR A I AR AE S, BEA5
DAY HEL T 7 SR AR AT 768 A R, DA KA R A LR
R E R RN AT, BN A BRI ETHIR.
P ALt 2 A B T s RS A VT, i
LR M RIIR, AT AR HEAE 24 45 B4 e 2 AN 5 R
4 (SCADA) RGir, BRI HEA T ] PASE
FEA R A A )

2) YRR N BGE A BEh R AR R AP AL
k.
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ReMi &7 (Terrorist): 55— E R 72 o F 1 &
AETE 2014 AR, 28 A KR A BB e L
TR ] 4 E s LA 2400 A5 A
F- Tk 35 B R4 JE 0N A FELAS F Sl 1) L ) R G0
JE#%, MU L R GRS, BT B RO
5| % A S

HEI T (Steal): TUaid W o i M 8 @ 4,
P T R A SR i BRI 45 L . )
ﬁﬂf %ﬁiﬁﬁﬁ?%@%%@ﬂﬂ‘]‘l 3000 A st
E& 11 .

H ok ok FEI; (Natural disaster): H KK FE L
3 R B R P B A, JE UK K4,
7N T A6 EE 2 A ) B R AN ] EE PR Y S .
RS AR A 3t A A AT B, 2 X v o8 iy L 4 B e ol A
iy, I BE A K B A AR 3 B T 96 AR 2 AR AL
5000 73 AR T AR p5E L B

3.2 MEHEHMPPENFREEREST

N TR RE RN 4. P RAI] SERLIEAT,
FEB T S HE LA SO A S E bR
HEARGFFEGEER T, 0 TR e M AL 4, e =
NARR: %M (Confidentiality) . SE#4: (In-
tegrity) Fln] ¥ (Availability). HF % 68 B M 4
AR, AN S B R n H i B ), etk
(Safety) ZIRt @ 2 K HEN. EE 2004 4 2 H
iR KRS BAME B R R LA ShnifE) (Federal
information processing standard 199, FIPS 199)
WAL AT REE TG . S, mT
AW EEN, A SCHEIE TR, . S
T4 i L IR ) O 2 222 4, HCH i) S R M e A
(1), FHUCR BT Y, 5 Ja R PR A e k.
AR A 48 22 4 F5 SR IAUE 7390 wr = 0.4, wa
= 0.3, we = 0.2, wgp = 0.1. MLITHTFILIL
i (Jamming) . HiWTH; (Eavesdropping) . £dEit
AYiti (Data injection) 735 acj, ace Fl acq 3
N, HH G, FRARRICGE KBS, B 68 BN BB
.23 SRR B 1 5, i an 54045 2 (Key manage-
ment) . TP (Jamming defense), H dm,jay 7
N, Hot dene FRANRBTAREE. AR X 8 W 28
X FiE FEL I 1) S0, i o U SRS I e g, Horbsg
WA, s Bl L m, h R ([ <m < h). 1§
Pz (18) WIIHFMAT MR a BRI PREL, (N3 4
Fin. M4 Bua B FB 38 2 (BT S g,
BH SVE R M 28 0 ) e B G AT 20 AT, 1A
B 5 R AT ), 2 W R BT ).

BRI 5 — B BORBUPI SIS A {ace, Geno )
5B B BORIUGRNE {ac;, acal; B3 RIUW HNE A
{dkm,jay, deno}- THFERT P RG £5 AR =X (17) F0

3 AT, Fon o (Bl ks, Biirasiiat),
HARAT s da oy (0, 0), SE D BIZ R BGE
e, 2 ORIFIRPIIPE R MG SR
RN 2 FR.

IR RN 2 1 aR e 1 AR IR,
Fegelieas (1.614+m+1.4h, —(0.314+0.3m+0.4h)> —
0.10 + 1.1m) #1 (1.31 +m + 1.7h, —(0.20 + 0.3m +
0.5h)% —0.11+ 1.1m), Jei I K, 7 H.1.61
+ m+1.4h < 1.3l+m~+1.7h, FrAB & RSl 55
W2 aca, W2EH (1.3L+m +1.7h, —(0.21 4 0.3m +
0.5h)% —0.114-1.1m). [RIZELR]PASK H 15 254 e ey 2
AR = A T R R S USRI AT 2t 23 51N aca
(1.3l +m + 1.7h, — (0.2 + 0.3m + 0.5h)* — 0.7] —
0.1m — 0.2h), a.q 1 (0.60 + 0.9m + 1.5h, —(0.2] +
0.3m + 0.5h)3 + 0.6 + 1.2m + 0.2h), a.q F1 (0.61 +
0.9m + 1.5h, —(0.21 4+ 0.3m + 0.5h)%).

HWR MR &R 1 2115804, 1
®as (1.31 +m + 1.7h, —(0.21 4 0.3m + 0.5h)% —
0.10 + 1.1m) F1 (1.3l +m + 1.7h, —(0.20 + 0.3m +
0.5h)% — 0.71 — 0.1m — 0.2R), MR B3 % 1%
W, 3 H —(0.20 + 0.3m + 0.5h)* — 0.1l + 1.1m >
—(0.21 4 0.3m + 0.5h)% — 0.7 — 0.1m — 0.2h, J7PA
Bl 713 SR IR 37 SR e, gy, W2EA (1.31 + m +
1.7h, —(0.20140.3m +0.5R)> — 0.11 4+ 1.1m). [FFLA]
SREZERE RN 1 B9A -1 3 D0 SR A 2
K digm jay F(0.61 +0.9m + 1.5k, —(0.20 + 0.3m +
0.5h)% + 0.60 4+ 1.2m + 0.2h).

IR IR R 0 BT I gR AT A,
BeWess (1.31+m + 1.7h, —(0.21 + 0.3m + 0.5h)% —
0.11+1.1m) F1 (0.61+0.9m+1.5h, —(0.21+0.3m +
0.5h)% + 0.61 + 1.2m + 0.2h), HWHHEBHE RIK,
¥ H 1.3l + m + 1.7h > 0.61 + 0.9m + 1.5h, JirPA
Wi R ace, WK (1.31 +m + 1.7h, — (0.2 +
0.3m + 0.5h)% — 0.11 + 1.1m).

GL oM, BEhE R AU M S TG, R
MBI AR AN IE 2 R, B i R RIS 2 ace
T aca, BIPE R ERAHRIE R dikm,jay-

3.3 RGP ENFREEREST

B HE FL ) T A7 ) PRI B, A 2] I 4% 3 G
M, (90 40 M0 B e LR & S BUH P 8 & 2%, [iT15
FEL ) 2 ) 28 R 5. BT DA S R 66 8L Impact (a)
e M AR M (Confidentiality) . ¢ %1%
(Integrity). A] JiE (Availability). 424>V (Safety)
AR YT RE M P PR & 1A 4, e (In-
tegrity) 10 f4: (Availability) [F] 2, HKE
R (Confidentiality) . 224 (Safety). AN SCAR
PP PR 2 A SR ) B SR A AU, 4390 h wr =
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******************************************* d=10
Olee eno
(0,0)
0.7+ 0.1m + 0.2h, ©.0)
- 0.71- 0.1m— 0.2h)
O (frmmmmmmmmmmmmme e d=1
dtom > eno d han, iy eno
(0.71+0.1m + 0.2h,
=071 —0.1m—-0.2h)
(0.7/+0.1m + 0.2h, (0,0.6/+1.2m \_ (0, 0)
- 0.17+1.1m) +0.2h)
7777777 d=2
(2% ey 2 e O 7 = Qed
(A31+m+1.7h, (0.61+0.9m + 1.5h,
- (021 +0.3m +0.5h) 7 - (021 +0.3m+ 0.5h)°
- 0.7 + Lim) | +0.6] + 1.2m +0.2h) \

(1.6/+m+1.4h,
- (0.3/+03m +04hy
- 0.1/ +1.1m)

(131 +m+1.7h,
~ (0.21 +0.3m + 0.5h)
-0.7] - 0.lm-0.21)

(0.9/+09m+1.2h,
- (031 +0.3m + 0.4h)
+0.6] +1.2m+0.2h)

(1.6 +m+ 1.4h,
- (0.31 +0.3m+ 0.4h)
-0.71 - 0.1m - 0.2h)

K 2

(0.6 +0.9m + 1.5k,
- (0.27 +03m + 0.5h)°)

(0.97+0.9m + 1.2h,
— (03] +0.3m + 0.4h)")

X 245 el ) P B TR AR

Fig.2 The sequential game tree for cyber attacks

04, wy = 0.4, we = 0.1, wep = 0.1. YFLHLT
HR i 22 5 (Terrorist) . ¥ Xit; (Steal). HARK
FE 1 (Natural disaster) 435 H ape, aps Fl apn
N, HH apn, TR ATCE RN, B fe B BB
2% SR IUAH 2 1) SR e, 51 4N 58 Ah =l 73 A (Contin-
gency analysis). W4 #iifi ] (Monitor physical
access), H dicampy R, H dpno RRABTH
W& ARPEEC (18) WA AT I RIS a 1Y 52 M) R 4L,
mE 5 Fis.

i Bt B 5 — B BOR I KB R {apss Gpno
5 B BORBURNE {apn, ap }; BT R HNg
{dica,mpy> Apno}- THIER AN 7 25 R AR =X (17) A
3 AT, FoRh (Bl E e, BidraE i),
Hop Ry sl ia i (0, 0), 560 RIFRR Bt
Bk, 2 0RZFRPDITE R YT R R
RHNE 3 Bros. 3 Bl B B ) ) B 1

FEREFEAT ST, oK R A PR AR

T e ARG = B 2 SR 2 -1 2R T 4R,
il s (1.0 + 2.9m, —(0.11 + 0.9m)® — 0.6 +
1.6m) #l (1.1 + 0.2m + 2.7h, —(0.11 + 0.9h)> —
0.6 + 1.6m), ML M A sk, I+ H 1.1 +
0.2m 4 2.7h > 1.11 4 2.9m, Fr AT & 1 R SR s
2 ape, WA (1.1140.2m+2.7h, —(0.114+0.9h)% —
0.61 + 1.6m). [a] K H A GEA o BE 2R 2 1
TR s SR A 26 43 50 @ F1 (110 + 0.2m +
2.7h, —(0.1140.9h)> — 0.81 —0.2m), a,, F (0.3] +
2.7h, —(0.1140.9h)> +0.21 + 1.8m), a,, Fl (0.3] +
2.7h, —(0.11 + 0.9h)?).

HYO AR m B 1 2138 4T, 1
BeWss (1.1 +0.2m+2.7h, —(0.11+0.9h)% — 0.61 +
1.6m) F1 (1.114+0.2m +2.7h, —(0.114+0.9h)® — 0.8l
— 0.2m), PP E R, 3 H —(0.11+0.9h)%—
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(0.8/+0.2m, — 0.8/~ 0.2m)

d&ur, mp)
(0.87+ 0.2m,
- 0.6] +1.6m)
K, Oy

(1.1U+02m+2.7h,
- (0.17 +0.9h)

- 0.6/ +1.6m)
(1.11 +2.9m,
- (0.17 +0.9m)’
- 0.6/ + 1.6m)
(1.1/+2.9m,

~ (0.1 +0.9my — 0.8] - 0.2m)

************************************* d=0
Ops o
0,0
0,0
. ,,,,,,,,,,,,,,,,,,,,,, d=1
G drm a0
(0.87+0.2m,
- 0.8/ —0.2m)
0,027+ 1.8m) (0,0
———————————— d=2
Opsi Ot Qpsr. Oy Oy e
(0.3/+2.7h,
- 0.1/ +0.9h)
+0.2] +1.8m)
(1.11+0.2m+ 2.7h, (0.31+2.7h

~ (011 +0.9h)

— (0.1/ +0.9h)
- 0.87 — 0.2m)

(0.31+2.7m,

0.3/+2.7m, N
- (0.1/ +0.9m))

- (0.1 +09m)*+0.2] +1.8m)

K3 WyEEGE e SRR

Fig.3 The sequential game tree for physical attacks

A AT o KIPNHEREL (45 20d)

Table 4 The payoff of the behavioral function (cyber attack)
75 (a) C(a) I(a) Ala) SF(a) Impact(a)
d(km,ja) m m l h 0.3l + 0.6m + 0.1h
Aee h l l m 0.7l 4+ 0.1m + 0.2h
ac; ! h m ! 0.31 + 0.3m + 0.4h
Aed l h m h 0.21 + 0.3m + 0.5h
L5 AT RN o WRZWRE (W)
Table 5 The payoff of the behavioral function (physical attack)
1T h%5EmE (a) C(a) I(a) A(a) SF(a) Impact(a)
d(ca,mp) l m m m 0.11 4+ 0.9m
Aps m l l m 0.81 4+ 0.2m
Apn l m m m 0.11 4+ 0.9m
apt l h h h 0.1+ 0.9h
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0.61 4+ 1.6m > —(0.11 + 0.9h)> — 0.81 — 0.2m, it A
By 713 SR I B (SR N L campy» WaEA (110 +
0.2m + 2.7h, —(0.11 4 0.9h)% — 0.61 4+ 1.6m). [F#H
SRIGTEZERG S R 1A D18 20 i 5 0 SR mé Al
25K dicampy A (0.31+2.7h, —(0.11 + 0.9h)% + 0.2
+ 1.8m).

B Ja MR R O 1 I FRIEAT 04T, 1
BeWess (1.1 +0.2m +2.7h, —(0.11+0.9h)% — 0.61 +
1.6m) F1 (0.3142.7h, —(0.1140.97)+0.214+1.8m),
MRS AR, IEE 110 + 0.2m + 2.7h > 0.31
+ 2.7h, it ABGEHE RN SRR a,s, 1aTH
(1.11+0.2m +2.7h, —(0.1140.9h)® — 0.61 + 1.6m).

L3 50T, BUEE BB Y BT, AR
WA B AR A 3 R, BOt I SR RIS 2 aps
M ape, Bt E R BRI dica,mp)-

4 LERIE

SR FEL X ) BT 37 e G 2R
2, I 0 e DU 9 S 1) 2 A R, 4R T —
Foft DL S e SRR SRR A, S R GERG 9 SR itk
FOT. E e, A S D SRR A A, MR
DUrHSr A 35 A AN s 2 2 I 2 el AR
B Tt AR, R, Jeaed 0 g YT R 0 o 26
R Tt AN B P38 2 8] B P S R SR R SRR AT 2
AT, AR S5 i AR PR RO Y S SRS . e %o
ke 4P S DU ST R A B 2 23
B, MR T B AN s T SR ) 2 A R,
FURSR IS B AR5 1 B A die e SR s R iy
I B U9 S, O PR AIET RE Y 2 Aaa AT
R TSH. T PEMAE ST R
SERN AT I M4 2 2 6] A 3 25 DL S i R A
B, PARA” Ry SR SR w47 O R ol 2 23 53X
.
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