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A Zero Watermarking Scheme with Strong Robustness in Spatial Domain

XIONG Xiang-Guang®

Abstract In order to solve the contradiction between imperceptibility and robustness of traditional robust watermarking
technology, the spatial domain zero watermarking technology is researched and the effect of the numerical relationship
between the overall mean of all selected blocks and block mean against common image processing attacks is analyzed.
The results show that the numerical relationship has strong stability. Based on this, a new zero watermarking scheme
with strong robustness in the spatial domain is proposed. Firstly, using the characteristic of sensitivity to initial value,
logistic mapping is used to find the position of image block and the original copyright information is pre-processed by
chaotic encryption and Arnold scrambling technologies. Secondly, the stability of the numerical relationship between
the overall mean of all selected blocks and block mean is utilized to generate feature information. Finally, the generated
zero watermarking signal is post-processed again by chaotic encryption and Arnold scrambling technologies. Experimental
results on a large number of standard test images show that the proposed algorithm has strong robustness against common
image processing, scaling, rotation, and various combination attacks. Compared with similar robust zero watermarking
schemes, the proposed scheme not only saves 90 % running time but also improves robustness performance by 15% on
average. These results show that it has lower computational complexity and better performance and can be applied in

copyright protection applications for high quality requirements of cover images.
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Table 1 The changes of difference relationship between

the overall mean of all selected blocks and block mean (%)

[GREE S Wiy =X Py P, Py Py
JPEC H#;i (20) 2.5417 0.8506 21.1772
hEER (3 x 3) 2.7067 0.7202 21.0870

Kodak #ghiki (3 x 3) 2.6860 0.7406 21.0334 21.0992
WE MR (0.1)  10.6074 2.7533 22.5952
EfieaRE (0.1)  13.5641 3.1607 22.6128
JPEC H#i (20) 3.3064 2.6867 33.8072
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UCID #4ikd (3 x 3) 2.9985 0.3996 12.8779 12.9180
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R (0.1)  19.5050 1.7995 14.3138
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Table 3  The changes of difference relationship between

the overall mean of all selected blocks and block mean

with a given threshold (%)
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w1 6.3325 1.6419 21.7064
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Fig.1 The flowchart of differences relationship between the overall mean of all selected blocks and each block mean
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Table 4

and zero watermarking from different cover images

Balance test of generated feature information

FALEE B IR Z A R K EN

No N, E Ny N E
Aerial 1652 2444 0.1934 2055 2041 0.0034
Barbara 2083 2013 0.0171 2086 2010 0.0186
Boat 1366 2730 0.3330 2055 2041 0.0034
Couple 1825 2271 0.1089 1998 2098 0.0244
Elain 2088 2008 0.0195 2085 2011 0.0181
Frog 2027 2069 0.0103 2042 2054 0.0029
Goldhill 2226 1870 0.0869 2005 2091 0.0210
Zelda 1943 2153 0.0513 2078 2018 0.0146
SEE 1901 2195 0.1026 2051 2046 0.0133

M4 ATRAE Y, DX S5 AR & 180 1 B AR
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BEAN, KFAR SCHER 5 SO [13—16] fEZEHEAY 8
W 25 A Pl 5 b EA T S A PE PR RE U AR, 8 IR TETR Y T
BJRERINZE 5 PR,

£ 5 ARBIEERMWEHER
Table 5

and zero watermarking from different algorithms

AR AN A i

Balance test of generated feature information

8 WA E I B LR T E (F)

FIEEE B I B IR
£ 0.1026 0.0133
ik [13) 0.0046 0.0000
ik [14] 0.1707 0.0130
ik [15) 0.0087 0.0060
ik [16] 0.0111 0.0107

MR D ATPAEH, SCHR [13] 5 78 1R 25 /K E
BT EN O, FEIR P BRI AR il
LK EME 5, A BRI AR A RRAE A S
B 5KEUE ST S B AR A, 1002 A TR A
B B hER T, HAEMEZKEE SRS,
07 R 17 BN EUIR AR S, R A R U K E
fFZ i “07 M1 AN EORARSERY, AinT 3 PR (E
H 0. RS nf A, HoAR PR RIR R A (E
AR, G PERERIR 4

4.3 ZEMMR

ARSCATERY 2 A T EHRT Logistic JRIEAR
GERIPIEALARAY LS (PR IR B 5IE).
Wt l, RIS K REIREE AT, Bahd

WA IEFR RS (R — N8R R ), &
WK EME SR E R, BT R, ﬂﬁﬁﬁf’fﬂ
Key, WHIMEX A SCH L A ERER ) (R
Tl AR EAR) . FE LT, R IEI A RIE « 7%1
0.123456. K T IEA CEERZ4PE, A 0.123407
FEE— AL, DL 0.000001 2K, PA 0.123506 K
IJE— 1 E Y, RS BEE T AX 100 M4
FEE R K 5 5 5 R 4R 7K ED B AR RV, FH B ) 52
e K 6 fros. MK 6 ATAE H: 1) IEH%
SR 2K G 5 5 IR 4G 7K EUAE 5 i AH B A
1.0000; 2) H ARG SR R34 5 IR0 0 B A 2238
I (R IR RS 1 854 0.123455 i 0.123457 5 iEH
% 4H 0.123456 #B HAHZE 0.000001), {HZ, HREUY
IR MG 5 JE IR 7K ED %vﬁ%ﬁfuﬁﬁﬁﬁj 0.5 4t
. [BEREEMNE, LSRR TR Keyr 19
WME LI EL AR 0L F BT 55 28 B RSB HH K451
B A WIELLECR N, WA R 2 )2 IR R,
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735, B RS AR PR A SCRRVA AR B T At
M2 K Sy e IPR BORE S, 2 R EEiE
IR B OB 15 2 S8 TR ACE 1. B A SRk
TEXFAE W) Z5 7K DA 5 BEAT VR MBS, BRI T 38 2 A
B TAUE A B () 38, 76 H B0 OB 21 43 75 24T URL
V@ IAUERT, 248K FAA ATy W B (B 72 B B9 2= /K BN S
=, RN K EE S#R ] DOA 2 O i), AN
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Fig.6 Security testing of the proposed algorithm
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Table 6  Similarities between the generated zero watermarking from different cover images

Aerial Barbara Boat Couple Elain Frog Goldhill Zelda

Aerial 1.0000 0.5149 0.5498 0.4900 0.4810 0.4651 0.5513 0.5344
Barbara 0.5149 1.0000 0.5330 0.4878 0.5300 0.4897 0.4944 0.4850
Boat 0.5498 0.5330 1.0000 0.5881 0.4756 0.4734 0.5894 0.4465
Couple 0.4900 0.4878 0.5881 1.0000 0.4880 0.4951 0.5461 0.4292
Elain 0.4810 0.5300 0.4756 0.4880 1.0000 0.4832 0.5659 0.5051
Frog 0.4651 0.4897 0.4734 0.4951 0.4832 1.0000 0.4890 0.4912
Goldhill 0.5513 0.4944 0.5894 0.5461 0.5659 0.4890 1.0000 0.5002
Zelda 0.5344 0.4850 0.4465 0.4292 0.5051 0.4912 0.5002 1.0000

F i, R AT A% EH M R — 18 24 B 45 A= i
X SRR A5 S B ERLERFTE 0.5 Rk 3D.
I, HETE RS [R]85 1A R 452 18] 2B R4 25 7K B 4 A DL BE
B, FEH A S EET AR, OB A B 3k
BIG. XFeRER 8 MR ik UG AT S g ik, AH .Y
SCIREERANZ 6 Fn. M3 6 n] DAE Y, H—IE ik
BGRB8 22K BNE 55 2R 1B i P 28 5B R K,
8 M Zk A PRI 15 A 1) 28 7K B 5 1) A AR BE ) e R
H4 0.5894, #5%/ME A 0.4292, SEHY{E N 0.5052, J7
754 0.0016, 2 AN [R] 244 B R 18] A= i i 2K BN
SR AHE Y, BT HER .

AN, Goit T A SCHEEF SCHR [13—16] Py Fh
YEFE 8 WEAS A 3 1A 1% 22 K BN Ta] A AR BLEE, A Y 1Y
SCEGLERANGR T PR, NFER T AIAE H, X T
FhEE, MLE KA R 0.6292 (SCHR [16]), e/ ME
o 0.4292 (A CHEYE); “FIIFUE BRAE N 0.5044
(SCHR [16]), fe/IME R 0.4971 (SCHR [13]); B ZEmK
{4 0.0022 (SCRk [15—16]), f/ME K 0.0008 (3CHk
[14]), FEA[A] A4 B 45 18] A= 1517 25 7K ENE 5 1913
FHIEEERAE 0.5 2oy, FRHIX Fu 3R AR i &K
ENFEARRURE PR RE 7 THI AR LA B b i 1 e

R ORFEEEZ K EAAHDE
Table 7  Similarities between the generated zero

watermarking from different algorithms

AL [13] [14] [15] [16]
&RKME 05894  0.5952 0.5798  0.6418  0.6292
/ME 04292 0.4900  0.4954  0.5017  0.5266
Ml 0.5052  0.4971 0.5093  0.5040  0.5044
% 0.0016  0.0022  0.0008  0.0022  0.0020

M 6. R T RIS R W] AR, A
SCRIRAE K EME S H ) “0” A 17 Rk
AAHEE, AT R 25010, o T 2 A Y

AR R B K B S S RELA U (A5
ARSI = A 99 AN LRI ) 4311 1Y)
DBEPL_ME 15 =, ZJa Tk ety L (515 =5
X8 R R AR A K B S AR, ALY
KIRACRME T FrR. MTE T BRSASTE,
50 MFE S N EAR BB A ST K EIE S A
7 LA Y, PHBERL AR T AEAR S S IR A
PG Y 22K B S T A ARBLEE I s /T 1.0000,
B FHAE 0.5 ER/MBEESI. LiGK 6. £ T A
B 7 iR g R n] AR, R AR SCRE A — TR 2
P PR P R R A K B 502 i) ARG e 2
[ENERED TGS ENSYivR

4.5 MERESLERENK

i ESE R & B, A 8 IR E 5 ik i A 2 5
ARAT A ey, DU — 0 D03 Pl 1 P R B DR ) 2=
KEMES 5 HIFE G ZKEMESHAERE (NC 1)
#BR 1.0000. 2452 FAH W B I, AU AR
PRI EEE. T AR SR b
RE, FFA SCIRE 5 SR [13—16] rh it 2K B SRk it
ITEEPErERE L. 3R 15 52 3 AP 2 B ) 34
AL PR, A SO S HA B YA H, PrdchrEREm
PR RR AE, @ LR
NC,—NC,

NC,

Hr, NC, MINC, (v € {1,2,3,4}) 73 3IZFTRAX
SEVEAN A PO A AR NC 4.
4.5.1 MEEIEMR

RHEFER 8 MR B E 5 4 3 A H Matlab &
H) imnoise(-) BRECRIIEE R 0, M 50 A5
AL 3k e s I vy S M s, A . B S B 25 SR SR 8
7~ (R IEA{H {5 M He (Peak signal to noise ratio,
PSNR) sfe % Wi 5 32 Bk R I o B, 6 P i gk
Pu 2 8 1R E 1% n I E B S KA AT T A A
FH).

AE, = x 100 % (14)
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Fig.7 Similarities between the generated zero watermarking and random binary signal

MFE 8 W[LAF L, BEEMRAE ARG R, L SEBCRI4EANIE B e g I, 8 M I R A2 5L 0
MR NC (EHA T, [ERASURIAN NC 8503 9 Pk,
EHEART 0.82, BARGRMPIMNTAE ). 530k [13 M 9 WTLAFR Y, 3T BrA B (AN 4E 44
—16] HFRENAM L, ASCRARRPIRE DI RICT  JEBEGE, 5 3CHR [13—16] FrRYFIRMHL, AUk
SCHR [13—16]. mi-FISPEREIT =, X ARG AT WPIBGLRE # SRy, Wi tEaen =, X T+
iy, A SRR IR TR AT %, 60%, 23% M (HIEWBGE, ARSCRIR SR TR 12%, 20 %,
14 %0; 0T ps Oealy, A SCRNE T BB R TRYY 4% F13 %; W TAENIE R IGE, A SCEED B

21 %, 36 %, 19% #1 3 %. TRL 8%, 17%, 4% 13 %.
#8 PG IR R E I | /)53 - 8L G o e
Table 8 Experimental results against noise attacks Table 9  Experimental results against filtering attacks
Yrih Mg NC yif @ NC
i PSNR PSNR
T SRE ES's [13] [14] [15] [16] P Y AN AL 3]  [14] [15)  [16]
0.1 15.3992 0.9510 0.6901 0.6318 0.7859 0.8789 3 x 3 30.0745 0.9922 0.9132 0.9006 0.9678 0.9816
0.2 12.3662 0.9239 0.6235 0.5754 0.7461 0.8213 5x 5 27.4016 0.9846 0.8826 0.8505 0.9503 0.9650
Eh
:ﬂ’f 0.3 10.6169 0.8932 0.5927 0.5458 0.7316 0.7741 j;i 7 X7 26.1452 0.9754 0.8652 0.8089 0.9353 0.9482
PR U8
0.4 9.3830 0.8640 0.5718 0.5292 0.7040 0.7347 9 x 9 251367 0.9669 0.8495 0.7746 0.9226 0.9335
0.5 8.4076  0.8289 0.5594 0.5139 0.6700 0.6960 11 x 11 24.3752 0.9590 0.8348 0.7429 0.9106 0.9207
P 11.2345  0.8922 0.6075 0.5592 0.7275 0.7810 TFEE 26.6266 0.9756 0.8691 0.8155 0.9373 0.9498
0.1 17.1752 0.9756 0.7915 0.7084 0.8910 0.9298 3 x 3 33.3994 0.9959 0.9417 0.9211 0.9733 0.9878
0.2 13.3711 0.9712 0.7885 0.7094 0.8769 0.9263 5x 5 30.7947 0.9915 0.9237 0.8762 0.9600 0.9745
B o
“'E’? 0.3 10.6398 0.9550 0.7893 0.7016 0.8271 0.9207 fE?W 7 X7 29.3403 0.9855 0.9094 0.8373 0.9469 0.9598
T I
0.4 87613 0.9241 0.7731 0.6821 0.7332 0.9067 9x 9 282680 0.9790 0.8965 0.8062 0.9335 0.9455
0.5 7.4853  0.8804 0.7500 0.6617 0.6197 0.8783 11 x 11 27.4357 0.9710 0.8876 0.7792 0.9228 0.9346
SEM 11.4865  0.9413 0.7785 0.6927 0.7896 0.9124 S i 29.8476 0.9846 0.9118 0.8440 0.9473 0.9605
4.5.2 ERIEMIR 4.5.3 JPEG E#HBEHMIR
PR 8 MR E AR EE 5 3 F H Matlab -5 KRR 8 MR EA B 55 kT JPEG i1

H medfilt2(-) BRECH wiener2() BT HE BB, 8 I8 ERA-FIy LIRLPR A% 10 Fros.
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Table 10  Experimental results against JPEG

compression attacks

I E R i NC
PSNR
(%) AL [13] [14] [15] [16]

5 25.5419

0.9559 0.8640 0.6803 0.8941 0.9054

10 27.9958 0.9856 0.8998 0.7787 0.9364 0.9513

15 29.3245 0.9837 0.9138 0.8188 0.9498 0.9661

20 30.2552  0.9866 0.9227 0.8468 0.9571 0.9727

25 30.9669 0.9861 0.9274 0.8721 0.9607 0.9780

30 31.5407 0.9955 0.9317 0.8845 0.9651 0.9813

35 32.0416  0.9932 0.9358 0.8966 0.9656 0.9835

40 32.4319  0.9922 0.9381 0.9019 0.9680 0.9864

45 32.8186  0.9941 0.9424 0.9135 0.9688 0.9870

50 33.1562  0.9952 0.9431 0.9221 0.9706 0.9879

P9 30.6073 0.9868 0.9219 0.8515 0.9536 0.9700

MF 10 AfPUE H, A CEER JPEG E45 5
BRI PEEE ). 530k [13—16) Ao BEAM
b, SCHR (14] AOEETERE R 2E, A SCREEFISCHR [16]
AR MR R . SRR, X T JPEG
JEHRTTT, AR SRR BB T R4 7%, 16 %, 3%
12 %.

4.5.4 EHEZRLIEEESKIMK

XFEFE Y 8 M MR 1 1800 5 AT AN TR] 1) 3 L
BACHAGEEE LRI, 8 I8 ER -2 LR

Wk 11 . R 11 n]RUE H, A SCHE XX 2
HAE VA EA BB RE R A LSk [13—
16) HERM PR RE ). PRI S, XX
S AT, ARSCRE A RIS TR 22 %, 36 %,
11% 1 7%.
4.6 )L EES
4.6.1 RBITHIBEMNR

FEPEIR) 8 i AR UL 43 A BT A AT 51 2
SEIR IR, 8 MR 5 Y T3 S a4 R AR 12 k.
R 12, Fiwfe 2 DR AR A R A TR
29, B 2 PMBERER, AW 2 IR RE
J 0. ZEfwts 2 B, _EAwEE 2 47 R mES 2 AT A3
RS W 2 PR A BB, H2J
AFETTE. MW 12 T PAE th, HAB PO R EE R HiI
A PEREAROL T SCHR [13] WSk, Wi vEREm =,
XFAmBAT AN S, A SCEE D BIPEm T R 23 %,
16 %, 5% F1 4 %.
4.6.2 1wRIBITHEE BEMIR

KPR 8 M AR UL 43 BT A AT 51 4 5
Yo R REMR, 8 W B T3y e i e R an sk 13 Jir
. M 13 A AE ), XF ik e Ay, ARhE
YEIRPTRE J1ERA BT R, (H2 32 U K Bl E 5
5IFEIEH K B S AU SR e, Hoth pd Fh
SRR PEREFR S T SCHR [13] L. BT 1ERE
ME, XX s S, ASCAEs Bt e TRY
24 %, 23 %, 7% #1 6 %.
4.6.3 HERIEMR

FIH Matlab SF-& F#y) imresize(-) BREUHESE

F 11 HUE ARG H AR AR

Table 11  Experimental results against common image processing combination attacks
itk PSNR e
AR [13] [14] [15] [16]
PEIED (B X 5) + HlEhmES (0.3) 10.5309 0.8901 0.5784 0.5299 0.7235 0.7685
PEIEDE (B X 5) + Tadlmrs (0.3) 10.4693 0.9501 0.7434 0.6449 0.8141 0.9107
HENENE (5 X 5) + HiEhmEE (0.3) 10.5801 0.8926 0.5836 0.5341 0.7244 0.7699
AN (5 x 5) + FilrEEs (0.3) 10.5371 0.9566 0.7641 0.6583 0.8242 0.9139
FENER (5 x 5) + JPEG JE4 (10) 26.1020 0.9762 0.8676 0.7212 0.9219 0.9341
AeyEd (5 x 5) + JPEG 44 (10) 27.1870 0.9819 0.8835 0.7425 0.9264 0.9429
JPEG 45 (10) + #EmMeR (0.3) 10.5540 0.8929 0.5866 0.5481 0.7268 0.7714
JPEG %45 (10) + wdmgrs (0.3) 10.5560 0.9551 0.7610 0.6920 0.8228 0.9099
JPEG JE4i (10) + fok 2 £5 + 4/ 0.5 £i5 28.3582 0.9856 0.9039 0.8112 0.9417 0.9555
WimtEies% 2 B + JPEG JE44 (10) 17.6329 0.8628 0.6854 0.6457 0.8010 0.8060
FIME 18.8576 0.9356 0.7641 0.6879 0.8438 0.8772
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Table 12 Experimental results against row and column shifting attacks
NC
Wiy PSNR
H3% 13] [14] [15] [16]
L 2 %) 21.2879 0.9489 0.7796 0.8425 0.9056 0.9129
Kfw# 2 5 21.4324 0.9497 0.7831 0.8425 0.9068 0.9118
Mm% 2 17 21.9757 0.9522 0.7966 0.8473 0.9172 0.9237
MWt 2 17 21.6893 0.9504 0.7897 0.8445 0.9104 0.9198
HWEg 2 5 + bAEs 2 17 19.8069 0.9271 0.7444 0.7919 0.8827 0.8882
Zifwf% 2 5 + EBAwts 2 AT 19.8413 0.9220 0.7468 0.7906 0.8792 0.8862
w2 7 + TWt% 2 17 19.5717 0.9239 0.7410 0.7882 0.8728 0.8807
w2 %) + mEL 2 17 19.7364 0.9248 0.7423 0.7910 0.8747 0.8837
P 20.1291 0.9296 0.7528 0.8012 0.8840 0.8917
13 PulmBeAT I A AU SR g R
Table 13  Experimental results against row and column shifting combination attacks
NC
By PSNR
&% [13] [14] [15] [16]

Fim# 2 2 + bk 2 47 + Wimber e 2 17.1498 0.8561 0.6787 0.6987 0.8225 0.8287

ks 2 5] + w2 17 + e iEsE 2 B 17.1585 0.8554 0.6760 0.7019 0.7764 0.7808

LW 2 5 + T 2 17 + ok 2 5 + i 0.5 £i% 19.9653 0.9242 0.7479 0.7871 0.8733 0.8811

Zififs 2 B + Fiw#s 2 17 + 4 0.5 5 + ok 2 £ 20.9519 0.9254 0.7674 0.7762 0.8727 0.8839

FIME 18.8166 0.8993 0.7268 0.7304 0.8378 0.8503

() 8 IR 344 Pl 15 0 0 R AT 470 4 e 3 < S 56 3, 8
e PR 1 T3 S 5 SR R 14 Fos (TR A 1)
F¥ PSNR {HE, &G MEN +oo, HiAS
5115, MFE 14 nTPAE S, X sk ik AR S AT 4 ik
x 5, A 1/ o R B IR R 2) JE LRI RN, A
H L) i R 22 KBS 5 5 TR IR B K B S AR DL R
AREE 5, 3 R0 3R 7K B B X 2 RS 4 e AR
BARH SR, TCIe R AWRR S 7, A
BEESEA SR PTG RE ). WP REM S, X
TR © R4 1z R4 sdy, ARk
ARRE T RA 7%, 10%, 3% 12 %.

FHE AT G B, DUR B /NEUROR © 5
W 4 i 20, TR X Ao AL B S B 380k
R /NG JF G R 0 RN —30. I, ShRER s
4096 HLAFRIZKEMES, FFXFak ik B Hp KN
HATIHEE. — kb, 28| W E B RN A My
X Ny, BAERPEKEMGES KN He x Ky, W]
R B KNSR LMI/HIJ X LNl/Kd, XEET]
AR L BK G S KIEFIEH- N Hy x Ky (B4
Iy HALA B — HUAF I B K B 5). 244K, tnT DAk

PR | My /Hy | x [Ny /Ky /N4y e, 6 5 PR AL
P8 2 1 Heske A i K EIME St 2 m] DAY XF
8 R 22k A Pl 1 A AT R RS ke 4 /N T 1) - 3 S B 24
BN 15 . M3 15 W AFR Y, Toit R WiFhiE
I, ARSCEERPEREANVR AT PR S
KFALGR /NSO « A5 B i, A SRS ]
BETRA53%, 5%, 2% Fi11%.

4.6.4 FEEBENLR

FIFH Matlab & 91 imrotate(-) BEE (bbox
= crop) XHEFERT 8 M A EIG 5 A AT P 2
TSI, 8 MR IE G R SL ke 45 RN 16 Fis
(XT3 16 iyt o BRI —2 B, SRR
X AR G AT 300 B BT R £ % « ). MR 16
W[ DAE S, FEBERGAR I A BE B2, s s Al
T AT e 2 45 2] f 248 R LA ), LI o e o i
PIIGR, TSR TR REER A B T, (X T T
BT, Toie R WRRME (71, AU R RERR
S, BTN, BASCREEA N Bk E B
PEAT AR AT 78 S b A, AR A SCRE R BRI TR fA 2
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Table 14  Experimental results against scaling attacks
N o NC
HEIE Yty = PSNR
ES'd [13] [14] [15] [16]

% 0.25 f5 + Bk 4 % 25.4763 0.9786 0.8584 0.8108 0.9246 0.9475

%/ 0.5 5 + ok 2 £ 28.3491 0.9917 0.8994 0.8825 0.9492 0.9735

bilinear Wk 4 £ + 4ih 0.25 {5 34.2862 0.9976 0.9483 0.9454 0.9742 0.9898

Wk 2 f5 + G/ 0.5 £ 33.5935 0.9972 0.9433 0.9397 0.9725 0.9891

%/ 0.25 45 4+ ok 4 % 26.4544 0.9910 0.8710 0.8348 0.9399 0.9663

/N 0.5 £ + ok 2 29.9015 0.9968 0.9129 0.9123 0.9626 0.9875

bicubic WOk 4 45 + i/ 0.25 % 39.3801 0.9989 0.9710 0.9699 0.9859 0.9954

Wk 2 F5 + G/ 0.5 £ 39.0522 0.9987 0.9702 0.9671 0.9855 0.9950

i/ 0.25 f% + Wk 4 £ 23.1304 0.9564 0.8201 0.6959 0.9019 0.9089

BN 0.5 4% + Wk 2 4% 25.6881 0.9790 0.8653 0.8456 0.9430 0.9522

nearest WOk 4 £ + G0 0.25 £ +o0 1.0000 1.0000 1.0000 1.0000 1.0000

Wk 2 £+ 4/ 0.5 £ +00 1.0000 1.0000 1.0000 1.0000 1.0000

(Y 30.5312 0.9905 0.9217 0.9003 0.9616 0.9754

F 15 PUALGR/NSURR AT S g 45
Table 15

reduce/enlarge scaling attacks

Experimental results against only

NC
[14]
0.9079
0.9607
0.9651

MR Wy

A3
0.9963
0.9982

(13]
0.6365
0.7503
0.5657

[15]
0.9587
0.9818
0.9837

[16]
0.9856
0.9925
0.9928

41/ 0.5 1%
i/ 2 A%
I ONEN

bilinear

0.9982

0.9976
0.9989
0.9988

0.6371
0.7507
0.5658

0.9202
0.9795
0.9791

0.9643
0.9914
0.9906

0.9896
0.9965
0.9960

45/ 0.5 1%
R 2 f%
HOK 4 A%

bicubic

45/ 0.5 5 0.9790
WOk 2 £ 1.0000
K 4 % 1.0000

0.6202
0.7513
0.5693

0.8456
1.0000
0.9999

0.9432
1.0000
1.0000

0.9522
1.0000
1.0000

nearest

FIMH 0.9963 0.6497 0.9509 0.9793 0.9895

e i sk, 4N, 245k A bilinear i {H 7 ¥4 31
PEAT WO £ ESE 10° A0 30° I, FEEUK NC K
0.6633 #1 0.5582, JLHFHREAYEKEME S NREA
ARG AR F, X T e B, A SRR
A E TR 25%, 17%, 5% i1 5 %.

MRERS BN

5 3CHK [13—16] H RS RRI L, FEDTBGLTERE
Jr T, XSO R 8 IR A KR, A SCRNER
FIPERESR A I DL AR 17 s GRP BT 8

4.7

~16 B HTER). MR 17 RTPAR Y, M T RIrA Y
iy, ARSCEE MR T RZ) 23 %, 23%, 8% Al
5%, FITERESE = TR 15 %.

4.8 EEMMIRX

MICHERE) 8 MR R BB LI 45 R KR,
ARSI S SRR [13—-16] #H b, B s Pty
RE . Atk —25 AR SO S SOk [13—16] rYE
HebERE, M SIPI BB EnElY (/g 512
E x 512 B FAM 1024 2% x 1024 B EXWE 1L,
JL 131 1F) PREMLEESE 100 1 B 447 555, 100 1§
RGO —Fh I 8 (B — b A s
KW 8~ 14 FIFR 16 WUiH) 1 P sLimas R
FK 18 iR, MFE 18 W[ PAF H, T Urf st
B AR SCRYEBA O SCHk [13—16] B4 iy S e
fE. ST MERET E, XA TG R A, AR SCE
VAR T4 18 %, 35 %, 8% #1 4%, F¥IPERE
BE T2 16 %.

%19 it T REHLEERR R 100 M8 24K IR T T
H—Fh I NC E 7 Z 0 F8ME (P EHR/D
A AR — 30 AT T AL ), M3 19 W] DUE H,
XTREALIERR 100 1§ B %, TAhEER T —Fh
Wt AEANF R NC HR 22808/, FRBAXT
[ —Fh ey, ARG NC E R3O BRI
WOFISMEN S, A SCREIEN T Z R e (4 k2
BB BY, AR SCEYEN I ZE W2 H/ N1

i BRI A R, AR SRS L
B AMBATH) . RoT 4. BeE £ phdl & ot 2550
HA MNP RE ST 5 3CHR [13—16] g L
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Table 16  Experimental results against rotation attacks
HE ik NC
PSNR
Tk R A3 [13] [14]  [15]  [16]

1° 20.0928 0.9209 0.7514 0.7812 0.8750 0.8809
—1° 20.2172 0.9216 0.7476 0.7753 0.8781 0.8812
3°  16.1739 0.8209 0.6407 0.6640 0.7670 0.7680
—3° 16.3061 0.8223 0.6172 0.6645 0.7720 0.7713
50 14.5964 0.7571 0.5945 0.6242 0.7097 0.7081
bilinear _g0 147910 0.7607 0.5645 0.6264 0.7191 0.7177
10° 12.8664 0.6633 0.5369 0.5844 0.6292 0.6315
~10° 12.9698 0.6709 0.5140 0.5825 0.6436 0.6416
30°  10.8797 0.5582 0.4880 0.5235 0.5487 0.5541

—30° 10.9389 0.5634 0.5093 0.5236 0.5525 0.5489

1°  19.8760 0.9208 0.7466 0.7815 0.8739 0.8797
—1° 19.9959 0.9211 0.7437 0.7773 0.8776 0.8802
3°  16.0703 0.8205 0.6376 0.6664 0.7655 0.7672
—3° 16.1995 0.8221 0.6147 0.6667 0.7710 0.7702
5°  14.5213 0.7573 0.5934 0.6247 0.7083 0.7072
bicubic _go 14 6440 0.7610 0.5623 0.6280 0.7190 0.7171
10°  12.8152 0.6631 0.5359 0.5847 0.6290 0.6313
—10° 12.9175 0.6708 0.5147 0.5847 0.6434 0.6410
30° 10.8483 0.5582 0.4877 0.5245 0.5488 0.5538
—30° 10.9075 0.5630 0.5083 0.5239 0.5520 0.5491

1°  19.6571 0.9211 0.7445 0.7818 0.8752 0.8796
—1° 19.7749 0.9214 0.7403 0.7780 0.8779 0.8821
3°  15.9727 0.8203 0.6365 0.6663 0.7640 0.7680
—3° 16.0995 0.8221 0.6150 0.6668 0.7713 0.7717
5°  14.4531 0.7569 0.5928 0.6267 0.7071 0.7080
nearest _go 145743 0.7610 0.5625 0.6247 0.7180 0.7171
10° 12.7704 0.6636 0.5345 0.5843 0.6281 0.6309
—10° 12.8715 0.6705 0.5141 0.5836 0.6425 0.6421
30°  10.8207 0.5579 0.4895 0.5212 0.5493 0.5539

—30° 10.8800 0.5634 0.5089 0.5224 0.5530 0.5486

S 14.8811 0.7458 0.5949 0.6356 0.7090 0.7101

Lo, HA S S RE.
4.9 ¥IEFEIKENS ERFERNR

SCHR [13—16] FIAS SCRAE R IR IR B AR Win-
dows 7 #:1E &% (JEM MK, Service Pack 1) Fl
Matlab R2010a ~F-#, Wi HL i #) CPU 4 Intel
(R) Core (TM) i5—4200U, F 4l 1.60 GHz FI
2.30GHz, W% 4.00GB (2.45GB 1 H), fif
FrAE 5 500 GB. A SCHEVE H AR 2 b dk AT, SCEk

[13] AE/NEK b AT, SCHR [15] 7 B0 N A A
B SFAEL I A P HEAT, SR [14] ST [16] AE
A RAC I P AT MR ZRAF R, AR IR
1 A 1 B K EVAE 5 B s B4 - I ) 41 20 FoR
TR IREAR IR, FIEEZEAT 10 ], Z )5
HAF AR AR R P12 17 IR )

NPT HORA SCRRS HAh DU A SR A AT I
[AIVERE, & SCFYTTE R JS, -

RT, — RT,
F AT AR S A ERSBGL T RE R PR R (%)
Table 17  Improvement performance against attacks

compared this algorithm with other algorithms (%)

Yk [13] [14] [15] [16]

W e 47 60 23 14
R0 21 36 19 3

A IR 12 20 4 3
LI 8 17 4 3
JPEG £ 7 16 3 2
wWHE A 22 36 11 7
(EreZngdl 23 16 5 4
(CieZnedl i 24 23 7 6
JEGERL @ A, WY 1/ 2 £ 7 10 3 2
UGN 2 £ 53 5 2 1
TiEh% 25 17 5 5
P 23 23 8 5
F 18 RFIEIEAE SIPT EUGE I S 1) SL 45 1

Table 18

database from different algorithms

Experimental results on the SIPI image

Wity PSNR A [13]  [14]  [15]  [16]

WEhMES  11.0086 0.8587 0.6164 0.5690 0.7542 0.7940
EiEMEEE - 12.2500  0.9170 0.7599 0.6611 0.7533 0.9042
g 24.8580 0.9609 0.8411 0.6904 0.9160 0.9365
AEAhpEd;  27.5159 0.9697 0.8878 0.7106 0.9328 0.9484

JPEG 43 29.5265 0.9770 0.9091 0.7514 0.9456 0.9663
WAMES4 A 15.6869 0.8959 0.7145 0.6211 0.7929 0.8560
AT 51

AT Hdier 17.5026 0.8222 0.6688 0.6184 0.7712 0.7743

19.8269 0.9085 0.7460 0.6755 0.8703 0.8756

L 29.0496 0.9843 0.9105 0.7622 0.9536 0.9721
JiEsE 13.7218 0.6798 0.5567 0.5665 0.6422 0.6416

S 20.0947 0.8974 0.7611 0.6626 0.8332 0.8669
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Table 19
SIPI image database from different algorithms

AFREAE STPT B Bn A SC el e Oy 22

The variance of experimental results on the

Wiy A3 [13] [14] [15] [16]
FREh s 0.0026 0.0030 0.0077 0.0051 0.0034
g 0.0025 0.0055 0.0205 0.0338 0.0030
P EE 0.0009 0.0043 0.0242 0.0022 0.0020
AR UL 0.0008 0.0026 0.0260 0.0016 0.0015
JPEG JE4i  0.0006 0.0011 0.0405 0.0008 0.0005
EHESH4 0.0033 0.0034 0.0143 0.0182 0.0034
o2l 0.0040 0.0066 0.0180 0.0072 0.0065
WEATHI44  0.0085 0.0053 0.0100 0.0106 0.0107
)4 0.0002 0.0012 0.0401 0.0007 0.0004
ik 0.0085 0.0041 0.0050 0.0080 0.0081
A 0.0032 0.0037 0.0206 0.0088 0.0040

%20 RIS KBS (s)

Table 20  The running time for constructing zero

watermarking from different algorithms (s)

A% (3 4[5 (16
Aerial 0.0343 0.5554 0.3541 6.7782 0.1607
Barbara 0.0328 0.5429 0.3494 6.7424 0.1591
Boat 0.0374 0.5429 0.3510 6.8297  0.1560
Couple 0.0328 0.5476  0.3479 6.8282  0.1560
Elain 0.0328 0.5491 0.3510 6.8079  0.1607
Frog 0.0312 0.5491 0.3416 6.7814 0.1513
Goldhill 0.0343 0.5444 0.3494 6.7814  0.1576
Zelda 0.0328 0.5600 0.3557 6.8172 0.1622
S sk ] 0.0335 0.5489 0.3500 6.7958  0.1580

Hp, RT, # RT, (v € {1,2,3,4}) 43 3R ASL
AN HAD P A R R P2 AT I R MR 20 W] RA
Fili, WX G, A SRR E K EME S
(s AT I [a] 4 0.0335s. 5 3CHR [13—16] HiYy
SR B, AR SCBRVER Y P 1 52 A7 ) 1) B A2/ T SOk
[13—16] Hrmsyk, 431758 T4 93 %, 90%, 99 %
78 % WyHFIE], S HE T4 90 %.

5 g

5 AL PR 5 2 K R 35 AR T A R A 1
LIRS A, ASCHE T 0 B E-S B K B
P 106 5 BB (R S L TB) R/ R R BAT i A e ik
REAYARAS L, P2 7 — AR TR A 25 el S %

FKENTT %R, AR AR

1) PEA = SO ZAH AR A IR A6 7K G 5,
fif el T HEEUA 7K EE -l = WL g )

2) FEZE K EME S RE FAS I S R, RS 3k
G BEAT AR AT B A8 o, T 2 L e e s 3 R T R A
18 A S HORE R I 5 - U E A R R &R
A i AR R B B B RREAE S, A R R R AT
AT e, AR T BRI R A

3) PR HBAES T, R H S T 508,
CIE: 2 (s

4) YR DA WIAE A R SR i TR i 2R 4 A i
FI RIS S HE 724 B & 5 VR R BRI 5 4 B
HIRT, Sk A,

5) BYERHETEME A Arnold 23 A & EGLH ARG
AEJE IR KBS S ) FAL BRA A 5 ) 27K BlE 5 1
Ja AR, PP T AN R R

6) A RS Z K G 51 2 B0 L 2 3 2 43
i, Y TR A5, IR T

T) XFAE R B K MG ST, MO T &
T AB AL DA UE B B TR, XA B AR A I e 4
SRR T RFEM BT KEME SR MHE IPR
BT, 2 A REIE I RBUE 8 TRAGE 1,

8) VR TZIKEEAR, B 5 i i 2k 4 &
B ARG BT, & T X Sk g i 2
KRB WIVE R I S 3

KA P B SLIR 25 KRR, A SRS | )8
B ATPMmEL . R 4a . TeE A2 Fhdl & B4R
HA BRI EEERE. 53 [13-16] hryE%E
TKENBEE A b, AR SRR B P2 3s A7 s [A) S S0 2>
T 2190 %, 1 Byt e s T 15 %, B
BV A= B AR S o iy B AP e e T R
FEET=.
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