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An Anomaly Detection Method for Industrial Control
Systems via State Transition Graph
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Abstract State-based intrusion detection method for industrial control system is favored owing to its high accuracy,
but this kind of method often relies on some critical states defined by expert experience beforehand and cannot deal
with systems containing a number of variables. To handle this problem, a new anomaly detection method based on state
transition graph is proposed. The proposed method constructs a normal state transition model of the system depending
on the cosine similarity and Euclidian distance between two adjacent data vectors without any predefined critical states,
and can determine whether the system is in the normal state or not according to the following two conditions: 1) whether
or not the current state calculated by the new data vector is in the state transition graph; 2) whether or not the previous
state can reach the current state. To evaluate the method, a false data injection model is established and tested on a
Tennessee-Eastman (TE) process simulated by MATLAB. The result shows that even when the attack is insensitive the

method can still get good detection result and consume little time and space resource.
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SN S 2 S 2 S 2 S 2 S 2 S 2
RIRE (%) 5.62 4.38 5.21 4.17 5.83 5.42

5 intervals = 10 BfRAGN 45

Table 5  Detection results when intervals is equal to 10

Datasetl Dataset2 Dataset3 Dataset4 Datasetb Dataset6
IEAAS I B 57 A AR R 401 401 401 401 401 401
S FH 2 S 2 S 2 FH 2 S 2 S 2

R (%) 7.50 7.08 8.12 8.21 6.67 7.71
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6 intervals = 15 BFAGR NS5 H
Table 6  Detection results when intervals is equal to 15
Dataset1 Dataset2 Dataset3 Dataset4 Datasetb Dataset6
TEAARS I 21 578 AR R 401 401 401 401 401 401
SRS S 2 S 1 S 1 S 1 S 1 Rl

B (%) 24.37 26.25 22.92 30.21 28.96 26.04
HH2Y intervals 3 RHT, AR S U,  B9fE oL
o 0 S 1) T R AT B .

MRS, 24 intervals RIS, AR 60 PCA AR, £=0.01)

MR IR MBI B K. 2 intervals fy 5 B iR
A 1%, M intervals HORF) 8 i, BRIE | SPE 42
WanE] 5% 2. MY intervals B 15 B, iR § T T~ - SPEEWIR
I 20 %0, X ATIA K AR AT RS S RE TR B A ) S ol
W _____
3.5 EmatmEMR

FH T 8 S e = A v B BCHE B, ST N L D
H 45 B BRI BT T8 R 2 H 5, R
MESZ I, MEDART AR R EFIR. T k20 PRl
PRSI HRE B A I A PR, K H Sl R G0 i 5
WA % — F o/ i (Principal component
analysis, PCA) #4748, PCA R T? it &
M SPE Siit B AE AR S a5, 4HEAn T2
Giit s SPE Giit &8 i 45 B 14 6l FREE, A5
B . 1 RS IE AL R AR A AG ) 45 S i 2= O S
££ Datasetd {£2 PCA Jyykiillil4e, %5 R
e 14 FE 15 Bras. MK 14 FE 15 7] DA H,
PCA BAARARER IS 78, EETE5 500 A
AR SR, AH TR TR A IR AR, Ao 2]
SR

PCA (BHFE A, k=10.01)

T2 Gt &
— — — T2 P

100 F

T2 it =

30IO 4(I)0 5(;0
FEA
K 14 PCA ¥ T? Git&

Fig.14 T? statistic of PCA method

0 100 200 600

3.6 g

A W2 VR RE DL B AP TR XT AR
IR R BT e, Tl 26 e
D b BB AT R, DR B2 R FL B

300 200 500
FEA R
& 15 PCA J5ik SPE Sttt

Fig.15 SPE statistic of PCA method

1) MBEIERE_ERE, RHTREAS f A i 7 22
FIWOHAEA RS T IRST B N, BT 2 )
—UMRAEH, ZRRESTBE S n AR, W B 2%
BEH O(n). SEPRAINATRR b, T0 805 34 B 1 = Ak
X [EI% intervals 5 . i@AT5 3.4 R LERLE R A
MEL B, 4 intervals BU S B 8 B TG BEAF A
GER, GREEHG K intervals HHG R GTIEIHFE, [FHT
BNRRE. H intervals K, 52 11| Z4F
AT, LA intervals BU 10 SRfil, T4k n i
%5 100, MisZbre/NT 100, H X —H B0
THEER/N. AP IRAR E—RESE Y AR
SR, R ARSI I o Y A B R AT, B
(B2 45 R O(1).

2) MZSREFE LR F, A SO S kil 7y 7
B R EE S r Al d, IRSHEW: STATE, 46
BRE NM, HAp &34 NM & i 25 1)
An BBR, r fd, RS STATE 775
e n —Frik. (Bl T n BUEAR/N O 100),
HLARBE R FEAE it B R FU AR, 24 intervals B 10 K,
TR R T RE R A6k 25 ) AT 1 MB.

3) MRS RERF, BIEEXT T/ i oot (O
W iE 4 Datasetl #l1 Dataset4), 6 #5241 9 fE 45
PRSI 55, A TR A S AR I S, i ss
3.4 7y PCA B33k, IRASIT AL Ao I A 24 B 40 B 4
HbZ1 ) R GLIB AT RSl AR A, PRSI . 3
=Y intervals AR (B 10 PAL) B, #0035 R
B MY intervals B/ (B0, 5 B) B, A

0 100 200 600
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SRR 1671

AE L b Tl NI SR . PR I A TR
zntervals DA 152 4 3 IR I 3 2 TR PR K 2R

4 BE

ATCRE T — PR i B TR Y S A
WT5IE, FEARR T HAREFOR . ISR A SATEL
R AR, AL T LIS R GRS R R, If
£T TE 5 ERRIEAT 1755, A fa MRS 5t
VST FEFIAS IR BE G 7 TR T3 YR AT e, %5
EHAR/NIR R, H%IE T RGBS
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