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Two-layer Sampling Active Learning Algorithm for Social Spammer Detection

TAN Kan"? GAO Min"? LI Wen-Tao"? TIAN Ren-Li"* WEN Jun-Hao" ? XIONG Qing-Yu"?

Abstract With the rapid development of social network, more and more people join in social network to make friends
and share their views. However, social network is always suffering from fake accounts due to its openness. Fake accounts,
also called spammers, always spread spam information to achieve their own purpose, which have destroyed the security
and reliability of social network. Existing detection methods extract behaviour, text and relationship features of users,
and then use machine learning algorithms to identify social spammers. But machine learning algorithms often suffer from
insufficiently labeled training data. Aiming to solve this problem, we propose an efficient algorithm, called two-layer
sampling active learning, to construct an accurate classifier with minimum labeled samples. We present three criteria
(uncertainty, representative and diversity) to quantity the value of unlabeled samples, using the combination of sorting
and clustering to actively select samples with max uncertainty, max representative and max diversity. Experimental results
on Twitter, Apontador, and Youtube datasets prove the efficiency of our approach, and better precision and recall of our

approach than other active learning methods.
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Fig.1 The whole flow of active learning
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Fig.2 Detection framework based on active learning

with two-layer sampling
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Table 2 The user features of Apontador data set

(Bold show features only in Apontador_49.)
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* 3 Twitter Z¥E4EH FHHIE

Table 3  The user features of Twitter data set
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* 4 Youtube HHEAEH FEHE

Table 4 The user features of Youtube data set
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3.2 FEEREEROT
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F £ L 1) S0 B 2 BT U R8s Ry W1 da AR bl
FEA BT 20 %, Apontador HidafE b (1) SL6 e 2%
Bt N 2R 9 9046 A b d FEAS S 01 10 %.

M 5 FIZ 6 il LUE H, ik g5 A
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Table 5  Experimental results on Twitter and Youtube data set (%)
v bt 2 RGR Supervised SUR_UNC SUR_QBC DDTLS_UNC DDTLS_QBC
Twitter Youtube Twitter Youtube Twitter Youtube Twitter Youtube Twitter Youtube
HEffIR 90.58 77.48 86.27 75.69 85.54 73.82 85.45 74.53 88.00 77.05
MFERENL HRE 70.42 62.23 66.08 65.61 73.80 69.57 70.99 62.74 72.56 70.40
F 79.26 69.03 74.74 69.94 79.15 71.63 77.36 67.78 79.49 73.58
HeffiE 83.82 32.06 82.37 41.15 94.96 54.59 83.30 47.35 89.43 39.60
AAFE U HEER 72.96 93.62 64.51 86.16 72.11 80.30 67.15 94.51 66.25 89.33
F 4 78.01 47.76 72.26 55.66 81.97 63.42 74.36 63.09 76.12 53.37
HEffiR 87.20 74.55 83.03 69.07 86.21 78.52 82.10 80.04 87.30 73.32
PSR AHRFX  70.99 65.43 67.61 66.33 70.70 62.66 68.08 62.64 69.39 61.12
F {4 79.25 69.69 74.78 66.82 78.01 68.70 74.56 69.54 77.45 65.85
Wi 88.81 75.50 87.81 76.62 87.52 79.63 86.77 77.05 85.85 77.09
BEH AR%E 71.55 60.64 69.29 71.26 74.36 67.04 73.01 67.06 72.30 66.49
F 14 79.24 62.23 77.46 73.60 78.01 72.69 79.10 71.48 78.58 71.03
# 6 Apontador ¥R FSIREE R (%)
Table 6 Experimental results on Apontador data set (%)
Vo sy kil = R7R Supervised SUR_UNC SUR-QBC DDTLS_UNC DDTLS_QBC
33 49 33 49 33 49 33 49 33 49
HER 5 87.70 89.18 83.73 86.45 86.22 88.34 83.14 86.26 89.50 87.27
SCRE )AL FEIEIES 75.38 79.88 74.22 70.12 70.45 72.80 76.63 81.89 76.76 80.55
F {4 81.07 84.27 78.52 77.43 77.54 79.82 79.75 83.50 82.64 84.46
HERf % 76.24 87.83 77.47 84.18 64.88 92.96 84.51 97.14 80.65 91. 15
g -y FEIEES 60.17 81.18 70.16 74.51 72.27 73.51 64.73 51.39 66.18 45.90
F 1 67.26 84.37 73.08 79.16 64.11 84.12 72.46 67.04 68.80 60.65
HERfI R 82.49 87.20 84.48 96.85 95.20 91.23 94.88 89.62 96.70 99.29
skt FEACI B 81.17 70.99 63.14 49.96 52.93 80.46 55.48 65.92 52.85 68.48
F 14 81.82 79.25 67.59 66.92 68.00 85.51 69.44 74.25 68.17 80.86
HER 5 85.25 87.83 82.33 87.67 86.59 87.52 86.53 86.26 85.53 87.04
LR FEC B 75.31 81.18 76.18 79.93 77.62 74.36 74.29 82.11 77.55 82.25
F {4 79.97 84.37 79.04 83.46 81.79 78.01 79.80 84.10 81.31 84.56
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Fig.6 FExperimental results on Apontador_49 data set
90 L A
1]
85 /\/\e/\/ﬂ\ﬁw
C
80+ 1
A
75, ]
70 1
65+
60 —e— AT % | sor —e— T
y —— % 55| —o— HE)
- —a—F —A—F {H
50 ‘ T S — sol o
0 0.1 02 03 04 05 06 07 08 09 1.0 20 40 60 R0 100 120 140 160 180 200
e LA
(2) TR R ECH ST 44 R R RZ (b) L ASAE S E5 R RAm
{a) The effect of weighted coetticient on experimental results {b) The etfect of neighbor sample size on experimental results
T 90 %, —— :
85 f% 85 W
L 1 80| 1
A—A—A——A—k—'A\A\A_ﬁA/A
757 1
70 M—K/
65
60 —a— e |
— TEF
55 ——F i
V00 02 03 04 05 06 07 0. 9 20 30 40 50 60 70 80 9
. 203 0. 0.5 k) . 07 0.8 0.9 0 20 30 40 50 o0 70 80 90 100
BB RE A/ RAR LR R B3 IR R AR
(¢) R ARG S0 4L R AR (d) BULE A R RHR S I 4 RAIRA
(¢) The eftect of candidate sample size on experimental results (d) The effect of initial labeled sample size on experimental results
K7 SERUERIE S 45 R
Fig.7 Experimental results of parameter sensitivity analysis
F AR5, T BOBROR, FEAS R AN 78 X 28— 2 R FE R 5

BRI o T ZRAE (FETAFEEM WK, Rz, WS — 2RI EIE AR T
FRERPERIIMABCRFE) it SAEAR) SUR i, il #EA. WK 7 (a) FATLLEH, o < 0.5 M5O, 1
o AH T DA B MR B IR A R (9), i, GRIERAE o ER IS M a > 0.5,



458 H | 1k

F {1

43 %

R B A R RS, F £ a = 0.8 I
WA . X W A AR A ] DUAT R 531 B
EIRE PR, AE2RE AR PR 73 S A8 PR BRI 5%
FEREA AN 2 PEAR, RIEAE SUR, 15 H B AT A
PR B AR ME. AN, M a =0 2% 1.0 i, i%
J5 AR AN G REARTRME BN s P 1 KA

K8 FIA T 1 o FUAH 44 0+ 0.8 F1 1.0 K,
I3 A IHER 28 04 [R] 26 b 32 By 27 ST IE AR FR ) AR
th. K 8 (a) HATLLEH, a = 0 B4 2828 v
RARFAR, XU gl L AR R R 2%
M3 R o AR RS L. AR, B 8 (b) Wk a =0
73 S8 (1A PR AR, HF BT, bR ft
REEE 20 % WA A 5 ILAL P TR o BUE AR
Bt a =08 fla= 1.0 MHH, a = 0.8 IHERR
R ] 6 B B A 0, K — &5 U0 I &5 S AR SR 1y
BUERFE A RLP), X o0 28 (VRS B ANz AL R ) #5F7
FETHEH.

AN KON B2 R B g Wi 7 (b)
Fiiar. ABANECR 20 I, XUZ KRR SFE I A 0] A0
F &K, I Hax A KA s T A s 4 A~ 40
RS S 75 IS I Vil N1 < S U N 1B ey | B R [ A
AN RE A Hh S WA ASTE ARARICHRE AR 25 (1) v AR,
1T ARAN B N, 25 55 30 B o, AN Eo ok, W
P FEA AR AR o0 A BT, ARSCAEH] 20
AN AR IS AFABLBE VISR AR 2% i

A% 36 1 A KRN S50 25 R 52 g 1 7 (¢) o,
0% 36 A A B F 1) 2 5 — 2 R I 8t IR FE AR AN 2.
XAME FIREAS Bk KB /s, i SR e A A K,
W25 — 22 SR A PR A P e i 2>, I ¥ 0 3 vt AT o
PEFIAR R AE A S AR, JF Had K s R R A i

90 .
85 +
80 -

precision
wn [ N ~ ~
w [} w (=} w

wn
(=}

—— a=00|]
a=0.8] |
—>*—a=1.0

I~
O

n e
18 20

B~
[}

2 4 6 8 10 12 14 16
Percent of labeled data
(a) AN ZR BT HE ff 5 BB R AT A A (b
(a) In the case of different weighted coefticients, the change

of precision as the number of labeled data varies

P2 BTN BTV I TR AR AR B . AT B, W Ak S A A 1)
ik, S IR AL AR A, 1 15 5 &0 #
HREASS BN, AR IR T 2 as il ae. K
7 (c) HIRE REGAE 73X 458, AR, Hk
(RIMER R AE IR FEA KA 200 1, B RARICFEA R
Hi¥ 20 % W, BUHRARARL, 2 I Bl i 3 A A 1) 44
PR SN S S TR A B | PR VR = 5 Ny
400, W& RARICFEA B ET 40 % TFUREAF 3 =i
. TREMIIR R, IR EE ek 0.8, FEEE 2
KR4 50 38 AN s M i — REREAS, Ao e vk
i RREAS A ik ok 2 )5, PR FEA AR R P ik
PERAMAREAS, 71X ARG M R I REA I N I 2R 4
i, BRI THE DI A RER, R 258 2 PR
IR IIHERR. L, A SRR IER N = 300,
BIAE S — 2 KL R SIER 2/3 MM FEA, {474 1/3
W I REA.

M7 (d) H, B AT LR AT GARE A EO6 5256
SERLRAT RO, N T D N AR (R A, SE26 ik %
ST gD RTUEREA, BIRIGEREARRCN 10 (FEAS R
1 %).

4 it

A SCEE XA AT W 2% AR 2 P D, JFH AT
BRVE R FARZE 7 9 I SRR T ), $R T —Fol
BT R KAE T35 20 (R B R AE S, %A
ZRINE —J2, WARARICHEA 2 [A] rh k0% th ANl e o
K HART A o (0 B8 70 FEAS AR D 0 B REAS; 55 2 )
il SRR Ry (K R Bt REAR SR 5 AR 2 1L
e T REAHEAT N TARYE, AR Ja REA ] T — 4
I 2.

)

85

80

751

70

65

recall

60

55 F
_ oo —— a=0.0
50 ] pooee®® a=038
& —%— q=10

%o

$5 18 20

2 4 6 8 10 12 14 16
Percent of labeled data
(b) ANHLINBC R BT A [0 236 b B 28 R AR ) A8 Ak

(b) In the case of different weighted coefficients, the change

of recall as the number of labeled data varies

B8 IR BN BUZ R SE R 1

Fig.8 Influence of the weighted coefficient on experimental results
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