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Covert Copy-move Forgery Detection Based on Color LBP

ZHU Ye!:2 SHEN Xuan-Jing! 2 CHEN Hai-Peng?!?

Abstract Since negligence of color information in detecting copy-move forgeries leads to low accuracy in detection of
in covert tampering, a novel method using color local binary patterns (CoLBP) is proposed. It involves the following
three steps: first, establish color LBP texture image, which is a preprocessing of image and a combination of color
information and LBP texture; second, divide into overlapping blocks and extract gray level co-occurrence matrix (GLCM)
features; finally, match image blocks by the improved kd tree and split partition, remove the false matched blocks using
morphological operation and then detect the resulting copy-move regions. Experimental results show that our algorithm

is effective for covert tampering, and exhibits high robustness even when an image is distorted by blur, noise and JPEG

recompression.
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Fig.1 The exemplar of copy-move forgery classify
((a) The exemplar of covert copy-move forgery; (b) The
exemplar of spurious copy-move forgery, where solid

and dashed rectangles are copied and pasted regions.)
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Fig.2 The framework of proposed method
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Fig.3 The framework of color LBP establishment
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Fig.4 The diagram of GLCM feature extraction,
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s = 1; dash line indicates o =1, s = 2
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Fig.5 The color LBP images on different color model
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Table 1  The analysis on color space choice
Bz B LBP EGSRETE (s)  TPR (%) FPR (%)
RGB 4 95 9
LAB 5 94 11
HSV 5.5 95 10
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Fig.6 The experiment on effectiveness of color LBP
((a) The matching result based on directly extracting
GLCM feature on gray image; (b) The matching
result based on our method, where marked regions

are forged regions.)
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Fig.7 The FPR and TPR comparison on
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Fig.8 The exemplar results on covert copy-move forgery detection ((a), (g) Covert copy-move forged images;
(b), (h) Color LBP images; (c), (i) The results based on DCTMl; (d), (j) The results based on Zernike!*4);
(e), (k) The results based on LBP!™; (f), (1) The results based on our method. Where (a), (g) solid and

dashed rectangles are copied and pasted regions; (c) ~ (f), (i) ~ (1) marked regions are detected forged regions.)
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Fig.9 The exemplar results on spurious copy-move forgery detection ((a), (g) Spurious copy-move forged images; (b),

(h) Color LBP images; (c), (i) The results based on DCT™; (d), (j) The results based on Zernike*
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Fig.11 The results of adding Gaussian blur ([3, 1])

(a) DCT (b) Zernike (c) LBP () AR CE.
{a) DCT (b) Zernike (¢) LBP {d) Our method

12 FIIEAP T 90 [ JPEG IE4SH 45
Fig.12 The results of adding JPEG compression with quality factor 90
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Fig. 13 The ROC curves of post-processing operations (Where (a) ~ (¢) are adding different degrees of

Gaussian noise, Gaussian blur, and JPEG compression.)
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