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Semi-Fragile Image Authentication Based on Zernike Moments and Watermark
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Abstract
compression, how to cancel out the contradiction between fragility and malicious tamper, and how to reduce the compu-

How to ensure watermark security, how to overcome the contradiction between robustness and JPEG lossy

tational complexity are the main issues to be solved in the existing semi-fragile image authentication algorithms based on
watermark technique. In this paper, a semi-fragile image authentication algorithm using Zernike moments and watermark
is proposed. It can distinguish malicious modification from incidental modification according to semi-fragile characteristics
of Zernike moments of the low frequency subband in the integer wavelet transform domain of an image. Combining the
semi-fragile characteristics of Zernike moments and the watermark based on human visual system, it can discern coun-
terfeit attack, thus, improving watermark security. Computational complexity is reduced by integer wavelet transform
using lifting scheme. Experimental results show that the proposed algorithm tolerates JPEG lossy compression to a large
extent, and meanwhile it is fragile to malicious tamper and capable of locating the tampered area accurately.

Key words Semi-fragile image authentication, Zernike moments, image watermarking, human visual system, integer

wavelet transform
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Table 1
after attack

Difference of Zernike moments magnitudes of LLs subband in integer wavelet domain of an image before and

ili Airfield Baboon Barb Pentagon  Peppers Pills
JPEG90 59.54 33.25 45.07 59.63 40.57 33.14
JPEGT0 94.93 73.53 62.87 61.81 52.22 52.62
JPEG50 140.79 104.89 80.82 69.36 81.75 74.45
JPEG40 156.39 105.07 85.15 88.47 83.51 107.76

Cut(16 x 16) 1417.60  6047.40  4082.40 6268.40 4555.50  1785.20
Replace(16 x 16) 683.31 828.35 483.79 381.95 653.02 515.07
Cut(32 x 32) 1271.1 5887.8 4232.2 5625.5 4135.3 2470.8
Replace(32 x 32) 1633.4 1072.2 1493.3 1191.1 748.01 1038.7
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