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Editable Blockchain: Models, Techniques and Methods

YUAN Yong"? WANG Fei-Yue"?

Abstract The editable blockchain is a novel but controversial topic in blockchain research, aiming at editing the
blockchain data without undermining their desirable features such as security and trustability. In this paper, we
systematically analyze and address the requirements for editable blockchains in information security and regulation,
and present a working framework of editable blockchains. We also investigate the detailed models, techniques and
methods in redacting, deleting, inserting, filtering and hiding data on blockchains, and discuss some open problems.
Our purpose is to provide helpful reference and guidance for future research and development in this novel area.
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Fig.1  Research framework of editable blockchain
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Fig.2 Redacting blockchain data based on mutable

transactions
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Fig.3 Redacting blockchain data based on
parallel blockchains

3.3.2  WEFHHEERER

KU A FEAR AT SR R BE B 2k X e, (Rt 4
J& X S G40 A AT AH AR PR A X P2 18] R BE PR 26 1 A
BB, MM B 2 e A SRR . HOR B XA
X B By = (si, 24, ctry,y) FIIMT —A4 “0Old
state” F Bt y;, I LAAE Al i 46 X 40 1) Merkle
R —NEIA, KAy, = G(s;, 2;) B RXPA U
ANEBN. X PEE o BSC N, B, ORTIX B
Bl = (s;, @}, ctry, y;) G (B 2 R AEARAL, TR
N T IX ez [A) R Ay B % 0 52 BE MR AR T 3L
Merkle MR JREIA AT y; OREEAZE, KLy, %
PSR B 2% A A BERE T3 AR AL

B AR BB 4 o, JXE B, %
EAE M B N By i, SR BB SR R R
WEFH B LRI R R, o R S 0 X B A5 = 4%
SEIERRARL (MEAL A FBER). A — s b ) 56
R F BB, WX B K&y By, JRIX R
B, M. il 4 prow, EREBESUE, BT X R
By W o AR TR R 2R BT R (1) 0 A
PEWERIR, Ty, %Eﬁﬁ‘]iéﬁﬂé\%%%%ﬁﬁﬁiﬁ7
T ERAIE T BR 5% X BB R G A P, AT A
TER T FE Eﬁ%iﬂEhi‘hW’E%mﬁﬂﬂE
v HH I AH A8 X BRI i 2 e O 2k, WA A 2 — 2% A
H Old state FBE IS 2R BE 2 & 56 R, WA
MF7RZ XSG g sl SRR ZX IR AE T
REFAIE .

HOARAE AL — B0

1 ©

J%i

" B, B, wz
% B > m&@%& e
@

L R

4 BT A RE R EE 2 SR
Fig.4 Redacting blockchain data based
on parallel hash chains
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Fig.5 An illustrative example of state derivability for

blockchain transactions
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Fig.6  The framework of inserting data on Bitcoin block-
chain
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Fig.7  An illustrative example of transaction-level edit-

ing and reconstruction
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