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A Cancelable Fingerprint Template Generating Algorithm

Using Minutiae Projection

HUI Yan' ZHANG Xue-Feng'

Abstract In order to enhance the revocation and irreversibility performance of the fingerprint template protection
algorithm, a cancelable fingerprint template generating algorithm is proposed using minutiae projection. Firstly, we
extract fingerprint minutiae feature after preprocessing the fingerprint image and select the effective minutiae within the
range of the sampling radius. Next, we project the minutiae into a line and map the projected vectors onto a 2D grid to
generate a fixed length 1D bit-string. Finally, the cancelable fingerprint template is generated by combining the user PIN
code. Experiments performed on FVC2002-DB1 and DB2 show that the algorithm not only improves the stability of the

template authentication but also satisfies revocation as well as non-invertibility, and ensures the security of the algorithm.
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Fig.1 Features of projected minutiae

B my RSN R, my K omy B4R
AR, WA SR R AR {v}, WX (1) B,

(7’/1‘17 d'i1, 0510, Oi1h, 0o, 6ilh)
{v}i = : (1)

/ !
(T nl, d nls enlv) 9n1h7 5n1'u7 6n1h)

b, n AT REL e B d g 53NN E S )
KEZZHMAT o m; MBS EL F A
Oiko F O, Fom KRNI AR B0 J7 ), Oiky
Oikn TR RN RG]

SCIZE R R, %O YR A B R A R AT Y
HAMERE, NEFERER 1% 6. (H B A E—Lk
BRI, TR R PR R SR IE R 2, X
Aoy AR sUE B EE, W HIT AR HIK, %
7R B ORT GT SURRE AT T AR I, (R AT
ARG TREUIE R, 10 O F O, MY RGEE
Z YW, BRI e B B 55, HICELES
ST, FEAT AR VCEC ) A7 8 H 2 /0, KR
NIEPERE LMK, X6 T MG i i i 22, SRV
RS BERARIAR SOR UL, RO W] BB ASBEAL.

2 AMREHHEE

N T EHE SRR B RRE PEAAETE, AR SCHR H A
AT S AR H SO R A R, R



34 B BT A RSO A R SRR A R 587

FEAR GO A ORI R SCUE R AP BE. Fir Uil
A R ¥ SEXHE S AT AL B, $E IS
SR RURFE; AR — AT A 225 4
R KPR AR AN AT B AP R AL e, SR R
PP ARV B P9 A R A AR JE R AT A
5, RREC o A 1) A AT U B — A T 4EAR
AR I o A I R R Y — 4 U R RS S
FIP PIN B2 Bl T HE 1 SO FRECDLRCmE, X
k4 SO RO (7] 19 A2 48 2 e 48 SO, T
AR TR DERC o R, 5 R A SR
ARSCRIEM A FREATA 2 .

| g mdRE & fiit |

EEEGTE

;

. [ 7 PNt ¥ DFTiEH |
-

| ERTREIREER |

VL
Bl 2 BTAIY R B TR 18 SO A AR A R

Fig.2 Process diagram of proposed method for

fingerprint template generation

2.1 AT SIS

R PR 8O 4T SRR AT T AL B, AR
AT R M = {m;}7,, Hd, m; = {x;,y,0:},
Tiy Yi, 00 A HRIRES © AT R AL E AR AR AN ]
FAEE, n FomMN—IRFBSCE G PRI 0 Sk A
Ja AT e M PRI — A s omg 1B
S, K H R n — 1T A0 R 2% 4
RS S AE. W 3 B, )8 me NEHE
AT R, Teis Yei A deq 23 BIRAHTT R me AT AT A
m; BB AEFR RN B, o FT Bes 23 5R A ROk
(ch,] m;) BT £ 7 5 H B 1R TR
#1161,

Tei = (T — ;) 08 0; + (Y. — y;) sin b
Yei = (ﬂjc — CL‘Z‘) sin 01‘ - (yc - yz) COs 61

(2)

— /2 2
dCi - Ty + Yeis
Yei
Lei

5ci:aci+9c_6i7 0:1727"'an_1 (5)

TEBSE SR, S TR A RS R AT S 2
% R B AT T P AR AR 22, N Y AT
Bl 214 FF IR A1 i 22 i 2 B AGE S i),
(ELE /B A o 2 DBl H SO R I, PR G 3R
BURMEZ AN AL, SRS AR R sl
HOERE

c=1,2,-- . n—1 (3)

Q. = arctan =—, c=1,2,---,n—1 (4)

m;

3 AT RO L B B A 1y L

Fig.3 The distance and angle formed by minutiae pair

e 4 FoR, PMERE—DEE S m SRR, PA
t-min Ml t_max RAEEARIER, ik 62T A
B X3 2 TR B A . 4 2070 0 e A 01 A
m; WIEEE de; W52 250F (6) I, A1 AL me 1B
AR G R

A

¢t max

{ min

< =)
\ 4

B4 AT
Fig.4 Minutiae selection process
t_min < d,; < t_max (6)

RS A 25 (6) A STy N Bk v, JUIRA
T B m, VERS % RAEES bi = {(ﬂfjia Yjiy Qi



588 H 3l 1k

E N

46 &

Biji) Yi—1s Fort, @y Al yye 23 AR A R my A2
AT R my WALEAARR, oy R By 3BT R
Xt (my, m;) MELATERE 5 B 807 1 B AR
Az

2.2 T EHELNTE

PAZHAT B SRS — AN AR BRI 4
RiD:S mj(%‘i, Yjiys Ojg, /sz) B HEZL L v = pr+c,
Horbp Al ¢ 233 F0R BERRERABEE. AR
H, XFELZAAEE 0 43I 50° F1150°, ¢ B 0, Aik
BRI

FB 1. J O = 50°, IE 5 PR, Jersdiy s
my WK By AT HGY, 1581 m; B E L
M7KFIE RS o AR EPEES b, PR A om; %
R E R rl.

K5 Ay Bt

Fig.5 The transformation of minutiae projection

B 2. B O = 150°, X7 SRR 4, I
THEYHY S omy PR E L B SRR 2,

BB 3. AR EEE vl r2, FSE
BIE oy, B WA, 15 34075 500 852 R AE
(Lji, @ji), FHorr Ly F @i 43 51378 -3 B 25 A0 °F
H[E.

rl, +124
aji + Bji
ngi — % (11)

BB 4. DA R omy S FHHAT A, e A
T MBS, TR & {wi} = {(Ly,
Gji) iy FEIT A AN R ) AR5 AR 225 44T A
HATHGY, TR AR RIE R w, ot {w} = {w,,
Wa, -+, Wy ).

2.3 —HELEHRRIVERL

FEXT B RHE S w AT W I, R —
AR IS

wE 6 o, WE—NKH op, B oy B
WSS, H oy € [0,max(Lj;)], o, € [0, 27],
max(L;;) RIS KAE. 75 4R % 451
H, BANETTAE KR cr, TR cp. HEMIAR BT SR
g =wp X wy, HF wy, = |max(Ly;)/cL|, wp =
127/cy], |-] FoRIm FHUE.

<« €,
<,

la »l
< >

9

K6 K=or. % =0y B 4ERIKEES
Fig.6 Two-dimensional array with cell size oz, 04

RS Ly MEYIHIE ¢ TR, B
B Y AR EES . A AR

L;

XJZ:\‘ JJa j:1,2,"',7" (12)
(&9

Ygz:\‘%J) ]:1727’T (13)
€

Hodt, X, H1Y;, 7 W B R 0 £ A
B U PO B TEHE AT S, 5 1 A A )
Bt T P00 BT R 1, 5 S A 6 5 0
0, BRABEIKEER g 19— g b,(5)72g, Hrb
g RIS RATE KL TR — AT A 2 2
4, SEHABANY ST, BB AR R (b)) =
{b1, ba, -+ ,b,}.

2.4 TIHSHHESUET RO B
T B ALt AR T B P AR
AERERLR, I H T P B S B0 . A SCill i i



34 B BT A RSO A R SRR A R 589

i K —4E LR R T DFT 2585, S AP
PIN &5 G 3T HL A B i RSN, A nl ] S 1
U LRI

FER L XK g —4E R b 31T g R
DFT iz far R 1k v;, W50 (14) FiR, vi IR
/INK g x 1.

g—1
—j2nts
v, = E bie 9,
s=0

S 2. Fl A PIN 55 A: 5% Oy Bl #1 40 FE
R,vq, I EE & v, HRGEIEM T;, Hip <q
Hqg=g.

t=0,1,--,g—1 (14)

T’i:RX'Ui (15)

S 3. XA RS {0} = {b1, s, by}
PEAT AR B AT R B T = {Th, Ty, -+,
T.}.

B, S 7GR AR SUR R L A A R AR FE B
SEEE, AR SCIEX AT R T 3, AERf BRIAIE
PERAFIRIER T, eV D IYEE i, IR 4k
WR IS (4 T SRR B e v T B AT AL B, BEAR N Y
JEUR FREUE B RERS BB A FEURE. 7R Hi SOt
frimgmh, RN DFT i2%5F- 5 1 PIN 4456, 58
IR — B AT AR e, N5 T R AU Y 2 Ak

3 IROURMRITAL

3 R 14 D A2 308 38 S S A SR AR 1 30 TE
FRBUBHGIAT LA, 72 B R DI 405, FLHU v
BB O 3 1. AR SCS IR SCHk [19] RIRR PTRE 335, H
AR LR PSR AOR, S 2 DU g )y FEHEAT B
Bk RP YEMHEE0 RO SHIREFREL, MIEMHELL
RP FIBIEFSEL RO o ik th 14 05 15 500y
Bk w. DU AN T

S 1. AFHEMHEL RT MIRIEHR S RO R
KT G P PIN R, A e MG Sobign TF =
(TP, TF, -\ TF} MBiFf8iM 79 = {17,
Ty, -\ T9}.

S 2. MIENHER TF S1ERR 79 fift
BRI A S W BR T2 A1 T2 $EAT HO2,
TP 5 T 1JRmIs s 4ch

|7 — T2
ITE 2 = 1772
Forpr, || - [l2 5 2 WEHC SRREAMERL T SR

W T9 JEATBXT FLS, A R/ANA fx u 1R
VEPRCARMARERE: LS ol

SA(TE, T?) =1 - (16)

SA(TF,TP) SA(TF,Ty)
SA(TY,TP) SA(TY,Ty)

SA(TE,T9)

1975w

SA(TY. T7)

SA(Tf,Tf)
(17)

SA(TF,T?) SA(TF,Ty)

SR 3. Wil REICEA AR L TP 5 79
Z BRI RAUEZ S &R

LSmax(a) = mgxx(SA(TaE, ) (18)

Hp, max, (SA(TE, T?)) FRMUERE LS 547
(e IAl. TR AR T2 S5IIERAR T2 14
JRULHLAM S GM S Fmh

f
> LS max(a)

GMS = *=! (19)

I

Horp, p FORBRMUEZLES LS max HE 0 TR
WA ECE B R 24 GMS > Th v}, ZG0AEEN
AR T SRR T VCfic, Jorp Th i3
{H.

4 SEWERE S

AT AR EERIRCE, SRR TESUE FVC2002-
DB1 #il FVC2002-DB2 #4745, 1% %0 H % 45 e
100 SFHEEARA, HAFHREARS 8 RIS
%. FEREVLECSEIR Y, P MF A 1 IRIESL
RIGAE M F S0, MV 2 88 SRR AN
IEFE 20, JLitfr 100 YR E VL SESE.  FE R DT 5%
I, HURMTF R EE 1 MR8 SRR AE e
9, FARFIIE 2 Wi SURIE A E AR fa 2, ik
179900 WARVEECSELS:. W FRSUR A R G %
Tebr 2 IE W32 % (Genuine accept rate, GAR).
FERIE 4R (False refuse rate, FRR). 4R 2%
(False accept rate, FAR) f1&:4515%% (Equal error
rate, EER).

4.1 SRR EAMRERS 2T

H T R R SR BT B R AR AR K
t-min Ml ¢t_max. FIKEEAITCRKIE ¢, Ml c, XFPUECTE
REAY SR, A TESEAETGSU% FVC2002-DB1 Ak
e s Bl gk, i firsusE FVC2002-DB2 il
I S BAEA SR SRR A S50
BUEIERENZ 1 B,



590 H 3l 1k

s il

46 &

x1 AHSHBEEE

Table 1  Parameter settings in the experiments
e SRR SR

t_min F/NRFEER {6,7,---,13}

t_max IR {100, 110,---,160}
Ca A% B TTRY K {10,11,---,15}
Cy A% B TTHY FE {8,9,---,12}

M T PRSI, HAEH P PIN 54 4:H
&R P AE DL Bk e U 2 80 FVC2002-DB1
OGP PRI RE R SR R R A R IR ZBAR, AN
UEVEREBET, BT DA SOR H S8 85 1R R VN SR
PERE. W3R 2 iR, Y4 P PIN 144t A2
¥R EER #1458 HEEET 0, X HafR THESILECHY
faEtE. M PIN g, ANFESHCHHEEN
EER AN[F. £330, %4540 (t-min, t_max, ¢,, ¢,)
SrER (11, 140, 13, 9) B, DB1 ) EER #AK, T
BLRCR IR B e dd:, BT DARFZ S 80k i & DB 1)
wmLSEL

*® 2 AEZHHE FVC2002-DB1 ) EER (%)
Table 2 EER of different parameters for

FVC2002-DB1 (%)

(t-min, t-max) (Caycy) PIN 15424 PIN 75itt5%

(7,100) (10 8) 0 3.38
(13, 9) 0 3.63

(9,120) (12, 9) 0 3.12
(14, 10) 0 3.37

(11, 140) (13,9) 0 2.56
(13, 10) 0 3.14

(13,160) (11, 11) 0 3.08
(12, 11) 0 3.18

AT IR IR I S 4L, TR H AR 8UF T L RE
FIH BN, A SRR DB2 b g7
. DB2 1S EEE S DB1 A [H, M4 R
R, M8 (t-min, t_max, c,, ¢,) HL (11, 140, 13,
9) B, H EER 7EH /7 PIN 22 4 FIt 5 15 &L T 53
Ak 0% A1 1.16 %, e HAh S50 R85 2 B AP PT
BCRCR. B, 245285 240 (t-min, t_max, c,, c,) B
(11, 140, 13, 9) B, BLR T HASFESUE R I
B PRAR ) UL L B

Mg b, PR ERICKE e Fl ey MU, —4E LRy
R, ABEA D A A 2 ey . (HO SE T 2 2R
AT DA H, DCTC R RSN MR B T i K R R

BT RE [ I 32 3] H A R 3R 1) 52 ), 4 1 5 e 1) 6
I PRI R RS BRI R AN E S
12 HELERHHESR

AT B UE AR SCSYE BN E P BE, 4 il HE
FVC2002-DB1 #1 DB2 #4F%f ] - PIN 1544
A &R P FRE D0 T HEAT T BARICEL ST, 5L S 40
(t-min, t_max, ¢, c,) 7HIH (11, 140, 13, 9). H
K7 ATDAE ), 4P PIN mZe 4, —AMREE
I EARVCEL 15 2 (B e E &, I BA BRI, Ui
B AV IR AR VE R RE AT

%

® —%— RILH
08} —O— {RILAL |

0 0.2 0.6 0.8 i
VAR AUN R

(a) FVC2002-DB1
%

—%— ZJLY
0.8 Q —6— [RILE |
0.6
£
0.4
1
02}

0.2 04 D T —
JH—1L LR 54
(b) FVC2002-DB2
Bl 7 PIN f5%e 4 BB TR 437

Fig.7 Genuine and imposter distributions in

the safe-PIN scenario

H & 8 AL, 240 1 PIN it i, B AR VLRED
A3 A 2 B T S, X EYE A A IEYE RE 1 A —
E .
4.3 ELESLIE AT

AT HE ARSI B Y AT AR 4 SO R
WFERITERE, A SCRRERI LSS

B, FASCEE S Pambud 20 Jy ik
W ZERAEAT X, th3R 3 TN, FE 7 PIN f4 4
W% DL, AR SCRIAAE SR U 5 FVC2002-DB2



591

B BT A RSO A R SRR A R

34
W SRR 1R/ N Pambudi Jrik, I B EEARY ! B@——7=aPv—E9
TAUERIER. 0.9
0.5 2 : , 0sHH
04} —O— fRILAE |- .78 % FVC2002-DB1 A vk
) —B—FVC2002-DB2A Y Bk
03t 0.6)8 —7—FV(2002-DB1 Pambudi 7% |1
® 2 —O—FV(2002-DB2 Pambudi 75 i
| 0.5 s - - -
%;( 0.2 0 0.05 0.1 0.15 0.2 0.25
; FAR

JH— LU 753
(2) FVC2002-DB1

%

—k— HILH
—O— MRILAC |

0.5

04+t

0.8

0.6
S CAUNTEAR
(b) FVC2002-DB2

8  PIN Fihyitt &5 ik B VT i 4

Fig.8 Genuine and imposter distributions in

the stolen-PIN scenario

0.2

# 3 R Pambudi JriE A SCRIEAIPERE LA (%)

EER comparison between the Pambudi method

Table 3
and proposed method (%)
PIN %4 PIN it i%
GRS
DB1 DB2 DB1 DB2
Pambudi 18] — 1 _ _
A 0 0 2.5555 1.1565

RJG, T HBTE PIN Rt @& % 00~ —Fhr
P RE, A SO Pambudi (97 B HET L. 1%

B9 PIN fitis i 4 S A Pambudi
JiiEH ROC 8141
Fig.9 ROC curves of Pambudi method and proposed

method in the stolen-PIN scenario

K 10 4 A P PIN Bt g% if, AR SCR VA AE
FV(C2002-DB1 #1 DB2 ) FRR/FAR 2 &l, EER
Aih 2 FRR fil FAR A48 r9fE. B 10 7 AFE
s, BEEE FVC2002-DB2 # 1t DB1 /i EER B&AIL,
N FVC2002-DB2 (A TETEBE 5 1.

1 g
A FRR
0.8 ! FAR
J
]
0.6 'l
% !
E 04} /
I
1
= 7
0.2f H
1
7
7/
0 . \ .
0 0.2 0.4 0.6 0.8 1
93— 4k LI 430
{a) FVC2002-DB1
1 7
4
;| FRR
08} 4 FAR
!
I
0.6 H
; /
I
5 o04f !
~ ]
P [
02} J
1}
,I
O A A A
0 0.2 0.4 0.6 0.8 1

H— LU EC 2 %5
{b) FVC2002-DB2

FEMSER W T: 4% Romin HEME K 11;
R_max WBMETERE N [20, 140], Zadsci i, 24
24 R-max I 140 W, SUREAT; %40 k W@
MATLAB BaEHUAERE. & 9 A8 ey 5 Pambudi
L AE AP PIN 5t g2 g ROC i 4, %55
B il 28 T 1, IR e Rk AT, SCIG 4 IR,
AR Pambudi %57 A B AFAIEHERE.

K 10 PIN itEEnT FRR/FAR fh 4k &l
Fig.10 FRR/FAR distributions in
the stolen-PIN scenario

e, SRR R R 2, PN SO R
RIFeLesE E FVC2002-DB3 2 BiF A< 3054



592 H 3l 1k

s il

46 &

VEIA R, 51 Al 2 SRR IES R 5 A
SCEPRPEATXILE. HE& 4 W[5, FE P PIN At
A OL T, A SCRRAE R 4 FVC2002-DB1, DB2
#1 DB3 ) EER 4351k 2.56 %. 1.16 % F11 5.93 %,
BHAB-EFEARAIEE R A W 2R3

# 4 PIN fitge A FISEIARPEREXS H (EER) (%)
Table 4 EER comparison under the stolen-PIN

scenario (%)

ZR DB1 DB2 DB3
Lee %012 10.30 9.50 -
Ahmad %1201 9 6 27
Ahmad %£113] 5.19 5.65 -
Sandhya 2[17] 4.71 3.44 8.79
Wang %:15] 3.5 4 7.5
YRRk 25 10] 3.26 4.58 -
Jin %21] 4.36 1.77 -
ARICRE 2.56 1.16 5.93

4.4 FIRSEMERMZS TS

FREUBA Y AT P o T R PR AE AR 52 1) 1
hiJe, Pl A B e PIN A5 A jf— AN B AR,
SR PR IR A E B A SR MEE. N TR IEA
SRR AT HA R, B 7B 4 FVC2002-
DB1 il DB2 HfAT thilVEfc e, weuast T4
W—IEHESUE R, SEEPLAERRY 100 A PIN fAHES
B, 77 100 AR T AR RO A%
100 FHEFEARLLNL, W —HFHEAEAT 9900 RO
VERCSEE. [, S 7 Fe bR A TEYE, Xt
ANEHE PR R AT S UL SR, A DB1 A DB2 A~
Kt o rh e BUCRE AL T8 AL T — IR 4R SRR 7 AR
NEMHRSCRMERUEIREL, M PIN Mt LT,
FEPEAT 10000 KA X PLEC e . SEha g Ranlal 11
PR,

A i =B S K Y YLV T £ e e 7
IR VE L7, (HF A B R 225, B AAR 3OO
TR R B R . AR PIN AR 00T,
PSR 126 ) 52 SLVE FE & 2R -5 — R 128 ) B DL
B, UHRRITE SR p Bt B d &l 11 7]
S22 FH PSR R [R] FY PIN B 5 ] — $6 SO AE Bl &
I, AR SO A SRR

4.5 ZTEMESH

RO L. XHREUR T AT A SGE
PeRER b UEAT DFT G255, [RI R A0 (15) e
AR Th 3 (15) o R 9 R/NR p x g, vi BIR

K g < 1, FBGETTREEA p DTIRE, AR
MR g A BT IR BRNT R AR A K, B
rank(R) = p < q, WZITRAFAETCTF Z A, TR
e vy JURIEIT 2 MR B —, B ABGE & AR
Y HLRRER b

%

1

—— WM ERILR

0.8 % —O— HEMHERITR
IR
LA BILE
R
= 0.4

0.2 0.2 06
MR ANNEA
(a) FVC2002-DBI
%

1 - v
e I ELC A
0.8 @ —O— Tl H R
: v PHIEILR
A% & I
e 0.6 —— WXL
R
w04t
s :
V
0.2 %
0 0.2 0.4 0.6 0.8 1

|3l CAUNREA S
{b) FVC2002-DB2
B 11 f£ FVC2002-DB1 # DB2 354794 .
iR A FLB DL G A1
Fig.11 Pseudo-imposter and cross (with same key)
distributions for FVC2002-DB1 and DB2

ROGU 2. xR A b BEATIGE. T AU
e R B G AN WA T 2 X AN AT AR R, b
Fref by PO RE ISR TR SN SR T AN A AR
B NI B AE SR R A L A R RO
H AL BAITAE R DL R, ARMER I IR HR 85 B
M T B R T 28 g = 648, 41y SRR AL
Frep R/, RETF ARG 388 x 374 1 BRI,
KT E2=0 388 x 374 x 648 ~ 9.4 T J1IK.

RO 3. MrdiE KRBT B PIN f5, 3
4i5 H OWRaUE B B T BN 2 AT IR,
SE R AL, FERE A FVC2002-DB1 A1 DB2 L5
FRARET 2.56 % 1 1.16 %, HAH RAFH2 2.

5 Z5FRIB

AL T — P T A1 B A AR 2



3 P BTy

SRR TR HE SO AR A AR

593

AR A IR, T DARCA RO phe S5 i SRR 4 M

— RN TEE B R 1 2 4 ) A
e sk

AL T iR A i
AT HEASE, PR A ) g 2]

A R AR AR R A AT R A FR S . T

L4

T,

HARRY, 4R SR B R R TR 4 4
1117 HAE AT . 2 RS Rl 2 7 TR A

RAFIERE

10

11

12

13

References

Zhang Ning, Zang Ya-Li, Tian Jie. The integration of bio-
metrics and cryptography-a new solution for secure identity
authentication. Journal of Cryptologic Research, 2015, 2(2):
159—-176

(3T, WOEm, W5 AYARE S BRI A — — 42 a
BOAIE %, B4R, 2015, 2(2): 159—176)

Rane S, Wang Y, Draper S C, Ishwar P. Secure biomet-
rics: concepts, authentication architectures, and challenges.
IEEE Signal Processing Magazine, 2013, 30(5): 51—64

Adédmek M, Matysek M, Neumann P. Security of biometric
systems. Procedia Engineering, 2015, 100: 169—176

Juels A, Sudan M. A fuzzy vault scheme. Designs, Codes
and Cryptography, 2006, 38(2): 237—257

Kaur G, Singh G, Kumar V. A review on biometric
recognition. International Journal of Bio-Science and Bio-
Technology, 2014, 6(4): 69—76

Jin A T B, Ling D N C, Goh A. Biohashing: two factor
authentication featuring fingerprint data and tokenised ran-
dom number. Pattern Recognition, 2004, 37(11): 2245—
2255

Kong A, Cheung K H, Zhang D, Kamel M, You J. An anal-
ysis of BioHashing and its variants. Pattern Recognition,
2006, 39(7): 1359—1368

Nanni L, Lumini A. Empirical tests on BioHashing. Neuro-
computing, 2006, 69(16—18): 2390—2395

Ratha N K, Chikkerur S, Connell J H, Bolle R M. Gener-
ating cancelable fingerprint templates. IEEE Transactions
on Pattern Analysis and Machine Intelligence, 2007, 29(4):
561—572

Feng Q, Su F, Cai A N, Zhao F F. Cracking cancelable fin-
gerprint template of Ratha. In: Proceedings of the 2008 In-
ternational Symposium on Computer Science and Computa-
tional Technology. Shanghai, China: IEEE, 2008. 572—575

Lee C, Choi J Y, Toh K A, Lee S, Kim J. Alignment-free
cancelable fingerprint templates based on local minutiae in-
formation. IEEE Transactions on Systems, Man, and Cy-
bernetics, Part B (Cybernetics), 2007, 37(4): 980—992

Lee C, Kim J. Cancelable fingerprint templates using
minutiae-based bit-strings. Journal of Network and Com-
puter Applications, 2010, 33(3): 236—246

Ahmad T, Hu J K, Wang S. String-based cancelable finger-
print templates. In: Proceedings of the 6th IEEE Conference
on Industrial Electronics and Applications. Beijing, China:
IEEE, 2011. 1028—1033

14

15

16

17

18

19

20

21

Jin Z, Teoh A B J, Ong T S, Tee C. Fingerprint template
protection with minutiae-based bit-string for security and
privacy preserving. Expert Systems with Applications, 2012,
39(6): 6157—6167

Wang S, Hu J K. Alignment-free cancelable fingerprint tem-
plate design: a densely infinite-to-one mapping (DITOM)
approach. Pattern Recognition, 2012, 45(12): 4129—4137

Wang S, Hu J K. Design of alignment-free cancelable finger-
print templates via curtailed circular convolution. Pattern
Recognition, 2014, 47(3): 1321—-1329

Sandhya M, Prasad M V N K. K-nearest neighborhood
structure (K-NNS) based alignment-free method for finger-
print template protection. In: Proceedings of the 2015 In-
ternational Conference on Biometrics. Phuket, Thailand:
IEEE, 2015. 386—393

Ahmad T, Pambudi D S, Usagawa T. Improving the perfor-
mance of projection-based cancelable fingerprint template
method. In: Proceedings of the 7th International Confer-
ence of Soft Computing and Pattern Recognition. Fukuoka,
Japan: IEEE, 2016. 84—88

Xu Qiu-Wang, Zhang Xue-Feng. Generating cancelable fin-
gerprint templates using minutiae local information. Acta
Automatica Sinica, 2017, 43(4): 645—652

(VPRKRE, B4, FLT 407 m 4 15 S wT By H8 SUBIAR A Sk
Hahfb2Fli, 2017, 43(4): 645—652)

Ahmad T, Hu J K, Wang S. Pair-polar coordinate-based
cancelable fingerprint templates. Pattern Recognition, 2011,
44(10—11): 2555—2564

Jin Z, Lim M H, Teoh A B J, Goi B M. A non-invertible ran-
domized graph-based hamming embedding for generating
cancelable fingerprint template. Pattern Recognition Let-
ters, 2014, 42: 137—-147

B PRl E s SR LR
SEGAB TR R DT 1N Y
FFAE .

E-mail: huiyan_mini@163.com

(HUI Yan Master student at the
School of Communication and Informa-
tion Engineering, Xi’an University of

Posts and Telecommunications. Her
main research interest is biometric recognition.)
%‘iﬁéﬁ‘f‘% P, PUZER R Sl A S A

wm

His main research interest is information security.

BT RZ. EEHR T A E R
A ARSCRAEIEH.

E-mail: zhangxuefeng3@163.com
(ZHANG Xue-Feng Ph.D., profes-
sor at the School of Communication and

U
. e

em

Information Engineering, Xi’an Univer-
sity of Posts and Telecommunications.
Corre-

sponding author of this paper.)



