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Extended Kalman Filtering in State Estimation Systems With Malicious Attacks
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Abstract In the
design process, the optimal filtering gain is obtained by optimizing the upper bound of error covariance. In the process of

A distributed extended Kalman filter (EKF) is designed to estimate the nonlinear target state.

communication, the distributed event-trigger mechanism is introduced meanwhile the malicious attack signal is considered,
so that the system can save the communication resources in the case of maintaining certain estimation accuracy. Finally,
an indoor robot localization problem is used to verify the effectiveness of the proposed method.

Key words Distributed event-trigger, extended Kalman filtering (EKF), state estimation, malicious attacks

Citation Zhou Xue, Zhang Hao, Wang Zhu-Ping. Extended Kalman filtering in state estimation systems with malicious

attacks. Acta Automatica Sinica, 2020, 46(1): 38—46

UTAE SR, o2k 1% s I 45 RS A T R R 2
FUHEIN B BERCE . H b L5 T TS T AR AY
PR 22 5 2 e AR U S e 0T, — 3
PEBEE AE AL e P 45 U T Z TR Yu
WHHE T — Al TSR G R R 2980, FPR T
PEW T L GE-R IR PSP LS Al ad 7011 Ul TR 3k
BEMRERG MRS, Lin S8 T —FETF—
R E AR A 3R R 2 WA, DA G
AR B). (ERAE DA L3R R 3X 2epfF 5,
BOA % R M 2R 2 A )AL SR, ATAF SR B I 2%
YO s E AW ETY, Jo 2 AL s 9 2% 1 22 2 k5 2
N — AN B B EETT IR BT = Ak
BIGET R, ML R 55 2k (DoS)P), i 2t )
R e, Sl T B RIS, Zhang

ek Hi 2017-11-03 %4 H 91 2018-06-09

Manuscript received November 3, 2017; accepted June 9, 2018

R B AP B 4 (61922063, 61773289), Lifg B AR 5 &
(17ZR1445800, 19ZR1461400), F#EEGiTR] (18SG18) wH)

Support by National Natural Science Foundation of China
(61922063, 61773289), Shanghai Natural Science Foundation
(17ZR 1445800, 19Z2R1461400), and Shanghai Shuguang Project
(185G18)

AT E KEF

Recommended by Associate Editor ZHANG Jun-Ping

1o FERAAERIRE S TSR il 200092

1. Department of Control Science and Engineering, Tongji Uni-
versity, Shanghai 200092

V2 M — AN A BERT ST T Befi i DoS iz
WG, AR RETE A PR AR S S 0L R X H AR &R
Gixt i KR E. i Ding 218 RS T 2330
Y il 55 B RO B 1 R SR B T F i e a4
fil, B T Sk R L R

AN, T AE G R R 28 e 2tk R gu ik
RN, MSLbrH i R G2 ALY, Fr AL H
ZRNR PRSI, B, Stanley Schmidt $2£H 79 &
F/RE3EN (Extended Kalman filtering, EKF). H
B, XY R R 2SI 5T, CAFEMHS 2
SCRR. FL R TE I 8 SRR H A 5 TR B ) 4% (1) 22 A (]
FEAIS] Bl — i, FRATTHTAE TR 4 32 21 O
Yt s O B E A RN R IR 2 g s DA
Y59, SCME bRE A —AHk.

AN, BT s R ] b gt L, T LR
P A AR, B A, T AR R AR M 45 1 RE R TH AR
o WA Al A AL R A AN R I — )L
BT 0 7 YA T DAREASAl 38 A s 0 D) 1 R
HIE O, 3SR RE I8 A T s Hh 3R A5 B AR RS
5, BT DARBAE Bl D A5 REAE I IR 0L T PR R T Y
WERPERSL. B, BRSO A ETRS
(RS A & T L R st 1A] A T 2 U8 DA R e ok
fih 2 91 X 2 figh A Ty A TG 4 A% T I 4
E4A 24 2 W 5755202, Zhang 42



1 JAE 4 YRR R S8 IAE 2 B BGE R G P RS A T 39

W T — 28T RSSI (Received signal strength
indication) 157 A Bl H bR MR ER A8, £
ELAl R T Rl T S i e e A% IR M 4%
)43 A X FEHL H bR IR ER Ty 35, o] AEAS AR/ A
(R B0 T A5 R BR B R T Zhang 2521 )
R i A LRI T — SRE A ) ZR e ARG
A5 PRl B SCERA RIS, TSl A A
A R 2 IAE AR R R 1Y A B, BeOR 3 R AP Akt
PERE, DU AEA SO FRAT2E R L Tl T IR
P HARIR S AU M 25 rh, DARE AR s i 8 75
fir.
EEET AR AT A G, AT T
—PhET RO YR RO 2 Ukl A, HARETE
2 31 W 2% Mo B 1 0 AT A RO DE B, AT ERAS:
HARPPRAS. ASCWoTEk 284 1) FEamy e
RIORZUEW P 5 A &AL, GEAETEPRUEAS T
ROR B BIER A RO A L BREs I RE R, JE A% )%
MR A 2) T M IR, (51
T8 i AR RE AP LA L
5 @ RE RPN, coly{-} f3E N F17T
&, diagy{-} REXALE N DNTRNITE.

1 [elRafEiA

TG 26 4% g ) 28 1 305 4R $M R AT DA E SR
f'ﬂl’izl g = {V,S,A} ;H\:Eﬂ V = {172a"' ,TL} /l\
TR E C VXV KBHW, B (i,5) WIF
RN A G, § ZEF PAEAEAE, A1
WEEAERRA N, = {5;6,)) € V}, R4l
B A(k) = [ag (k)] 4B EEHERE, TR (1)) € €,
Gij(k) =1, fiz, aij(k) =0,K¢g H@E%ﬁl‘i%%ﬂ‘j
D(k) = diag{D; (k), Dy(k), - , Dy ()}, WHLHHL
Wk L(k) = D(k) — A(k).

T SGZE B IR I 2% 1 Sl e S IO B s A
B, DL L B SRR 2, (A 208 S
— R A F I R R s, A iR
P K S5, A REAL S, DS AR AE R R F
fisl B 220 DN B ), RF SRR — IR A BRI AL PR A7 7
THrRFER T, SR AR R SORIREL. TAEAE
bR, MO T RE 2 38 a8 I (R I B D
I £ 1A ROV

E 1. MK 1 W AE B ET R AN R
Kalman J§i 5% 569" e Kalman 385 1) 4< 5z X 5]
WAET, 1% B8 AR AL A RIS ZI &R R 2=
P E A% i 4 I R P DB R, A U A% IR D =
85 W& 5 Al THE 2 A 225 e — T 22 1)
HE, BRER A 25N EE. A TEY R
Kalman 3§ R, BTS00l 19 & Kalman &
B EEAR S ATEAE T — & A TS E LT

PEAR TIEAE R, TR T RS
FIE—ANRA n MERGRHI R 2%, LI H AR L
2t 3 AR R

Ty = f(z) +wy (1)

Yir = hi(xy) +vip, i=1,2,---n (2)

Hrp, 2, € R™ WAWIRE, yir € R™ AR
AR, w, € R™ AR, v, € R™
NEIIER. wi, f v, BOVFIIEE RS, wy
WP 2280 Qr, AR ZIE) w AR, vix B
I 22180 R, AIFZ, AFAERESZ HE v 5
ARIR. f() AR (+) RS AR L
BEAh, % SGH B P51

Zik =Yik — hz‘(-’%i,k)

(Do Yiumt) Communication

Sensor i Channel
T From other neighbors (d,.,,,,-,ly waint) TEKVVI,/,
) Adversary
Physical plant | | Vir

Yi i

(s> Y 1)

] |
Vi1 cdimi i .
ZOH }4—{ Filter i }‘7

To other neighbors

BIL e SRl A 8 I N 2% Bt s T

Fig.1 The diagram of attacks on an event-based

filtering network
TG R R
gi,k =Y+ Din (3)

Horp, i BRI, XN T HREGS
IRV, DAE B SOR. A, 9, BA L5 9y,
2t b — o E I, D8 A O VA SR B
55, W ERTESREHHERE. BT %
b A% i ek R o A2 B A 1 R, (S S R,
B LASE BR ) B 5 5 AT AR IR N Biwyy . Hp
Ei,k = diag{gm,k,faz,k,“' ,fi,s,k}, m = Ei,k Y &F
—ILRHEA L TR

0<E , S&Gor<&ur<oo, s=12--n,

(4)
H T Ui 5 A T8 A i P S RO, BT DA,
Eisk W ETFHRBUEN O < §”k <1, &sp > L
0< §Hk < 1 FRIRTE k B2, BGEAE S 1% W 2 2
@ MEIBERINE s A o> Rl F B RHE S .
Eise > 1 FRIEFHOK.



40 H ) 1k

¥ 46 %%

A 2. FIER M VBN R BN TBOk
KBRS, PR BEGhEE RE N RS R
SCik [12], T ol E RA A IRIBER, FTATERS)
— Rk, KR B RE AR Z st 1k, FE—IRIL
SR G, Bt# fR B R, N — IR
HE S, THAF-fif 1 BE R/ NG T R — IR Y IR
FL AR AR I 18] DA L% R KI5 e sl B R SR /1N DA
LICH SRR k. Besh, S3CER [13] AR, A SCH
ML A5 SR AR Y, X B RE A R AE BN
Z), Bk B SR IERL, DX AT A58 b .

25 &GN e B By, S ) 2 A
PARIR A

Yir =Yik T ikl =

(I —Zik)Yir + iV (5)
IS B i B 2
Zik =Yip — hi(@ir) (6)
TR AT E AL, AT B4 R B
Tipr1 = f(@in) + Kigly;p — M&in)]+
Ci Y (Zjn — Zin) (7)
e

Ho, K p MUEN AR, Cor — ki
FE. BENTER RO TR,

fe JEas 1 HE B T G £ 28 PE AR W0y, BT A
AR A £ RE B S A O B i Sk A BIL A
EHU IR — Al S AR A ROTE. R
B, ASCGIAFA AL, HiA T

dinwl < mink>d:’ni {k’|szkq)zkfzk >
O—i\I’Ed;ﬁ”_ ci’i,k‘I’i,dgni } (8)

He, dy,, KRR E— P RZ], @ip F1 ;)
K A F BT X PR AR, o 2 R0 B EIME,
PAVH RS o0 il eV iR 22 ERR, W5 L o € (0, 1),
\Ili,d/jni = Zje/\/i (zj,dinj —Ei,dini)a fi,k = éi,k _éi,djni-
TEGIA S LS Z )5, 53X (7) PRI EE T A
ER |

T = (&) + Ki,kt[/i_,dini - hi(ii?i,dgni)]—i-
Cin¥ia,, 9)
E 3. SR IR SCHER (2, 8, 21] R, A
SCETT B UE A B — Btk 3 v, 7 R 2 TR A e ) 2

WA 2 MARIRAE y, r, X EAFRATATNEDL
TR ANFRE Y AR G BEAS AT A B D

E 4. TEPEBE ML, AUE B AR A
), Ferbfk t2 =, RUORRM Y S ARA
AN [) g A4 it A b 2.

FERHe HhAgRE B X (9), AT BT Hinz —
FTRITHIEN S EA K,k hr<ken FI{Cix}i<ken, 5
WAL

E{(z) —&is) @k — &ix)" } < di (10)
Hrpr, ¢ FRIEBORZED T 2209 ER. H—1HIR
RTEW R (10) BT, 15 ¢k d5e/ly, X 1T DA
i il — A 0 Rk A, BARE BT R E R —1F
k.

2 SHNIEKFSHORI

B, A I ORI 0512

gliﬁ 1[22}' /7\\ //”'0(')’"’/”'1(')"" ’K's(') 79@%
¢ e R" M RMEL ¢ Wi ~;(¢) =¢"T¢ (j =
0,1, ,5), 3o, T) WL T; = TF. HURAFAE
7 >0,72>0,,7, >20FHT->_  7,7; <0,
WA AN S AT

s
Jj=1

Kl(() <0,--- a'%S(() <0= K’O(C) <0

(11)

3138 21230, % FsesE P, M = MY, R = R",
IR AN XS,
M+ PR'PT" <0
M P
PT —R
—~R—P"M'P<0

<0

N T I EHE, R BRI 5 S Sy . BB
EZINE

Eirlir = Zis¥ir T 2iWir) (12)

;H\:EF'a Ei,k = diag{éi,l,k’éz’,zk’ T ’§i,s,k}' T,

@?(@k)(%(@k) —Eixix) <0 (13)
H =2, =8k — Ei,k >0 %Jﬂzi%ﬁ@; %(iflk)
R ARLeE AL, R (Y k) € [0, Zird -

A 5. i ETSCHYSE R TR, B fE S AR
[5i75ﬁi7k75¢,k?7¢,k] |j:‘|’ Jﬁtﬂ%ﬁﬁiﬁ?ﬁ-ﬁﬁ/ﬁﬁ
[0, Zi kY, 1) Z BN HIARS AN, 056 BRIt A5 5 X
seFELIY, ATl AEL R L. BT RA, TEdE ST R
, ARRFEHE SR (12) AfE



1 JAE 4 YRR R S8 IAE 2 B BGE R G P RS A T 41

A R U 25 T DA TR

A~

€ik+t1 = Tjk+1 — Tik+1 =
fxe) +wip — f(@in) — Kiglzip — Fin]—

Cin¥ia, (14)
¥ f(xy) 16 2 SARSMBEIRIF, W15
f(@i) = f(@ix) + Fireir + O(leir]) (15)

Hrp, Fip = 0f()/02|o=s, .. MRAEICHL [24], DAL
TrAEH R BT Al AR

O(lesx|) = (Fip + Ui xQ i )ei s (16)

oo, U,y R CRIB AR, Q0 x BRI
AR, WL QT Qp < 1. izt (16) W43

f@y) — f(@in) = (Fip + Ui ek ek (17)
W, A
h(zy) — h(ir) = (Hik + VikOir)eir (18)

Hfr, Hy = OW®)/0%|e=s, ., Vik se— DT
AR, O, BRI, WL 07,0, < 1.
#3 (17), & (18) AR (14) 14
€1 =Fip +Uipfhp)e, +wi—
K plyir + Zix X Z'ji,k + @i(gi,k)*
hz(ii'zk) - fzk] - Ci,k‘I’i,d:'ni =
(E,k + Ui,in,k)ei,k +wi—
Kirlyirx +Zip XYt
0i(Yix) — hi(@ix) — firl—
Cik Z (Zjo — Zip + fir — Fi6) (19)
JEN;
R Rl (6) FARL (19) 15
i1 = (Fip+ UipSir)eir +wi—
Kip[(I —Z; ) X (Hip + VigOir)eint
(I = Z 1 )vik +Ei 10k + 0i (¥ 1) —
Eiwhi(@ix) = fir] = Cin D @0
JEN;
hj(Zk) = Yip + hi@in) + Fir — Fin)
(20)
R (20) HREEEL,
€rt1 = [Fk + Qi — Ki(I — E;)(Hy, + Oy)]ex+
wi, — Ki[(I —E,)0x + 2,9 +or — fr—
Eh(@)] — CoLi[gy, — h(x) — fi] (21

Hrp

Yy — h(Zr) = (I — E,)(H, + Or)er, + (I — E;)vi+
Z0% + or — Eph(Z1) (22)

FEHACAR (21) 154

errr = [Fx + Qu — Ko(I — ) (Hy + O))]en+
w — K [(I = Z)v + 0% +or — fr—
2 h(zy)] - Ckf/k[([ — Z)(Hy, + Oy)e,+
(I = Ep)ok + E9) + or — Eh(Tr) — fi
(23)
Hrp

fr= CO]N{fi,k},ek = COlN{ei,k}y‘Dk = coly{wy}
Uy, = coly{v;  }, P = coln{i 1}, Zx = coln{Z; s}
or = coln{i(¥; x)},  h(&x) = coly{hi(&ix)}
F, = diagy{Fir}, Qp = diagy{U; 1 Qir}

K, = diagN{K@k}, == diagN{Ei,k}

Hy =diagy{Hir}, Oi=diagy{VirOir}

Cyp = diagy{Ci}, Li=L(k)® I,

ROk, Rres i R EL e,

EIB 1. AEIEPORZE T 2 LR {drbi<ken,
8 € T NG A = VI i N N =8 TP
RAFAESLAE R { Ky hi<ken F {Ck}1§k<N7~ 1E E AL
{Qk}1§k<N7 {ek}1§k<N, {(I)k}lgk<N7 {@k}1§k<N7
PARAET R {1 bi<ken B {2k b1<ken, BEDRA
TR (24) BT

- A
¢’;“ <o (24)
AT A,
Hrp
A, = diag{1,0,0,0,0,0} — 71 £ T1,£,—
TQ,kgr}nggk

R R
I,=[0 0 0 0 0 IL]
Ae=(25), T =(26), M, = (2
®, = EkT.(i)kEk, O, = (I - Ek)(Hk + @k)
O, = diagy{®ix}, Pp = diagy{®;x}
o = diagy{oi}

MERA. H5eaREX (23), T ARG

€ri1 = Ak:fk (28)



42 H ) k. = Eird 46 &
A = [(Ky + CL)E h(@) + @k An —Ka(I - 5,) ~ CuLe(I = E,) ~KiE, — CilaE, Ky~ Cile  —Ki — CiLy]
(25)
He Ay = B+ Qp — (Ke — CyL)(I — E)(Hi, + O4)
7 = [(idiagy{Zcolo, v {1NT 0 0 —diagy{Z} 0 Luynnen] (26)
~RT(E)ETREh(E)  hT@DEFRO,  AT@ETE(I -E)  hT@EI®E, —hT@EOEI® W (@)
x —OT®,0, —OT®, (I -E,) oreE, ory, —OT®,
M, — * * —(I-E)T"®(I-E,) —(I-E,)T®E, (I-E) % -I-E)"®
t * * * ETdE, i —Er
* * * * é‘bk - @,
* * * * a * —®,;
(27)
HRPEF R %54 (8) A Jir DA
N N . EEA D M —1 <0 (33)
Zf;rkq)zkfzk < Z@‘I’Ik@’i,k‘l’i,k - . .
5 5 R T A T 1 €1 Prii€rtn — 1 <0
FrOufr < 0(3 — fu) LEduLy(z, — fr)  (20) MR Schur Ao |HEE Ay
_ T
% (22) fRA (29), WIE L
10ty — alll = Z,)(Hy + O)es + (I — Z,) e o
Opfr—ol(l —Z,)(Hy +0p)e, + (I —E,)x
T ean s WU
Vi + Qk'ﬂk + Pr — ;kh(xk) — fk] Lk (I)kLkX .
(I~ Z) (Hi + Ou)ex + (I~ )+ Bleinun) < drn (34)

Ek'ﬁk + oL — Ekh(i'k) - fk] <0

LSt
£ Mi€), <0 (30)

B2 B B (5 =, AR (2). (3) I (13)
A

oL (Fp) (0i (@i p) + Einhi(@in)+
éi,kvi,k - ézkﬂzk) <0
ERAFRAEEIEAN
o (o1, + Zih(my) + Sy — Exy) <0
X (31) FHrT

(31)

EILEL <0

WAESIH 1 W, WREERY 7, > 0 Fl
Tox > 0 75 Ale L A, — diag{1,0,0,0,0,0}—
T Iy — 7o k€t Mi&r <0 BOOL, WA

€g<Ag¢I;j—1Ak - diag{la 07 07 07 07 0}>£k < 0

(32)

T2, Witigskas iRz G — 1 FA. 0

PR R, AT ER— AN 2 # BE A T SE
FIUER R ZE T I 220 B3, DAIRAS e i (%) H AR AL
ROR, TERCT IR A AL R R

WL 1. ik iR = 2 EA {on i<k,
323 T 1 43 A1 2N R IR 2 I 1) AT A,
BAFAESHIE (Ko hckon B {Chbrcpon, IR
{0 <ken, {Oti<kens {Prticken, {Prti<ken,
PARAE T R EL {1k bi<nen B {Top bi<nen, HFFPA
AR (35) WAL

min tr(prr) (35)
Grt1, Kk, 71,k,72, 8, Pk, Pk, 2,0k ,Ch
. —¢rp1 Ay
i /& <0
AT —A,

A 6. TEARTOH, BEM AN K RITTEL DT
073 BRI ARE RL R SEIE, B2 T HGEE
SR AR, BT DA AR 507 U RE A A
i, ARA RIS BRCR . A RS B A 2
AR 3G, B AT DA AR SO K BTH5EAE) T 21 g
A7, PARRE g SE .



1 JAE 4 YRR R S8 IAE 2 B BGE R G P RS A T 43

R T A BB Tk B A TR A, 25 R B R
ARG

B EEEE
1: Wihatk: FELAS ERAERIGE zo STTHILEE zi0;
2: fork=1: M
3: MRIE (3) A (4), FIF A% Jkas A0 1 DA 2 REAIL A= B 1Y
W R SRR 0 P EMIRG S, H B35 BRI R 4L
§i,s,k M &is iy BEERIEL Kiy 7110, T2,5, P, Dy, U, O, C;
4: HRHEEC (1) 1 (9) P24 @ MHAGTHE 240k, IETTH ex;
5: MAEIEA (19), WHEFRREN F 2 drir = exr1€44;
6: AR 1 RS B, TR SRR Ak, Kk, Tok,
ok, Pr, Piy Uy Ok, Ciy, HEHEFA (7), HEVRES B
THE, FRE Sl A& A (8) T3 i fil & B 45
7: end

3 fhE

R 8 M EHEL IR B LR N UEAT 2N i A
Wb SCHr i B H A E LR i A k. HLas A
(I B2 Fe R R L

R L

Tpi1 = Tp + Sk T Sk cosby, + wy (36)
st 4 sk .

Yk+1 = Yk —+ k 5 k s1n9k + w,ﬁ (37)
R _ gL

Ori1 =0, + kb k—i—wz (38)

Horp, (o, ye) RS ABIMLE R, 0 AL
Nitr. (s, si) RARAEWTTRIEL (k, k+1) P, LA
N ZEA R B RS b SRR Ze 48 2 [a) ) s,
TEARSCH, Wb = 15 wy = (wi,wi,w)) HEME
RS, T 22 Q.

TEXHLES B AL R, R 8 Mgk,
AhES NI 2 Fros. B BECK IR T FEROR
T,

Yu

Dik :ZT[_(xi,k — xy)sindy, + (yix — yr)cos,—
f

da] + po + v}, (39)

Yo .
ik ZZT[—(CUz',k — xy,)costy, — (%,k — Y, )sindy, —
f

di] + qo + v}, (40)

Ho (pig,qin) ORGP T L H B 24247,
(di,d2) MHLER NAE B 5 A48 R TR AR, 2§ &
ARRB B DB HARBEE R e
REBRKMRAZE (po,qo) RHAR K TR
BB AR (@0, i) FOEREE— AR K 1Y LB

A FR. Vik = (Uﬁmvﬁk) 2 AE W E S,
HAEMWHZ Rip. PiESES, DL ESHIUE
Jg: dy = —0.0668, dy = 0.0536, 2 = 2.1050,
Yu = 9.0213283, v, = 9.0250141, p, = 347.20436,
@ = 28434750, Q, = diag{1,1,1}, Ri; =
diag{1,1} (i = 1,2,---,8). $GEKAIALE DB H:
(0.6,0.6), (0.6,1.8), (1.2,1.8), (1.8,1.8), (2.4,1.8),
(2.4,0.6), (1.8,1.2), (1.2,1.2).

WowMGEE 3 . WihfESHTEE
R T B 0 A AR R R IR €, = 0.1,
Eis = 1.5, HAMEE RN S0 9 5
#B 2@t MATLAB ) normrnd () p&£LBEHL™ A 1)
miES, HI9EN 0, 2k 2, JFHREH ER
R T PEA A REHLE R BUE R /NR A T G S
SRS, MK 3 o] DUE Y, HokhE et — B a2
JEL s PR ARERL, A N RGO B
AMETE B BT AE  5m B A A ], X AR M
T8 P B B 2R & AH R Y, AR SCR R B, (538 3
A T e 5

K2 gk hIA
Fig.2 The topology of the camera

4 A5 22 T pox (RS 20) A
@i GRS z0) BURETTRCR, MIEHRIAE H, B
IRAEZ B DL B 20, 3o H AR 7 B A A I A i 22,
(HR IR RERSIB AR B AR, X R RATBOT A I8 B
2 HEAE A R X 2 ey PASE I H A g B2y (7]
i, i TRIE 3 ZEMBGEF SR/, HIE Pl
HlL H bR

h T HEAET A A DR B R 2, 1] 6 il T 8 A
UEDAR AT RZE VM7 22003 M 6 R A H,
TELILRY) 10 ANWRRE R Z 5, BT g B iR 22
#AERAER /DN, HETRE.

BEAh, S 1 E BE P IR B Y AE ) BER, 3%
BT D, HATE T 8 AN UENASFEE )51 RMSE
(WITRIREE), BiE 124 9, > 15 I, FATBOTH)
U8 W ASTE 25 7€ W 11 B[] A RF A P RE 5B 2 21
bR R 1 TAFER O FIXERE RMSE , Ho,
=7 R A EI [B] B IR ZEAT 2K H A A F]
FE. MEAh, T, 9 BOBUEDE 5 AR H AR
XHRA K, DA XA F 1 32 2 BB R 4,
HAT A A B SRAE L fE 7 L RR.



44 | 1 ¥ i 46 &
Attack for Filter 1
10
gFQP P PP PP PP S PPPPE P9
0 5 10 15 20 25 30
Attack for Filter 2
5 ® ®© © ®© © [OZNO] © O ® ¢ MERORNO] [OBNO]
I AU A AADUE
0 5 10 15 20 25 30
Attack for Filter 3
5o ® ¢ ©O Q0 ® O © 9 Q0 ® O
oL N APRDRDN dh A S AP dh PR B 2 S AP O
0 5 10 15 20 25 30
10 Attack for Filter 4
gF@ ¢ P PP PP L PP PPPPOR Ny
0 5 10 15 20 25 30
Attack for Filter 5
S5r o [o}No) ® 0 O © [oJNo) ( Q Q0 [oJNo)
0( Y > T T - . T T — e T Y Y > T
0 5 10 15 20 25 30
Attack for Filter 6
5 0] 0] 0]
Lo 7T AU O AN O PN (0 SRR o
0 5 10 15 20 25 30
Attack for Filter 7
10
gFCP PP PP PP PP S PPPPE P9
0 5 10 15 20 25 30
Attack for Filter 8
50 O olNo) ® 0 o 0 ® © [oXolN ol Q ®
IR O AR i A A DN RN O O O R
0 5 10 15 20 25 30
K3 Ot
Fig.3 The diagram of deception attacks
x;and X, (1~30 Time steps)
9 @ @ — e s L DI i
[ [ Pm . -
» Filter 1 £y = Filter 3
71 « Filter 2 27 g - Filter 4
Filter 3 £, 1) Filter 5
61 cooowno Filter 4 }"f o Filter 6
w5 vk Filter 5 R g » Filter 7
& OF Filter 6 4 5 o Filter 8
= 4 » Filter 7 3
= 3  Filter 8 o
. [ £
2t -3 38 . a
1t & g "
# 3 S P X TR Sl
of "f' Rt ¥ 15 30
—1 k

10 15 20 25 30

B4 b pise BIRTHRCR
Fig.4 The estimation performance of p; i

x,and £, (1~~30 Time steps)

vuv Filter 8
5 10 is 20 25 30
k

K5 X gk BAETHRICR

Fig.5 The estimation performance of g; x

K6 8 MMERERIUEN R

Fig.6 The estimation error of 8 sensors

FRR, N TR TR AT O, 4 Al A
ZIEJE. MIE 7 I LA, HEGEES LRI, 1
DS R ZE LR IR, W& A A FiF . Best,
O TR P D 5 18 Al I 2 RS AR D, 55 AT
AT . O 7 AL Al A e A £ R A 2

x, mXﬁﬂTE’J%iﬁj B {10,
N M-1
Z > Vik
_i=1 k=0
~  NM

Hop, M ZoR BT EL R vie = 1 R RIER
PEBH, vip = 0 T RAREI ARGt . IRHs 5
PEpA L, a] AT SRS 2007 B P -1 5 R
36 %0, W] LA TR A 2 S5 RO 1l A5 .



3 JAE A R RIR L UERAE 2 B R Eh R e h RS T 45

4 Event for Filter 1

ﬁ 06 . ? ¢000 P00e %00 P00.%0000
40 3 10 Event folrSFilter 2 20 2 30
% 7. Po0c0oe %0000, ? 2000 9o
0 5 10 15 20 25 30
4 Event for Filter 3

ﬁ ?0.%0 ?@@@ : ?o., Too  %eo
0 5 et iy 20 25 30
5 vent for Filter

0( ?‘ ?@@@ @@ <P®®.<P CE@o ¢
0 30
5 Event fo?F ilter 5

if fo %@@@ T 990 T@@@@ %@@@
0 20 25 30
5 Event tor Fllter 6

0[ @ ¢, ? o000 @ . P000.,@ ‘(f )
0 5 10 15, 20 25 30
4 Event for Filter 7

% 000 ?000000,.%000.¢ ?OO ?o
0 5 10 15 20 25 30
4 Event for Filter 8

ﬁ 000 ?000000,.%000.¢ ?@@ ?o
0 5 10 15 20 25 30

7 AR
Fig.7 The diagram of event-trigger

F 1 AFE I, MV RMSE

Table 1 RMSE corresponding to different {91-,;9

ik 5 7 9 11 13 15

RMSE 0.2 0.25 1.38 8.75 15.59 -

4 25

FEFEIr % 18 T M8 M b A O R, 32 T
*ﬂéﬂ‘ﬁiﬁﬁ@%?%@ﬁﬂﬁ%?ﬁ%f”%?)ﬁ?ﬁ‘i%’%
BT A UE B A B E SR U R 7 2252 R 77 3K,
l_aihij%%ﬂ}ﬁ%lﬂﬁiﬁfd\%ﬂ%f (G WiR) 31
Whah. WL 05 E T 0] AR B, R UE A BEAS A RO
YU 2 ey, X ARLME B AR T e A, (2l TR
PR R R AN 2 A5 R M die DL D8 B A 38 2, R
BETTH R FEBOR, SEMEA B L. T PA, u#ﬂdﬂﬁ
U B SEVA R W IE WA SE e, BUA 4 S AR R A
—ANJ7 i

References

1 Wu L G, Shi P, Gao H J. State estimation and sliding-mode
control of Markovian jump singular systems. IEEE Transac-
tions on Automatic Control, 2010, 55(5): 1213—1219

2 Wang Chang-Cheng, Qi Guo-Qing, Li Yin-Ya, Sheng An-
Dong. Consensus-based distributed filtering algorithm in sen-
sor networks. Control Theory & Applications, 2012, 29(12):
1645—1650
(R, BUEDR, 20T, LR, 2R 0 2 — Btk 1 kB
. EHIIE SV, 2012, 29(12): 1645—1650)

3 Niu Jian-Jun, Deng Zhi-Dong. Markov chain-based dis-
tributed scheduling approach for wireless sensor network.
Acta Automatica Sinica, 2010, 36(5): 685—695

10

(%, XPEIR. BT TR JAE Y Ta gkt s W 265 70111 IR BE 5
. A3k, 2010, 36(5): 685—695)

Yu Y H. Consensus-based distributed mixture Kalman filter
for maneuvering target tracking in wireless sensor networks.
IEEE Transactions on Vehicular Technology, 2016, 65(10):
8669—8681

Dong H L, Wang Z D, Lam J, Gao H J. Distributed filtering
in sensor networks with randomly occurring saturations and
successive packet dropouts. International Journal of Robust
and Nonlinear Control, 2014, 24(12): 1743—1759

Wu Miao-Miao, Zhang Hao, Yan Huai-Cheng, Chen Shi-

Ming. Cooperative output regulation for asynchronously

switched multi-agent systems. Acta Automatica Sinica, 2017,
43(5): 735—742

(R, Skhs, MPRA, BRUERI. R U aE

P, BBk, 2017, 43(5): 735—742)

TR AR GER P[] i

Yang Ruo-Han, Zhang Hao, Yan Huai-Cheng. Event-
triggered cooperative output regulation of heterogeneous
multi-agent systems with switching topology. Acta Automat-
ica Sinica, 2017, 43(3): 472—477

(B, i, PR BT S A i M AL £ 8 B P ]
VR AaifkaER, 2017, 43(3): 472—477)

Liu Q Y, Wang Z D, He X, Zhou D H. Consensus-based
recursive distributed filtering with stochastic nonlinearities
over sensor networks. In: Proceedings of the 33rd Chinese
Control Conference. Nanjing, China: IEEE, 2014. 310—315

Foroush H S, Martinez S. On event-triggered control of lin-
ear systems under periodic Denial-of-Service jamming at-
tacks. In: Proceedings of the 2012 IEEE 51st IEEE Confer-
ence on Decision and Control. Maui, HI, USA: IEEE, 2012.
2551—2256

Pang Z H, Liu G P. Design and implementation of secure net-
worked predictive control systems under deception attacks.
IEEE Transactions on Control Systems Technology, 2012,
20(5): 1334—1342



46

H zf) e

¥ 46 %%

11

12

13

14

15

16

17

18

19

20

21

22

23

Mo Y L, Sinopoli B. Secure control against replay attacks.
In: Proceedings of the 47th Annual Allerton Conference on
Communication, Control, and Computing. Monticello, IL,
USA: IEEE, 2009. 911-918

Zhang H, Cheng P, Shi L, Chen J M. Optimal DoS at-
tack scheduling in wireless networked control system. IEEE
Transactions on Control Systems Technology, 2016, 24(3):
843—852

Ding D R, Wang Z D, Wei G L, Alsaadi F E. Event-based se-
curity control for discrete-time stochastic systems. IET Con-
trol Theory & Applications, 2016, 10(15): 1808—1815

Wang J B, Luo X L. Research on airborne passive loca-
tion based on extend Kalman filter with control inputs. In:
Proceedings of the 3rd International Conference on Informa-
tion Science and Control Engineering. Beijing, China: IEEE,
2016. 1389—1392

She Zhi-Ting, Zou Wei, Dong Wang-Hua, Qin Ya-Sheng. Ex-
tended Kalman filters combined with feed-forward compen-
sation for permanent magnet synchronous moter position
estimation. Control Theory & Applications, 2016, 33(10):
1312—-1318

(RBCE, 4%k, FNEA, RIAE. §RRR SUER LA H MK R
25 LA EAG . 45 HI3E 5, 2016, 33(10): 1312—1318)

Wu J F, Jia Q S, Johansson K H, Shi L. Event-based sensor
data scheduling: trade-off between communication rate and
estimation quality. IEEE Transactions on Automatic Con-
trol, 2013, 58(4): 10411046

Yu H, Hao F. Periodic event-triggered state-feedback con-
trol for discrete-time linear systems. Journal of the Franklin
Institute, 2016, 353(8): 1809—1828

Liu S L, Quevedo D E, Xie LL H. Event-triggered distributed
constrained consensus. International Journal of Robust and
Nonlinear Control, 2017, 27(16): 3043—3060

Cong Y R, Zhou X Y. Event-trigger based robust-optimal
control for energy harvesting transmitter. IEEE Transactions
on Wireless Communications, 2017, 16(2): 744—756

Yang Xu-Sheng, Zhang Wen-An, Yu Li. Distributed tracking
method for maneuvering targets with event-triggered mech-
anism. Acta Automatica Sinica, 2017, 43(8): 1393—1401
(Biugt, sk3cZe, Ao & TSR & 0 o7 =L E AR ER
% HafbER, 2017, 43(8): 1393—1401)

Zhang X M, Han Q L. A decentralized event-triggered dis-
sipative control scheme for systems with multiple sensors to
sample the system outputs. IEEE Transactions on Cybernet-
ics, 2016, 46(12): 2745—2757

Boyd S, El Ghaoui L, Feron E, Balakrishnan V. Linear Ma-
trix Inequalities in System and Control Theory. Philadelphia,
USA: STAM, 1994.

Horn R A, Zhang F Z. Basic properties of the Schur comple-
ment. The Schur Complement and Its Applications. Boston,
MA: Springer, 2005. 17—46

24 MaLF, Wang Z D, Han Q L, Lam H K. Variance-constrained
distributed filtering for time-varying systems with multi-
plicative noises and deception attacks over sensor networks.
IEEE Sensors Journal, 2017, 17(7): 2279—2288

25 Li W L, Jia Y M, Du J P. Distributed consensus extended
Kalman filter: a variance-constrained approach. IET Control
Theory & Applications, 2017, 11(3): 382—389

B F ERER RS TR
FiHE. 2016 AEPRATAAE Tolk R A 31k
Ll fop . FEWIE I mh otk
SR R 5.

E-mail: 1631560Qtongji.edu.cn
(ZHOU Xue Master student in the
Department of Control Science and En-
gineering, Tongji University. She re-
ceived her bachelor degree in automation from Hefei Uni-
versity of Technology in 2016. Her research interest covers
wireless sensor networks.)

3 EE [HYTRER TS E S LR
BUAZ. 2007 AFARFFHE PR R AE 1 R
25 TR 207, 2001 4FRAGR IR
PR A . TRy 18]k I 4%
MRS, ZREERRL, RRL &
SCHAFE A

E-mail: 07102Q@tongji.edu.cn
(ZHANG Hao
School of Electronics and Information Engineering, Tongji

Professor at the

University. She received her Ph.D. degree in control the-
ory and control engineering from Huazhong University of
Science and Technology in 2007 and received her bache-
lor degree in automatic control from Wuhan University of
Technology in 2001. Her research interest covers network
based control systems, multi-agent systems, and complex
networks. Corresponding author of this paper.)

ERFE PR T SEE LR
HPE. 1994 4EFN 1997 A FAFVE AL Toll:
PN ERTIEET IRl S me S VAT i me VR
2003 AFRAF 703 B 7R B o Ao
FEW T AL AR B, H 3l
B R RS

E-mail: elewzp@tongji.edu.cn
(WANG Zhu-Ping Professor at the
School of Electronics and Information Engineering, Tongji
University. She received her Ph. D. degree in National Uni-
versity of Singapore in 2003, and received her bachelor and
master degree from the Department of Automatic Control
Northwestern Polytechnic University in 1994 and 1997, re-
spectively. Her research interest covers intelligent control
of robotic systems, selfdriving vehicles, and nonholonomic
control systems.)



