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Anomaly Detection Algorithm in ICS Based on Mixed-Order Markov Tree Model

ZHANG Ren-Bin''2 WU Peit LU Yang? GUO Zhong-Yi'

Abstract Aiming at the problem that the existing anomaly detection algorithms in industrial control systems are insuf-
ficient in semantic attacks, an anomaly detection algorithm based on hybrid Markov tree model is proposed. The periodic
characteristics of industrial control system is utilized to construct the system normal behavioral model at runtime —
mixed-order Markov tree. The model includes four kinds of information: legal state events, legal state transition, normal
probability distribution and normal transition time interval. Based on the dynamic adaptive method, the relation between
state events are enhanced and the time interval information is added to realize the detection for more complex semantic
attacks. When modeling, a pruning strategy is designed to remove low frequency events, low transition events and re-
dundant nodes in the model. When the detected behavior makes the deviation of the above four kinds of information of
the model exceed the threshold, the system detects the anomaly. Finally, a simplified sewage treatment system based on
OMNeT++ network simulation environment is constructed to verify the function of the proposed algorithm, and a data
set of a real physical testbed is used to verify the detection accuracy of the algorithm. Experimental results show that the
proposed algorithm can effectively eliminate the noise of human interaction and normal diagnosis, and has high detection
rate for complex semantic attacks and can also identify traditional non-semantic attacks.
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Table 1  The transfer table of node “b”

R H R RN WIEIEREEAT  mhE RIS

c 3 0.5
e 3 0.5

0.3 ms
0.3 ms

0.1ms
0.1ms
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1) Eventld: JRESZF{F I ME—ARIRAT

2) Unitld: Modbus 8 1 B M348 FR THAT;

3) FuncCode: Modbus M RERS;

4) pduData: Modbus ¥ H 1B HE B TCHT,
FLIE LB/ AF e an i . e/ s . BNEA
FEE

5) LastTime: fiJ5—4%08 TIZARSMIH R
[i] K .

W DA FARGS R E L, BT 5 AR AT —
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2) ARIE 4 HTH AR RS S, PUT 3);
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Time {54 241 EEI’JHTIEUE‘L AT 4);
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(R ZEAE VS I 21 B TR] TR B 20 v, FEAE AT 1).
e, MRIEEREE M M RE, AR S
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DAL AL PRSI AR O] AN R A 1 BF
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i A: Message Sequence

HEAPHE.

i Sates, adjArray| |[ |, stateSequence, dura-
tionSequence

for all msg € Message Sequence do

{

currentState = mapState(msg);
if(currentSate == NULL)
{
currentState = createState(msg);
States.add(currentState);
}
adjArray[preState. EventId][currentState.
Eventld] = 1;
currentState.Last Time = msg.time;
stateSequence.add(currentState. Eventld);
durationSequence.add(msg.time-
preState.LastTime);
preState = currentState;

}

for all state € States

{

Eventld =1 Eventld =2
Unitld=1 Unitld =1
FuncCode =1 FuncCode =3

pduData = “Address = 0, Quantity = 17
LastTime = “2016.06.01 12:15:20.032”

Caculate state.ID;
Caculate state.OD;

¥

AT e PR AR, AR 4 250 BT
A B8 11, lﬂlﬂlﬁfﬁ/{k/uﬂ%ﬁl@ﬁ’ﬁ’]
JESuNEE

1) Transld = “1”7, Unitld = “1”, FuncCode =
“17 ($2kE), pduData = “Address = 0; Quantity
= 17, Timestamp = “2016.06.01, 12:15:20.032”;

2) Transld = “2”, Unitld = “1”, FuncCode
= “3” (R FFFA4S), pduData = “Address =
1; Quantity = 27, Timestamp = “2016.06.01,
12:15:20.048”;

3) Transld = “3”, Unitld = “1”, FuncCode =
“17 ($2£k), pduData = “Address = 0; Quantity
= 17, Timestamp = “2016.06.01, 12:15:21.168”;

4) Transld = “4”, Unitld = “1”, FuncCode
= “3” (R FFFF48), pduData = “Address =
1; Quantity = 27, Timestamp = “2016.06.01,
12:15:22.192”.

RV B A A AR S AR TR B 2R — B B
B4 s XETFEEBFSIPRIEE L, HEE

R A 1) W % .jﬂ%ﬁﬂﬂiﬁﬂi_1f1'—f/lj@u$ﬁ:,
PRI 2 T IR A &, R AS R s MR 16 b ik 0
B — B W E; R PP E 2) , Fom
MR G L HE 1 3 B S PR A B A7 8 (8L, TRt
SEVRA a, HIEIEFAARAS b, K% B
8 “2016.06.01, 12:15:20.048” 5RZS a B i) 8%
“2016.06.01, 12:15:20.032” {2 N %] B} i) 1] B
JPEH, IF Bk E A adjArray[1][2] = 1.
IR R T A R AR EE RS B A R Bean 1
5 fs. THEFAIEE 3) MRIRIRESFE X
AT FPIRAS a, HBERFIRES a %) LastTime fHi%
k224 B LG A “2016.06.01, 12:15:21.1687,
1% 0 BB R B SR AS b OB R # ©2016.06.01,
12:15:20.048” 14 2= (A 7 I 21 B[] 18] B 7 20 v, 9 HL
ixﬁ%ﬁé%ﬁﬁi adjArray[2][1] = 1; JHEFHHHYTH
B 4) af B RS b, IRRRAS b 1) Last Time {8
1;0@4:‘1 BTG S s “2016.06.01, 12:15:22.192”
H H A1 B a8 SR A a B A)#; “2016.06.01,

pduData = “Address = 1, Quantity =2”
LastTime = “2016.06.01 12:15:20.048~

K4 REHEBEEEH B —
Fig.4 Construct state transition graph—phase I
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Eventld =1 Eventld =2
Unitld =1 Unitld = 1
FuncCode =1 FuncCode = 3

pduData = “Address = 0, Quantity = 1
LastTime = “2016.06.01 12:15:21.168”
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Fig.6 State transition graph of sequence

“abcdbedfabedbedfabedbedf”

3.2.2 RBHE /Y ERRIESL T

T4 R 0 A B R, A
R B oy A R AT G0, TR RG R B R
PA Bz B TR] 1) B 3 A 2 “cdb” RS T A
WA Z K node.weight, R sy ik e I
() 5 ¥ 33 R trans.weight, W} [A] [A] f& 22 0 FA
trans.durationTotal, W% -

1) M E = trans.weight /node. Weight

2) WA A FAIYME = trans.durationTotal /
trans.weight
3.2.3 KRB HRREZ

AR L BT R H I G 4 2 R G IE
HIBAT I B, FLAERARIR S TR B % A0 S A ]
Yo B0, SR RS0 IS AT R BE BT Ak
YE8 & PLC W8 A2 W E 5] A — 280y, X 4k

MR R RGN 2 OCUE RS EA LRI
Lo Mt B v RE S ST R A I R e n A, A
PRI SemE B AT B, A G T — P B AR
W, R T R B B AR 5 5, RS AE R h
PR S, I B AU S EE B E RN TR
WAL A HRBRRE AR B RA root.weight
(BIDIRZS P B R/IN), e AR KO0 H B
node.weight, %11 S5 R% 310 2 T 5L A4 0 ) B
WEZ M trans. probability.

1) &AL

18 node.weight /root.weight < minEuvtProb,
minEvt Prob i/ NRAS SRR RAE. 24 BT
AT I, REAH R RS R R A% i 5
*.

2) (LR Filt

15 trans.probability < minTransProb,
manTransProb K & /NEBAERFE. 24 5 A%
SRS, 1% TN B (R A% o A 2 vh A oz

3) TR

FRZF 1 RS AT KR R MR, %+
TR ENEREERELIFHEZ RN, HIX
PG AL, TR RN R AT R — A,
I S 87214 B 25 A i P i A B B B — 1 L

P9 2Bl Ud B 1 I B IR B R AR AR ZL 1 25 W DA K%
WRGERE.

OO ks WR BB Mk

s B | Sk |TIOR p peor |MTLRIPR s | sepsmn | IR | paiga | PTIEIR
b 1 | ol c 1 0.1
s i | #epspin | LR | g | MTRLEIR
c 1 0.1
K7 TIPS “abe” XN SRR B A
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Fig. 10 Simulated sewage treatment system
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Table 3  False positive rate evaluation
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Table 4  False negative rate evaluation
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