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Medical Chain: Alliance Medical Blockchain System
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Abstract
When a patient is on referral, he or she often can not provide information on previous visits. The reason is that many

Medical data sharing, anti-tampering, and anti-leakage have always been difficult problems in medical industry.

hospitals in China can not share medical information in most cases, and they can only pass the easily lost paper information
such as medical records and checklists to achieve part of the medical information sharing. On the other hand, the patient’s
medical information is easy to leak, and medical information provided in a medical dispute can not be guaranteed in terms
of authenticity and impartiality. In this research, an alliance medical blockchain system based on the practical Byzantine
fault tolerance algorithm (PBFT) is designed, which is a multi-node maintenance and sharing system, and is able to prevent
medical data from being tampered with or leaked. This medical system can be used to solve the above medical problems.
Compared with the existing medical blockchain systems, this system has some advantages and good applicability.
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T NEARNEEH, FEALTF R Bt X B
RN DUR AT AT BERESE, HElE NS RAT T
MR X2 AR A . DA R —Fh 2
ANSEARF R, FE EUH A A BRI 0 X i, R DR AEAH
RTARHEE, HAREMAG T AIIA, T2 75 215
F|—@E VAT, A PAEA, FF BT E B 05 1)
P PR 32 31 3% B SR (P 205, ANHE— 3 25 S A AT RA
W ANAATE . BRI T ARG 6, HRAIFET S5
1) SEAR 2 22 AN A Y 2 B B AR [, 33K 2 5 A S 7] 4
PrIX g, I K E B

BT X L i SR — R R EBE AR LA,
XSS [AAT B W45 45 58 e, 22— A
PSSR, R HX e SRR Z BUM IS 58, HA ™
FERIUE AT 2 il B, A — A BRI, BT Ik
e NLURE N NRAL, O B E AL, R
Vi AL RS AR R S AR DA AR ST AR
By DX S s _b o — e R

H A7 X 248 K2 R H POX #7113k
PR o U3 X R k48 n 2
X et 22 ¢ bk o 10 20— By 5Bk, a2 Xk
HE R GG 1 A VAT, R H A B X Hedi
RGBS, POX RINERH AT EZEA T
VEEAIFH (Proof of work, POW). #25iERH (Proof
of stack, POS) Flffn#FUIERH (Delegate proof of
stack, DPOS). XI5 5535 B L e iy ) 2
FE o B 0 A 3 D) R A A SR R AE T, AT AR
B R A AT BRI AE 2 R 22 (RN AR
%), HBL5E e 4 —BERf A, a7 T TR
POX 515532 R 1 G 48 S AR, o i 44— 3K
PEFIA R SRR B AR IE. POW ByE— Y H T
NFAE, TR L AT SRR 1k 4E 1), POS
SAEE R B DX R 1 e AR B ke T R R ) B B
M, DPOS #3555 EHrv o2 Mg &k — e 4
& (M 101 A4y) IR A i, HARRG— Bt a]
STk KA R ES. B EN EIX R
BRI TR, RURNRERME T 4edr, WAFRZ R 718
M=, BT mEE gD RIGWAS. ASCE AT
JH S T o E A 45 553 (Practical Byzantine fault
tolerance, PBFT)[™, #yi T —FhIEAE AR A5 5K
JEhiatT, N EREF Tk my ik 8 X 7
X gt (Medical chain).

1 2R

1.1 PBFT &%

JRFE S EEA S S (PBFT) H Castro A
Liskov T 1999 4E48 Hy, T Mo JFUUAFE 5 e 2 4 4
VRACR N 1 . AR T R A FE (5 A
Bk, A AR IR E 2 R, AR

BEAE LR TS PR A .

PBFT Sk — MR aSHLE A =2 il 5%, A4
RSV B AELRAT T M55 HARES, R SEE T
i T VR SR AR, REAS DR UEAE W 2 o 1
LRGIEENZEMEEEE T, T (n—1)/3 M
R BdEER. ATESE), K n BomR
G A S5 RS SR, BZAA AR
PRUERGAE (n — 1)/3 A5 50 B R B0 B A
FITE DL T, HKER BB IE AR B o0 A U .

PBFT 553 o A7 it Bl A 1 15 3R AE — LI
(View) fyit#edfiz . g5 v MOLE S, —
A RIAAT R TR, HARE AT SO A T L
R E BRI P AR B SRR, A p
= v mod |R| T15HEH, |R| F/RAAEEIATT RH
AN T AR, WSS T A, TR S HY
ME G5 v, TR B A= FE95 5. PBFT
B AR

1) &P ) B9 R R R ERVEIH B, R
PASCE SREA R SR B fE, SRAFZIH S, IF
WA ZAE SRR S A T H R, TR A4
(e

2) AR 1T U R T A B I R T A
Jii, PRAEZIE R, A% I 1E B K H, A R
PR R4 T AR A AT A

3) A FEf R AT R U 2 B PR I
5, RAFZIHE, HAZHERTH B AR, A4 iide
LA E P S T RN LA A

4) FAEERIAR T R IE 2n+1)/3 M2
RZIH B IR S, WAAT R B & i 11 SR 45
RIS AR,

5) & umEUCE] (n+2)/3 MEAEE, Kk
BRI G, A IZIH S ORI AT SRR T
AN GIAT. XHEME w2 (n+2)/3 MER
HEMAZ (2n 4 1)/3 AR R PAE TR0 1 M4k
EAHES (n—1)/3, FHit (n—1)/3+ 1 4~
W 8 RESARIESS SR IEH ). PBET BILH =
B aniE 1 .

1.2 BEfFXHiE

H Hi X s 0 ] S B S mh o T, FEERIT T
T %) B A G 28E /0, Tt BRLAE 1 DX B 1 O Y LRy
FRTEFEMESERFE MRS RSE L. HN, 5
T’ I kg DPOS SHEMLHIR T Rl EE
ST HLAG e B AR 45 %5 % (Medical institution feder-
ate servers, MIFS) I8 118k 55 258 (Auditing
federate servers, AFS) {45 A W) By7 X Bk R 40
MDSM. [E4h, Azaria ZE0 Fi i DAK S5 X Hegk, 5C
T —DEST IS KBRS A BRI S R
V& MedRecl'?. Tvanl') 204 745 X Bt 1
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DA B M4 1 52 A i) DX B il e Ty 92 348 0 3 U B o
. Shrier 251" SR 25 [ R4 BE T2¢ By OPAL/
Enigma JI% V-6 5 X R G, A
BT PR A S A AL A Bl T — AN PR
Kuo %M R T BARITE LA T SRA K
B e RANGE A B, Witchey™ 1+ 48 TSR
5 B (Transaction) Bk R M. 7l AE HEW
KT LR BT 7 TH 1 1 ST SEAH R R 8 7,
HRZFENHIZHE L.

TECAMET X RG T, S Ak
1) DPOS ByAME R I RE R n) KBk 248, AKX
Azaria SR H AKX, BI POW ByA/E R LR
XSt R 45, BRI HBEEER T POX 24
FE. Horp, B G BT KSR s i LA
101 A5 J B BRI DAY B BE R 45 48 F (Medical in-
stitution federate servers, MIFS) PAKHA 20 47
MR I IR 45w (Auditing federate servers,
AFS), 2 iz =7 K HEE R sh 75 28 121 frlE
BEak BRyr ALK Rl k2 5 B X Hedik e g vh, RS 30
PR, A A IR R 3 I 30 R FASE R
FH BB BE AR I AL, Azaria 2808 F 19 DA HH X Hedk
BT SR B B R S POW 803, HAi it Bl
T HeRe i, B ELIE R o e A AR AT AR I 2 5 B0R
AP, FINRTROR, HAR KRR 2 AT
—E WA TAE R AR, A A By P r i H.
ModelChain!*®l Jf A2 —A~% W BEY7 BT T X B
g, HARBAYE — (5 5B (Proof of information,
POI) Ftllgsa2>) 5 TAERIUEHBEMS &, riRA
TIe TR, F AR G Y7 X .

PBFT BANTRE 4 G PA L7y S RIA] 535,
FXT T 3T POX By IX R4, & T PBFT
BRI RGN AR /D, EERHIRRS
JEIRYRE, HORFRERER IR . R, A SCRF
KA PBFT LBk Sl — il A BRI 7 RS IX

| I
K1 PBFT SyA=FrBudt
Fig.1 PBFT algorithm three phases process
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TR SR A K B R G0 e i A 2 G A
JEL I X EE T R R LA DX A O R B I
2F L BRI B WA EE S BCEREE
Merkle #. %0744 . BUFIEFA PKI (A R4,

TR B R B PR ARZ —, T8
AT PAGY R BRI 5 AT AR X BRI 2% B AR, FEX BRI 4%
I 5 R R R AR R, HO T B RCR R, H
FAHAEAL R TP AR S R FEAEXTRR N L,
B S AN, R AT
o, PR BTN A TS, FRA
B, B AR RN AR A TR N . BR
EHMCHALE B, RIFRFAH. FEAR RGP FEERA
X R I 23  ARK — SE B IR AT 0. % T A
A S N Ak, X SRR AT N, 3k
PRS0 FEfRBI, R S s,
ARAFIX S WL AR RN % BvE A RSA Al
ECC %.

WE o S e L T AR A i A R e e 8 1 A
b R — RS, B LR PUES R AR G .
PUommb s v . LA A vk MD5!
SHA161 | SHA206) 25 iy $ 3 47t 52 H 0 W SC 4y
T BT S 15 20 0 [ KR R AR A SC
2 AN A S S, A5 B 4 2 A R 1,
0], A A2 ERIEE RS T, WG
Tk, B XA ) A R N ESE A, TR
T, SRAE B IX Hemk 22 5) B ) ID.

Merkle #f017 J&—Fh 7 il ey - (B AU B, o1
T A I S AR A A, AR S
) LA %19 MU A (L. LR35 T n] DATR
BUE N A BHR R B ENOT. FEAREE R G,
R 222 5 1D AR 17 sk 2 Merkle A%, HIok
R R 5 1 BT () 52 ) B
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B2 4 2 BTN T 25 44 BE i — AN RO
FH AT B 52 Bl ) e B 5 B E I S . 1
AR EE, 24 BYE . B ERLE, R4
B T, SRS R B4 ek
BF, %4 5 W AARBCTF 24, RIS 4450
PR, WS4 7 A RSADS &4
H &, BT 4 FvE (Digital signature algorithm,
DSA)MV LR 5 Hh 2% 4% 220 X Bk R 4t
H i B2 BRI A2 5 B kAR B AT
B, RARUER e, %2 ) B Se B v 5 O T G
R AR IR 2% X LR 1) 22 4.

B UE A B A AE B Uk B i & ALY (Certificate
authority, CA) £, CA [EZ/EHZMH A O
FLEH, XF C A BUE 5 0y B Uk A5 B & 1A SRR
NAIAT S, GRS, KiEH A 1E KRR IR%
P BF BN, WEEH CHBEIED, XA
H B EWCEIR G, W] DR IR IE T 5w B & 1k
B A .

WE A AL CA J&T PKI AR P—4, B
EOPoIN e ORI o VR S Sl e K oL N M VB = g NG T o
ol D o = 7= B TN G 11 I € I e
FA S . R R 3 R . B
CA PASR, PKI {& R ik FEALFE R HE BN (Key
management center, KMC) F14& BRIE P a4 51 %
(Certificate revocation list, CRL) &&. KMC F 3
H TR A an i I T8 8, CRL EZEH T
FRAIEBIE . AF Medical chain F15] A PKI
RZR, HPAERE XSS 550 S5 B, PRIIEE
PEry sE R R R R . PKI (AR A0 ML a] A
TRETE DA GBI, XEARGIA T —E M,
B AT DA 2o RF R A5 FR 3 SRR i 45 AP SO B’
PS5 B A X B, ke By 1R 3K 2 O AR ) 454
Al gE A=A T .

2 T PBFT BZAMKBEAETXRESR
2

Medical chain Hiy X Heif 2 48 3 B0 HE 7%
BHLL AT R BRALE S B ANy A ELR
() 52 2 b anAn) R BT B £ 1) X B b, PAK
DX BB Q] S5 o M A7 E A PR AR 1R A b 1 R
HUEXBIT KB R RN R AR, P
PFR I 2% Medical chain H g2 5 3 1A IE 5 AL
R4 A

2.1 XREEFEHEIR

DHEETF il A B B R X 32 5 RIS Y
RO AT fift 7 T B, 2 DR DX B de B A A S
T

2.1.1 BEFXSRESETXR

BEY7 DX BB T 2 A Al X B (Block)
AL 5 B (Transaction). — £ X H8EH— 44~
SEE T — X ID B XA A, T AN X A
GTHE TSR, X5 PR 5L R g X Hess
(Blockchain) il ry gk, 256k, —acXHEEN]
PABE AR — D PR, A8 B X S B — A X Hew]
PABAE R E A e i) — 5K 3R, 2 5 BT AR AE 2 45
ikFE Er—Z&irk (Record). — 2% XEEE R4 i n
Kl 2 s,

k1
EXEEST

— ||

B2 — X HEERH AL
Fig.2 Composition of a blockchain

BRI A g 3 iR, — A XHE
B KBRS Bk PASM N B R KBS
R Z AT BT A W . KOGk b —
ANEREY ID, KB SE R AS], h52 5 5 ID A
1) Merkle B ARNE 7 (B A1 AR 1 DX BRI IRV KPSk
PG AR 378 X R A B T KBRS P 2244,
o B ID AR, FERAFAE L X B BT AT 122 ) B
ID. #7254 T RIERK RN B APEELH, I HL
PRIXHA B TE A S T XS ey 534, X
B {ULRAFAE 5 B 1D, BRI LR AR ] F AN 32 5 B
MR G], TAGRAT A 5y BAAR B, SRR AT R4 X
HERER, ETRELSE0. KB 25 5 EAL
e PRAFFE R o LAY, e AR L DA BREEAG I 20K
Fefist. TEA Gy Bt e b, 92bp B R TEIE H 77k
TR B LIS A2 5 B ID, x5y BRA L it
IR A BPELEL 5 BT BAGE, s
IR BN T AR, TEIGE R LA 5 B,
WYL L5 — R A T TR X ).

AL G PN 3 FR. 305 B
FORIEXD G R, WG MR AR AE L,
PAFE 7R B Uk g SRR UE AT AR I B R A, % T ib e 4
HERIT S ILER 2.2.3 7. Z P DAYERG I 2 e A 4 A
IR 1] 52 2 BRI AN S ELAE VT ) — A X BB Ay
s AP SR Y U RE AT R R ARATE,
R EENGEE, SREMURENEEE. H—
TN T AR AR R AR IC SR A B o, 1
HAEBEAT BRI 5 B A SR RABXS 52 5 Bt AT
Bor s, S ERAEEXT A AT Sy BRIk
WL 25 BN RS T B BT N 4,

KR 2
(o1 s
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BEWEITE B, BRERR XA 5 A S
B, ARG A RE A, K558 ID A=
Sy R T G N, AR A S TS A as
B A S R A (L. P A TRV RN g R A T DA R
SHA-256116! 4744 5¢ BASE64(22 gfig vk, H
M A A X e R S 2 TR, B ES
ST T B BT RE 5 B ID 15544, BT 12T 5 B
B,

IX Pk gL
ZE 551D

(T awxeo ) [ - ]
[ — 1Ml C ohara )
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( ) J
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Fig.3 Composition of block and transaction
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Lo BRI N, BiERE R BEAMS
B BEIFIEREE . A ANEESE. RISy Hskks
R AR G R P kR LA A BRI S B, T
Lo R NEM S TREKICR. KABRNAELEAN
MLk

1) SERfFEE. ERNTILREE. B AR
SFERRTEANE R, WRE I B ORIES | 14 L R
A IEIRAR DL, BRARTT EADNNEE, NSRS T
WHEMEHTHAAGEE. XTFEP AR, 5EEK
AR, T3 ME LR FTAE R B BE . BH L 5.
XFF SR P BRALE B, ks . AR T A, FEAT
filt B X HREEZ BT, SR AR AR SR, (554
PPN ST N, B AYIER, O7
LA R B CIFEE. R EEAEXLFERN, &
SCRBEAL, BUTSER H CIRALBHE T, ZRIBGX
R e

2) BIP(R R FEMTERAE M R
R, MERH P AER—mE 2| P H #2 B4
D {1120, MR —&IT50%, EEAE: s
IR, AL, SRR LS. A R T
RENT Bl A7 AR s R 2, e A=
8 Py BT AT W A i SRS WS A E, 7P A B 52
Ty B L Xk, Y e i, L A (A
SRAAA, SRR P IS AT, AN

PRUEZ TR SORM BT B 4% BRI R BT E AL 5
FID B iz B R B ID. & sl 4 ek
R A7 REAE R BT, I O B B B ). B
JAE 2T B B AP % BT 5 B 5
MBI B 22915 P E BT P ML 9 242 8, 20y
EZW S EPNL L g IR Al bk S
RAETE B BT AN 2y S5 DU, i) DARR B BRI £ 2
Lo A APIRBCTE4, RIS A R
AR IR NN AT R o A N S NI 17173 ¢ S i i N
R EDEERAT OIS TN RS 2 S N
A PIRECT 24 BT AE B R B3R 5 B 07
[EINE S S RPNV v rg ol v N = i R e 4
SRR, T Gl T R R A BT
ESEPNGUNER NI EIVN- kSIS TN
A BESFHIIE KR BRI AE X B . [
IR L JRBE . A ERTT A AT DASE I ) By 7 A B
IS R A B T B AR R, R B IR AT R B2
RIS

3) LR FEERRGEE REEELEEMNT
KRR 5 By 5 BB UG B, B fE
ST AT I B, B IR SR B RA S A,
LB P tis e AR R AR, [N
S AERE P SEITERBIERA S 3 1D 1 KK
FE, %50 ID il F R AP INGE. XA R
& P AWEA H A, #RBEIZRHREE, HEC
WAL AT fi s I, RIaT i 2 3 SRR K BRI 7 (5
B KRR S

a) WHFEFMELE . i AT E B2
A A B 7 AL sl AT DML A e e v, R il
LRGBS PR A P B3 B S R R R A 1
.

b) JE I N PR AL BR R 3 S H Eig
TR RIRE S, BVEEE B ER, EF AR EA

4) B, MER . S AR

a) PEAT I ARAES, BT A2 52 5 B A ) 52 5
RADRy I, K2 5y BN A N I B, W
UILEISE

b) AT I R ARy, B2 S 5 R A )
FARALY “MMER”, 225 BNAE N MR 55
FY ID. X LAY “BBR” I A RRFIZR 5 B
X Gt b BB, TR AEIEAT AL BRI, (R4S
M BRIRBUA R 5 B, HERR %M BR 52 5 B o B A7 fk
Ko ¥ ID IS RS2 S B, AT S5 B IX HLEE Y

c) BUEAT HOF AR, PR i 5 B AL 5
PRIy “HUH, A 5y BN AT filf R AT A4 52 2 B
1 ID . ST RS 5 B D L B30T g TR S J A
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SENA. XL CHORT AR A S B
IHAIAZ 5 B8, T SR B LE AN AL S B, — A
A BRI S ., 75— M RILRIE S
B ID MIREORT RIS 2 By ID. FEA, HERR GO
WA S B, TS BRI R “TEH 484F.

d) ST AR B, B RS 5 B 52 5 26
AN “EW), R BNA BRI BRI
PR T BN, A I A AN R AL 5 B, FIr A
KEF R IA A ABUR, PACR; 1k 836
SRR PRy DXL ) R T2 B XA
BRI By 7R S Btk DX S Bt 72 4 B
R, Rl — X ERE R E— A Xy ID
KA N — 25 IR BB, o )a— AN KB A
25 5| X GRS 197 50 i SRR PR IE. X
R TIRE SR 2, A — KR X i R G
32 ), WSRO KB BE R KB N2, #f2
R H R T DX R KRR A B 7 A R AR AE )
HAT fiff LR A AR R S AT e i 1, B
IER R B R, PABSSP (R B A2 5 B ID R &
S, AT R I R % B TR BT ERY S S B,
AN il P XHREE. 133 B B, 5 il
A2 5 B ID 22 5y B A SRR 240 FI Wi
By i e A B

TEREZR A5 S, HAT B SRR X B, i
e AL R PR UE K Hesi . 52 5 BT By 7 45 R
2 4. T EAR NG DL B 1) ARG —
B N [ A 30— 3k 2% DX BRAE 4 b g XA, A 0y
MR AL BAT o 7] 25 R A DR SR
N, RS X BE )5, R 20 K REEVEAT 1
i) DREBEH 1 X B B R AP 2 50 5 B 1D, P I
T DARE B RAE B R A B X e
TP 5 B ID AJF, SN, W AR A%
Pt RN SNPHE RN, IABE . A7 250
A ITRYIESE I, F5 S 1 T A R AT S R
E. — B oL, A RS R R R U ] 3
8 — L5 252 R UE X B A R 1375 20 T DARRE 75 22,
T A PR R B

5) BURRZE. A2 5 iy <2 5y R8N AR,
K25 BN R AR B ALBRAE R, B0 i85 mT DA AL
BRAEFER BN RN AR H CHZ At E R, o
TIRB ), BEAE N RE AR % R E I Z BT
MIZHEE T

WL AL TR KRB A T BN 2, W] DAGRIIE A&
HHRAAZBNRIL, BE ML B AR ST
WA PSS ] AN A 8. [, 3 ml DASE BLFY
AR B S 7 B A X g b i, s B £
P rp EORAT T TR B B Bl X S s LB
IR ORI, Bl A B A5 5 RN,

K (4 s 18] B A S 5 2 BRI TR 8L, A BE Be i
N, AR EIR 5 R ID, P B B FAEH
HATECF B4, U] DA A — S e A G . X 2
K2 Ty BT SR Y AR, 28 Bk e el nT DA
FTRPEXH, FIA ] X Heik 2 .

2.1.3 EFTHIEEE

BEST K BE R FE i A T BRI (5 B R Ge, Bl
B BE B ok G0 B L HEAA B . S0P b R B 2 45
AL, M. BaRESEFEERR, AILEGE
Bell 555 EAAEBME B, L0, BIg. iBE. %
. BIRSEEBBACRE. 6. M. R
BEBifs B A &R HEEHAR 0. EREE R
%4 (Hospital information system, HIS), Il K% B
5 5 £ 4 (Clinic information system, CIS), P&
YEARIARALE S 24 (Picture archiving and com-
munication systems, PACS), S5 ZK K5 B 25
(Laboratory information system, LIS) F1HL 15 Hi
(Electronic medical record, EMR) 4.

HIS J& ) F 1 BAIL B e W 4% 38 15 3 25 R OR,
RFBEBE N AMIAH A5 BT B B . AR, 6K
REIFI, AIGIR . 8. BHIFRIAE R 55 0 .
FRARGE. CIS &2 TR T AR T 115 B
ARG, FEAFEEA TSRS, L TR RS,
WA PERSGE . T ARBRBEE 2 G0AIE K D3R 3CHF &
4t. PACS 2 F R BRET RIME (AnCFe sl . i Fi el
i EB) &R LIS 29 A HTEEOR . M2
TR SEPLIm R S E R EOREE . fitil . bR, 1%
. AW, RIS WSRO R 48 EMR
P05 [T 2 fH BRI P AILAG DA -4 XA . PRAE A
R, \EREXTT T2, AR E (BURMENS) I
RIZIF AR S TG B BIRE R RS, 25 R4
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Fig.5 Medical chain node management
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Fig.6 Medical chain message structure
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