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A Survey on Alarm Management for Industrial Processes

ZHU Qun-Xiong!>?2 GAO Hui-Hui® 2 XU Yuan''?

Abstract As the first protective layer of modern industrial processes, the alarm system plays a decisive role in ensuring
safety, reliability and efficient production of the process. However, most of the current industrial alarm systems are
suffering from the common issue “alarm flood”, which seriously affects the required function of the alarm system. In
this paper, according to the characteristics of industrial processes and alarm management life cycle, five main reasons
leading to “alarm flood” are summarized; the state of the art of key technologies, systematic frameworks, specifications,
software packages and application status about alarm management are reviewed in terms of alarm modeling and root-cause

analysis, alarm limit design, alarm prioritization, alarm type identification and processing, and alarm system performance

assessment. Finally, problems and new challenges in the field of alarm management are discussed.
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Fig.1 Alarm management lifecycle
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Table 2~ Comparison of performance metrics between real industry and benchmark
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Fig.4 Schematic diagram of relationships among isolated

alarm limits, false alarm and missed alarm
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GErt 43 A7 AR R 4 A AE R, 15 W AR Y.
Rodrigo %82 gt 1 . iR Ss A P 1
PE(E R, B s B AR R AR R s R A &,
SRR AR AR RO R A AL

B FaR i AR U5 7 AR — A e R B
—R BB BT EE T RS 28 &M
FERTHE, b B S s . sk, JEZtk .
AHENE ) SRR, 1 EIR T A To R
T E DL AR IRTR, PUTHLRE 155, Ak, Gao 4103
Pt — P S AREAR IS W vk, I shZ w2 —
AR RR 27 S ML AN ek i 2 R o AT AT R 412 W
VWHER G . K5 RE S, 18 ] A s [a) i e 25 A A 1Y iffy
JEMEALAR IR

TR R B 1 A 7 91, 3 ] ) 40 7 9 X
PRI DU EL 00 5 7 SR EARYE. Folmer 2583789
F 2 AR B K A AR 1 7 9 AT SR IS 40 #
TR A8 5 2 [A) i PR SR O A&7, AT B i 1 4
RG5, W CE R, AL i v A X T
FIA EZ A TS E. Ahmed 2686 BT 404
S S A AR A S, ) B S ) A R
(Dynamic time warping) SZ38 PN HEZ ALY
HefPCHL. Cheng 25B7 $H —Fhcl Y s 2 i — ik
FE 5% (Smith-Waterman algorithm), -~ 4R

ez W A AT FR R LEE, AT AT AR I AH [R] B
A5y B Charbonnier 2588789 Mg ] —it
W T A A R 7 1) L) S A BRI 7 2 BBEAR
R HCE T S P, RIS T LERE, AT
SRR B B SR 00 BT B AR A
ARG H E  9 FEAT AR A AT, SR B U
HLIH Ty R A R EC R B A SR R T 9 A AL
FERE B 04 73, i Iz sk, B BB SR
SESEIR, VR PR, Hu 40192 1 TR
HRIF A LS 7 SR ARG 7 51 B T 2R 4t AH DL Y
PR W AR, DT T 000 A 5 77 4 i v
AU O T 78 2 1 T s B R, B R T
ARy, REAR, FED L EdEH, Al geir
S5 F IR DLAR O 48 & AR i, X uf o il T vk S BB 1
R AE LIS W
3.2.4 MEHERITHR

1 5 15 {38 T 43 A1 7 A A AR A R ) C-
AL, D- TRt AP B =, C- & 3ERY
Bt X R B E AT B, D- TR B Be X
LK, IR PR A FR T, X =AW T
XHRE B E R LT

SCHR [3] A B ORI AR B 1) 2 A% B A
WA T T84, A SORF RS B R T 5
KIE: PR BRE BT AN 278 R B T
3.2.4.1 BT EREHNERIT

AR ER (False alarm rate) Flfsf% (Missed
alarm rate) 2 FUAR g4 BE BT S I
b, X 2 — X JEFTE, 2Kk R ROC
(Receiver operation characteristics) HiZkZx, Wl
K5 i, PM FRimiieR, PF RRiRieR. ik
THREBIERT, PM fl PE 2325 4 SUAH [ 7 1)
Apf. R, EEARAS B BT ) AR i E(E TR
TS SR TR AR RS 0] e Sl A

PFA

&5 ROC Hijzk
Fig.5 ROC curve

Hfi, B B4R (e T 10 7 308 it
JEW 28 (Filter) 47| 3EIX (Dead band)P®l | 7E;R
(Delay timer)!99=10U " 5 it 1 800 R . iR KA
fril 7R (Detection delay), i BRAS & A0 BUE.
Zhu 20020 g3 i FEAL W B B, SR T DL A
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43 %

TSRS T, TR SRS RME, DA
g, Xu 200 5503 % el i st A Ar B A A
FANTR S 1, B2 — P TR A A e 1 R 2 13
T IE, W PABhASIRBUR IS 5L

SR, R S TR AR B, 15 A
E 0 ST oAt 5 2 AH R A AR AR . ARTJEL A, B
TR TS RAFFERET . PR AE S mALis, ¥
2 T FRAR B 2 (B FEAE AN AR 1) G IR 2 R SR
(R I, PR AR o [RS8 T T AR BB AR B Tl 3t R 5 A
K R APIATTRME, AUNRERITHRE SR,
M2 R A s, BRI BRI, 1 H iR
B 11 5tb.
3.2.4.2 ZESRENERIT

Bristol*%4 48 51 11 18 B 3R B, PARF
R FE T . Brooks 401051 37tk —Fh JLAn i A 42
il ¥, WA 22 A8 o S U HR AR S 3l 2 T TS
Kondaveeti Z:1191 F1 Izadi 20107 F f 245 & 45 it
A ROE AR, Yang £ 008 g SEBcE b 1
FH BB R T, R R IR, Xu
2091 BEP A S B 5] AT 1% (Anticipatory
alarms) AL, X FRARA LB A AN, AT 4456l
AR RO, Zang Al LilMO g 4195 2 4 45 A
MR35 B bR U5 B T A R A iR iR, DA/ M T i
RFRARE S H b, AR . Han 200 pLR
HF . IR AN R R B0 HARR AL, 1 /)y
b H bR R B AL BT 28 BRI (E. Gao 112
R IRRACR . iR, pOARE S F S R A
2 [ — SO KR B2 A B bR R 2L, TR A T4
T T BB AR

R LR e e — e AR Es iRzl
PIRERE, HAARIRA S B TS BN A 2 A8 B fF
fiE. BRIz Ah, 228 R % B R A T 5 K
K, /Ml R AR AR — 8 R 55
R D20 T8 WIB— 732 1E 5 HH, Wb — &Ko 2
s, Mg PR, TR R R R T O T
EAH I 1) O B AR B A Ay, X TR ORI S K AN iR
THERELRI AT, HeAh, 0T 2T ] (5 FLs H 0 H breR
BORR I 2725 B KR

3.2.5 IREMALRXITHR

WA g oy e o B A R ) C-
HACP BIRAT 55 % KRR, JUHAE iR
TEOUT, #RAF AT N Z B MR e S AR, AT
B R AL By, R SR U R i, SRR D
fk.

EEMUA NO. 191 f5@gfa i, nlMRIEMA -
Jei SR B AR AT Y A R AT A A 43 7. Chang
A0 Ahmed M BBl & R K A

#(P). e (1) Fdfede Az it (t) rydk
RO B AT HE Y. B T AT i 41, Zhu
ST Geng 25161 F ISR 22 57 9K 3 SV 0 B
Ferpu AR B A BT HEF . Foong M B4
W2 AL ARG, FIA Mamdani #EBEALYT i
EHAT AT, Gao %1% FI T Bk 2 ve it
TAT T ERE L e Bt AT R 5

HUAT, MO e 930 o0 B8 R B AR D BN
2 HE B A W] Z AL

3.2.6 IREXANOF|S54IBHHZT

TECEAE BRA: i S ) H- W45 5P BB, K
155 2 — Wi R B PR, 4R B P e B
Ja, AR ET C- AR A PR B, RHFEAE 1) A 4
HSHATIRIN . T B i

TE TS BB TR 2 . N R ERAE SRR DA
WEREAFHBITHEIL T, #a S B Fh& A
P HRE AL R A RO R A A #Ak
P T “HREZIS MEA EHEER. B
LT, PHRE (Chattering alarms) 5 H
A ICEB 43, SCHER [3) % 4 i TR 50 A 4 BE R AT
T LR, MRtz b, Wang 25180 Spdr T8 SRR 423
#: (Long-standing alarms) (1724 i A, H 1%
TN ARSIE RGO TR U E 2R AL SOk
[119] $& 5 7 — BB A0 58 P 43 A 1 S B 41 35 31 )
7, TR R TALBE R O M R A g = A
Brig. SCER [120] A ST e i s 5 5
PRI, HemEmEFESmRETF, Z
JaFIH Sorgenfrei RETTHA " AEEARAIA KM FR L,
-G8 A S 8 3R S T A 15 2 A A AEAH
KMk, STk [121] FESCER [120] Ry EEal b, S5 AHRL
F AR BSORIAH & A IR o A i — 2D S RS (S
Z AR BRR D ). SCHR [122—123] F ) 4 31
481 (Event correlation analysis) ¥4 il 2 ai g+
1 — BN Z TR R, TR 4 52
BeE . RSB . BRSOk [124] $E T —
TR Levenshtein 2§43t 1% SE 4 A LLE 77 ¥4
%7 R B e e R 1 S R, O HL
I e s 2 TR 3 BB X i O YA EAT T Bk, T
PATEAf R 51 5 BRI S 2 [a] R AHABLBE. SCRR [125]
Fit Hh A R 2 A R ] PN 22 U R T B ) i
L OCTEIRE B SR R BT R T8
IR CE IR ok i, R T AT R S IER
2% 1 3 00 SR oAb 3L AR . SCk [126] F
FPIA AT AL TR &% i B (High density
alarm plot) FIHREA PR (7 B AT IS RG0H
WAL, DAARCR I RHRIE . A RS,

DA 4R 2 AR 5 AL BT SR e AE — e AR
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HHRIEATZRAE S TR NLERFAE. I, WA
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PRI RE AR, S R UL BRI

327 RMERGMHEITNTAR

R AR G RE PP 2 4R B A Y] H- M
SO BB RS 2 —. MRS R SR
ALY R BRI RE, S R BN G BT,
X HAEBEIEAT E PP . EEMUA Hi37 7 I &4l %
AGMEREKT-1 5 PR, 3500 . B8, B
R B TN, BAPIRER RORARER .
&R 3 bRt g,

SCHR [127] A A DUBEAY, AR HE 3 o SCITY
8 Aot e AR ST PPAN, AT A A 4
RTHRE R GErERE, RS SOk [128—
129 oA i A / e A Al 141, )P A Rt e
PEAT B KU Al R F T AR 22 R fd Jo . 3¢
Hk [130—132] # th BT DU Al iy s a8 XU 1Al
) D -S4 e B AR 5 SRl e B S A RS S B
AR R I S B T, PRI R % 4x. SCHR [133)]
T 4 Mo B e TH, SE T iR R
AL A S R RE TR

HAAERR 2, RGN HE RS HRER
L2 IR AL B S A BRI, (LA BFTER D%
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AR SRR T ol aed A A 4 B RO MR A A0 R S
B BT P AR A R G A AE R IRz
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1) B Tl R i) 2 i 5 7 11 5O

R ] S5 Ay i AR A AR S AR B A R BR A
SeFEERY. A TS R %, F7AE 2 M) 2E
A RO, A W B =R, B R 2R 5
L RERER AL, ORI T2 XMEAH
SEXGRARL S e B A AR S AR . B PRPE AL
E MBI RS BN AR LA K R ME ARE AT
RGNS NSRRI EA I Ak 2518] 5015
PEMUABEYNE. PRIE, a5 A SRR AR 3 A
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EZ i g w it SR CE N7 158

2) ZHFr. 220, ELERNHREBES ST
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1] )2 A AR PR ) T fR v & T2 &5F. 3
5. RENRFMRZ, R T E BRI EH
A7 ) 0 ZR GEAE TR PR T I R 58 4 55 TR X 4t
PSR, KRBT R TS S E T, B(E R
A5, HEX R EEA L RE ™ A4 AR
LR NYLE S AL R, ifrgia Tl E
FRFNZHR . % 2 G0 0 1 BB 6 A A 24 SRR AT 41 (5
SRR 2 M RA BRI sE. Hak, T
At R B A B R A R M R BRRRAE, T Ho2x A A T
DU A PR A R R, QAT FEAN [ AR 7= A
T, ARG AR LM R AEAZ I AN 2B, MK S
e SIRMEAS B EE XA A A2 7= 4 Ty 2 A8
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SRR IE R TAERXASSE TAEX, [E5HTRAN
7%,

3) FETHRAE L R I A B

G P AZ DR BRE B Y, H AR
PRBHFZE 0T VR 0106 5 0 2% A A R R B 4
RAAE DO BT B RGN, W BT it
FRFICR . R, B3 5 EHRAE L IR &R, R
RGN M SR, M OE & A
fl AR GO T8 RG] S . AR DA R
o7 = 7 TR R 28 B W R BE R A, R4 A D o e B
A& R G B R, SR R S B

4) BT R R BRI AE i

AR, BB BORTE B 304k S i i 58 1
MR T RE LR, (AR, 2k, B3
. PG THE S TR B AL, BRAR T A, $E
TR, (HAE R BRI ) B AT A D, H
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