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A Survey of Blind Digital Image Forensics Technology for Authenticity Detection
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Abstract
any pre-extraction or pre-embedded information, is emerging as a new hotspot with broad prospect in the multimedia

Blind digital image forensics, a technology for detecting image authenticity and source without relying on

security field. First, the main problems and tasks of image forensics are briefly reviewed. Then, according to the
forensics characteristics used by image authentication, the techniques of blind image forensics for authenticity detection
are divided into three categories: techniques based on the traces left by the process of image forgery, techniques based on
the consistency of imaging equipment, and techniques based on the statistical characteristics of natural images. The basic
characteristics, typical methods, as well as performance comparison and analysis of various algorithms are summarized
in detail for each category. So the latest related works are analyzed, and discussion on unresolved problems and future

directions is presented.
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Fig.1 Basic framework of blind digital image forensics
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PRAEAT - T2 18] PR AH DA LA SR 1T A B — ot 4l
FRRFAE T TR A R . 31X — G A R RRE 1) A2 10
CIRYSiBuR AR1UE ivAS ST TN R = e akul 51 PSS EE S e 1
A JeAHRIME B (Binary similarity measures,
BSMs). [ I A5 F R ¥ 30 i 1] 48 & (Sequential
floating forward search, SFFS) HiLIE R B AERHIE,
A F Ze Pk [B1 ) 23 SR 25 AT JU 0y P AR RIS SO 1) 4
K. LI H Y] BSM RFAE 45 & 81k 7 Rl SE
KO H 1 Photoshop T 4 5 Y R 25 P4 it 1 15,
Iy RUERE N 75.5 %.

B J5 Bayram!*S! # BSMs. IQMs Al B /M
ZeitFetE (Higher order wavelet statistics, HOWS)
R ALK, TERUSR G HUERFAE, RlE R IR AR IR 23 282
TUF T BRI 73 R AR
4.4 HEHEZFAN

R 2 X TEMR G R TR LR 20 205745,
AR 2 2R8s o or RUERA AR AT T HEAT 1 JA4h, Jf
SRR AT A R R, A
P ERE R AL L PSR (K 70 SRR B, (H 2 HFALL
YEROK, WML T4k, REAE BUIESA N R
R (0 B R RS AR AR AR R AR 2 P ASHE AL,
T i) B S 8001 11 T 4% 5 TR AR08 (R 8 i
A TR 1) IEFESE N E S RE; 2) 1%
FEIA 4 OISR B R,

* 2 T AREBGRER 2> HRTTE A

Table 2 Summary of the classification approaches based on statistical characteristics of natural images
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ik [41] 2T QMF Il LAH i ERIERE R AAAE  JRZetE SVM 4028388 74 (IR 1%) X 43 ARG S S B 15
ik (8] KUAHFRFAE SVM /3 2% 62 PrEEG
SCHK (8] RUART TROAR 2 | %A 45 LURHAE SVM 734% 72 PHEE %
Sk [44] P8 i 4 i TQMs 4AIE AR 74 SEIERUN LERERE R | Bee | AR AE
SCHk [45] ZCAMBAERE B BSMs RHAE LR H 7> 2K 3R 75.5 FEHGIBOR « Tk« SERERYTR . R
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L IX B SVL AT A A Rl G, B SRk R 25
B DX P S B IR SERFAE, 2 AR R ) — AN 8
B L O R E BOIEROR T B AR K Rk
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2) UG B HUIE 5 1L I E ot 2.

H 8 22 250 UG B BOIE 7 0 R4 B AL
W B NSRS P R s R BGIE v
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TC R4 1 R an PG, B 0 s 4 R B0 08 43 SR i iR
ZEROR. SRR Tz A8 I S ik X,
W JPEG EME. 5i4h, IIAASHT I EIK B K
B, AT RE2 Bk — LU 55 1 B T HUIE B2 A= 40
TE G DR N 4 ey PG B IR B3200) e 4 A5
INEIISE RSy

3) il = A FH B G IR

ER ANl SR AR & T A A3 S S <
BE BOIE RGEMEREVEIN T IEAN G —, M UK £ P
o B GIE AR ) ge b AT e L. Har A JF )
A Columbia K278 7 (1 BUE BB A I VP4 2 s
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MUEEMERAT TR, BB BOIE Sk 32 202
NH] T ISR IE A SR IR . ik b, KR
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45 5 e Bk 1 X 4
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