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Towards Automatic Smart-contract Codes Classification by Means of

Word Embedding Model and Transaction Information
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Abstract As an innovative extension of the blockchain technology, smart contract enables users to implement person-
alized logic. As such, blockchain technology becomes more simple and useful. However, due to the rapid increase of the
amount of smart contract codes, managing smart contract codes is becoming much more challenging. Automatic code
classifier, which rests on the machine learning methods, can automatically identify the categories of the codes so as to saves
a lot of human efforts. In this paper we investigate the smart contract codes of the Ethereum platform and propose a novel
smart contract code classifier. To the best of our knowledge, this is the first exploration on automatic classification of the
smart contract codes. The classifier is based on the word embedding model. Since each smart contract corresponds to a
series of transactions, we further utilize the transactions in the contract to understand the intrinsic logic of the contract.
Extensive experiments have verified the effectiveness of our proposed system.
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contract SimpleStorage {

uint s toredData;
function set (uint x) {
storedData = x;
}
function get () returns (uint retVal)
}
}
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L/ NS

(Wi (V,T) + by) (8)
Hordr, Wi, B2 S HOERE, o NS R EL by,
2=, FRATIAE R AN 2 R 2 2 TR — AN Baok )2
(1) H o AR VF AT T A R SRAG AR S 1 11 93 S 6 .

N T AP W 25 A 2] Bl — AN AR MR P S Y,
LR o HEFEAT Sigmoid, tanh, ReLU (& XA
max(0,x)). T pR £ I P2 5 A T i Sd
PR AR (P HE. A2 SCHR [37] P UERH T ReLU (1)
PERE S Z UL T- 0 MR, Sigmoid Fl tanh ZE#FE
JaBRERET T 0, DRI SRR 7 S s et IRt
FEARTCH, RATTERE ReLU A 30 sA 2.

2 AR RRORZE e o 5, 8 T
Ji A e — MR E o A, AR AR B A
Softmax JZH. Softmax JZTFFLAR]— I T-Zh5

ezTej
ply = Cjlz) = T e (9)
O 220 k RIACE M &, A T 212628 C; 1k
AT S, e O k)T —1k.

A e R 2 R S, b T

SRR S0, BT AR TE R A8 SUI R BOR AT M 45

KR AL
L(p,q) = = > _ply = Cilz)logg(y = Cy)  (10)

M2 A p B2 0, M504 ¢ HIlZE
P& {D;,y: } WIARZEYE, R — M dE 5 (Dy, vs),
fEy; B 1, AEHABARSR A 0.

IEWAE: AR 2547 o KR PERE R % I R
A TRT R TR BRI B, P02 X 4 e N TR (R B R 4R AR 75
A A, %7 Ethereum ERAES LM B E=17
SREUD, AT S 1, BRI TG IELA.

AT B H Dropouts) R ab i il 4 (B %
Dropout &7 250 A B4 25 B 24 L U5 (1977 5K
T I 3 S BGREZ T S 4 i, Dropout W] PAiE
LB IAE T HEFEAAE. Dropout R LLIA KN A&
Il — R A AR R P49 it B Dropout
1244, Dropout W] LIAG R 5 S 501281k,

Yk R BB ) 2 550 HH B AL BR BT Bk 3R
RS, R AL IS5, A T 38 e 2 iy )1 25
S, A7VE 2 BOMLEL RN B S0 0 B 2 1 Ada-
gradl®?l| Adadelta®. Adadelta #2862 )
S SR RS B I S oK T BA R,k S Nk T
ANEIEM R, HIRATIER: Adadelta k2% 2]

IR SEn, TAIR 2T —A 0T LAT 5 ge &
ZIRFRZEMARTY. A PRl — R S0 K E
1P BE.

b REHERSHA
5.1 ¥FEEXRESHRD

N TR (R e, FRAT T A — AN e
GAMEYESE. TRATRH —FE5 b2 1 75 Aok brad
FRES LR 4.

FRAIHECT Ethereum Hi 1480000 /N [X BfH)
Frfifa &, KB (5 B EtherChain® _FHTESR
3. BATE S MR SR AL IR RE G 2, RS
PRICF RE G LS5

TE WK (R 200 AT DL A DX B v R e
G4, 21214 MRREGABOMEE. XL RSN
SBUINEAEET = 5 )7 Ether, Huii g8 —=TJ7
FTT. PREGAMRET BEMER, KRR Zipf
ENL JA R 10% MKk At 1 Ether, JiK
S H°F3) Ether MME & 4612 £, PS4 E
MR R =R, MRS AR MEE M 18 &
# 23869 A, PIAT 2565 4. WA TR LA
TR IRAT 9 PR B R R A B2 )G, FR

‘https://etherchain.org/
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=1

FRIAE IR, A 1 R 50 Py 75T DA oA bR b b 2
REG LY MIRAREE. T FIRPIRP T2, A IFRIL T8
TR REGAMERRL. R MR RELEL
B AR 58 B T AR ZE L.

5.2 HEESYEHNSIWIRTE

Wk AT e B A A OGN, AT Be G
LIRS A e (TR T BEPEA) | WAk
k., BHEK, Ethereum 1112 (W Ethereum Xt
FERITIALRET) 5 BB (P S04 BLAE) |
TR, BURE (FIR . AAZ5E) . P8
LA BAEnrg s 5 P, MELS
BT LB a iR i N i 22, Hoooe 52 2SR
Ethereum 1 JL2&. PR IbREE 15 I AT .

R SERIEH— 6 Intel Xeon E5 YT
i 5e ik, CPU EMih 3.7 GHz, WAE A 8.00 GB.
FETH Java JDK 1.8 4i5 52, % T Ethereum
DX BB £ 1R AR AU AE AL T A B ) R, ARSI A
EL TR S5 50 UE, PR k] BLJS (i s A 4l

Shttp://github.com
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Fig.5 Category statistics
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N T RAESVERIVERE, FRA 1R Sk Ly A LRk
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1) AhER DUmEd T S ik ARG B, JRAT
A2 H V] AR R AR e il 1) i, SR WY g
ER LA PSS (EVSE W IR TR PN | I
ok SRR — O R, JRAT IO e K —
M R Re B LI T

2) SCFFRENL: SORF LS — P R8O
A G> R ELTE, AT SRR ARG 73 21 v k% 1)
SRR MU 70 2%, SRR ) AU ] AR L
AR DUy 8 88— 30 O T kSRR SN SR 2
Fn2, TAT R One VS ALl (1 5ms K117 2 29y
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1540

H gy

e ¥

(1

43 %

score PUFf PEAt AR R 7 SRACR T H U VR T, &
L~ 3 S = PP SRAAE 9 PSR ERIPERE. o T PFAG
A G AE XS o A, Al TR I Al T AT 0
EER LS RN PSS 4P

W 1~ 3 Pos, BATARRAT R W] 2 T4

UL A T L S R ) AT LAY DL RS, A
F1 score, A 1M EIEAG TG BRITGAL 915 B
PR 2 IR T 94.3 % H1 86.9 % 14> FSHERA =K.
AL GBSO, AL TR ER DL By Sk
TEER AL RIS T T% 6% M. TR

R LML RR
Table 1  Neural network classification effect
A E A B
o Precision Recall Accuracy F1 score Precision Recall Accuracy F1 score
Kt 0.943 0.945 0.942 0.943 0.872 0.868 0.882 0.869
WK 0.924 0.897 0.924 0.910 0.895 0.874 0.886 0.884
P2 0.882 0.891 0.906 0.886 0.835 0.852 0.875 0.843
Ethereum T.H% 0.914 0.921 0.929 0.917 0.854 0.871 0.882 0.862
i RS 0.862 0.842 0.883 0.852 0.805 0.813 0.829 0.809
URIIES 0.914 0.882 0.917 0.898 0.821 0.809 0.834 0.814
WA 0.873 0.889 0.893 0.881 0.783 0.763 0.792 0.773
L/ EEN 0.861 0.845 0.882 0.853 0.796 0.771 0.809 0.783
oAl 0.832 0.814 0.845 0.823 0.753 0.757 0.791 0.754
2 AbE U AR
Table 2  Naive Bayesian classification effect
51 B LA AR
Hl Precision Recall Accuracy F1 score Precision Recall Accuracy F1 score
EAtiES 0.862 0.893 0.861 0.877 0.861 0.815 0.862 0.837
WK 0.866 0.879 0.883 0.872 0.815 0.826 0.837 0.820
P2 0.821 0.817 0.846 0.819 0.796 0.805 0.822 0.800
Ethereum T.HZ 0.884 0.854 0.896 0.868 0.825 0.847 0.861 0.835
i BAE A 0.829 0.859 0.860 0.852 0.757 0.771 0.796 0.764
RIIES 0.876 0.853 0.896 0.864 0.760 0.765 0.774 0.762
WRIRA 0.845 0.864 0.872 0.854 0.716 0.725 0.735 0.720
LR EN 0.826 0.843 0.862 0.834 0.746 0.741 0.759 0.743
oAl 0.784 0.819 0.825 0.801 0.745 0.737 0.763 0.740
® 3 CFFREPIRBOR
Table 3 Support vector machine classification effect
5 1H & T AR
s Precision Recall Accuracy F1 score Precision Recall Accuracy F1 score
KB 0.875 0.897 0.906 0.885 0.815 0.831 0.842 0.822
Wik 0.883 0.835 0.876 0.858 0.845 0.821 0.856 0.832
VBN 0.879 0.846 0.887 0.862 0.855 0.793 0.814 0.822
Ethereum T.HZ 0.861 0.865 0.891 0.862 0.829 0.827 0.836 0.827
i RS 0.804 0.863 0.877 0.832 0.764 0.786 0.789 0.774
UITEN 0.872 0.862 0.889 0.866 0.787 0.792 0.803 0.789
RN 0.863 0.859 0.873 0.860 0.708 0.714 0.726 0.710
L/ REEN 0.829 0.845 0.867 0.836 0.756 0.758 0.763 0.756
Hefin 0.804 0.821 0.856 0.812 0.731 0.727 0.734 0.728
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S5 SRR, BUS T 3% M 4% T HE
45 S 1 LR P ] SRR o7 S AR A,
R4 R BT LA O 3R P b A, (A, i
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F R W A R A A L RO T
S U AR 0 4R A, JRA IR W2
LSTM A AR 4 Jits SC . A IR F L
IR 1k, B TSTM 77 Bl A 3
R R . 9 i AR T3 AT
RORE PR, DRIBE T BBl 5 A M P A AT
oAt IVE R, 2 1 B HUASLT P 20 SR B T b
VUSRS, B BRAE T, AN LR B A Pk
PERBU, JF AR AR T AR 0 R o, S
i L 6 0 B B A e T3/ L o
3R 248 IS5 BB o LS4 4 199 K
FL 205 KRR, S2FF B BLA 2 One
Vs AL S5 R I 0 2 I8 I RURE B 760 .
23 245 ] LIRS B TR 0 B 23 7.
BRI, AT F 3R G0 L TS ek LA 5 A
P,

57T, FEARIINAE 5 15 B AE O R
R, SRR T B N R
S EAMONESL, BT A AT A B M T ) K
1, 38515 ST LM B 2 (8 P 0 T
RE ST 5 . DRt AT 2, it A & 24
SEIC IS 5, ORI LA TR 4 20T 2 015
B ¢ R, Tl IS AT S

76 9 BRI -, BT L Sl . eI
Tk LA R AR A3 E RIS,
AT e R R A A RS, SEURE
FEARAEHL Y S BN N T, 5 T, Bl P AE AR T
e F AR IE 05 BT b 5 0, L o e
KR IFEEN SR

L LA b 055, B TR T BT TR
AR T Bl 7 PO T80 24405 4 o
JEHRAR U AL T ECA 0 L7 R M .

54 ARZRINA

h T IAIE RS T AT I H S h oY A R 4
BAIR A SCHR A 5L 2 T — AN e 2 IR
WA SRR AN R R4

PeAT I FE LI PR 1 9 PR, FERmI AR
PR G L, H P T DA - R ae &2, A 3R
IEZR RG220 5 ZAH AR . 447 3% 14X
54 Ethereum [X gk gl A= ot FeAr]ia H fhes
W2 22 130 2K 2R, I n 204H O¢ A CRE 2 531
W HHP AT DL sk AR e A 20 ) VA TE A M T R
FREA 20 BT A et L v R

gy i, BATKBLT ARG AR R R
g8, ok, TATIRIH LSTM (i i 45 B — AN 57 g
CAM AR A DU OSB82 A )
RS WA R OCHER Bl LSTM #ei—
ANE SR ARG, JAT AR AN S L AU P
R 1) T SR AR BN, 5 4% AR % ot 2R
Hey. R AT A5 (A 28 28 1 LA 2 AR s 1.

6 ZERIE

A LA Ethereum V& ERIR A& 2 6, WF
GO T BT AT 5 A8 B A B A R G 29 AR RS 23
KRG, Wit H ik AR R RE A 29480 i S
BRI HHA RS AL S 6 Bk ERA M
PR e AIEARAT N, Bn P& 4 KA G
VA 7 THT (A S ) e 2 R SRR B R 40 A S &5
HAFSE T RGO AT HERAT R PE. 28 5 A Re &
ZIRRRGKAUE T ARG 2N Hurs. b 7t
—B At RGE M TERE, R AR PR MR
JEAEH JZ IR TR SRR S 45 1, [R] i 25 L8 BE 2 % B 5¢
LR A B AL EE.
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